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Level O

bandit@@béndit.1abs.overthewire.org -p 2220

.
|
|
|_

J
| |
0

This is an OverTheWire game server.
More information on http://www.overthewire.org/wargames

backend: gibson-©
bandit@@bandit.labs.overthewire.org’'s password:

ire.org

Welcome to OverTheWire!

If you find any problems, please report them to the #wargames channel on
discord or IRC.

—[ Playing the games ]—

This machine might hold several wargames.
If you are playing "somegame”, then:

* USERNAMES are somegame®, somegamel,
* Most LEVELS are stored in /somegame/.
* PASSWORDS for each level are stored in /etc/somegame_pass/.

Goal:

Connect to the Bandit server using SSH and retrieve the password for the next level.
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ssh banditO@bandit.labs.overthewire.org -p 2220

..password: banditO

Explanation:

e The ssh command establishes a Secure Shell connection to a remote system.

e banditO@bandit.labs.overthewire.org specifies the username (bandit0) and the
target host (bandit.labs.overthewire.org).

e The -p 2220 option instructs SSH to connect through port 2220, which is required by the
Bandit game instead of the default SSH port (22).

e Once connected, the Level 0 password was provided directly, allowing access to Level 1

without requiring additional commands.

Password for Level 1:

banditO0
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Level 0 = Level 1

banditOgbandit:~$ 1s

readme

bandit@gbandit:~$ cd readme

-bash: cd: readme: Not a directory

banditOgbandit:~$ cat readme

Congratulations on your first steps into the bandit game!!

Please make sure you have read the rules at https://overthewire.org/rules/

If you are following a course, workshop, walkthrough or other educational activit
please inform the instructor about the rules as well and encourage them to
contribute to the OverTheWire community so we can keep these games free!

The password you are looking for is: ZjLjTmM6FvvyRnrb2rfNWOZOTab6ip5If

banditegbandit:~$ |

Goal:

Locate the file containing the password for the next level and use it to authenticate as bandit1.

Commands Used:

1s
cd readme

cat readme

Explanation:

e The 1s command was used to list files in the current directory, confirming the presence of
a file named readme.

e An attempt was made to use cd readme to change into readme as a directory, but this
produced an error because readme is a file, not a directory.

e Thecat readme command printed the contents of the readme file to the terminal, revealing

the password required for the next level.

Password for Level 2:

2Ly TmM6FvvyrNrb2 r ENWOZOTA61ip5If
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Level 1 = Level 2

banditigbandit:
banditigbandit:

banditigbandit: $ cd bandit1
banditigbandit:~$ 1s

banditigbandit:~$ cat ./-
263JGIPfgUbLtdEVgfWU1XP5yac29mFx
banditigbandit:~$ [}

Goal:

Locate and read the file that contains the password for the next level. The file is named using a

special character (-) and is located in the home directory.

Commands Used:

cd ..

cd banditl
1ls

cat ./-

Explanation:

e The cd .. command was used to move up one directory level into /home, where the user

home directories are located.

11
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e The cd panditl command changed the current working directory into the home directory
of the bandit1 user, where the puzzle file is stored.

e The 1s command listed the contents of the directory, revealing a file named -.

e Thecat ./- command displayed the contents of the file named -. The . / prefix is required
because - can be interpreted as an option, so . /- specifies that it is a filename in the current

directory.

Password for Level 2:

263JGIPEfgU6LAtEvgEWU1XP5yac29mFx

12
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Level 2 2 Level 3

bandit2gbandit:~$ cd
bandit2gbandit: $ 1s

bandit2gbandit: $ cd bandit2

bandit2gbandit:~$ 1s

—spaces in this filename-—-

bandit2gbandit:~$ cat "--spaces in this filename-—-"
cat: unrecognized option '--spaces in this filename—"
Try 'cat -——help’' for more information.
bandit2gbandit:~$ cat — "-—spaces in this filename—-"
MNk8KNH3Usiio41PRUEoDFPgfxLP1Smx

bandit2gbandit:~$ |

Goal:

Locate and read the file containing the password for the next level. The target file’s name contains
spaces and begins with dashes, which requires special handling to avoid being interpreted as

command options.

Commands Used:

cd

cd bandit?2

1s

cat -- “--spaces in this filename--"

13
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Explanation:

e The cd .. command was used to move up to the /home directory where multiple user
directories are stored.

e The cd bandit2 command changed the working directory into the home directory of the
bandit2 user, where the puzzle file is located.

e The 1s command listed the files in the directory, revealing a file named --spaces in this
filename--.

e Because the filename starts with -- and contains spaces, directly using cat without
handling would cause cat to interpret the filename as an option.

e The command cat -- “--spaces in this filename--" uses the first -- to signal the
end of options, ensuring that the quoted filename is treated as a regular file argument and

allowing its contents to be displayed correctly.

Password for Level 3:

MNk8KNH3USii041PRUEODFPQFxLP1Smx

14
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Level 3 2 Level4

Goal:

Locate and read the file containing the password for the next level. The file is located inside the

inhere directory and is hidden.

Commands Used:

1ls

cd inhere
1s

ls -a

cat “...Hiding-From-You”

Explanation:

e The 1s command was used to identify the presence of the inhere directory.

e The cd inhere command was used to enter that directory.

e A second 1s showed no visible files; therefore, 1s -a was used to list all files, including
hidden ones.

e The hidden file named . . .Hiding-From-You was revealed.

e The command cat “...Hiding-From-You” displayed the contents of this file, revealing
the password for the next level.

e Quotes were used because the filename begins with multiple dots, which helps the shell

interpret the filename correctly.

Password for Level 4:

2WmrDFRMJIg3IPxneAaMGhapOpFhF3NJ
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Level4 = Level 5

bandit4gbandit: $ cd bandit4
bandit4gbandit:~$ 1s

bandit4gbandit:~$ cd inhere
bandit4gbandit: $ 1s

-f1le@@ -file@1l -fileB2 -fi1le@3 -file@4 -file@5 -file@6 -file@7 -file@8 -file9
bandit4gbandit: $ file . /x
./-file@@: data

./-fileB1: data

/-file@2: data

./-file@3: data

./-file@s4: data

./-file®5: data

./-fileB6: data

./-file@7: ASCII text

./-file@8: data

./-file@9: data

bandit4gbandit: $ cat ./-file07
40QYVPkxZ0OOEOOS5pTW81FB8j81 xXGUQwW
bandit4gbandit: $ 1

Goal:

Locate and read the password for the next level. The password is stored in the only human-

readable file located inside the inhere directory.

Commands Used:

cd bandit4

cd inhere

1ls

file ./*

cat ./-file07

Explanation:

e cd bandit4 was used to move into the home directory for the bandit4 user after logging
in.

e cd inhere was used to access the directory where the challenge files were stored.

e 1s listed the files present in inhere, revealing multiple files named with a hyphen prefix

(e.g., -file00, -file01, etc.).
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e file ./* was used to determine the type of each file. The output showed that only -
file07 was ASCII text, making it the only human-readable file.

e cat ./-file07 displayed the contents of the human-readable file and revealed the
password. The ./ prefix was necessary to prevent the filename starting with - from being

interpreted as an option.

Password for Level 5:

40QYVPkXZOOEOSpTW8IFB8 ) LXxXGUQwW

18



Shoug Alomran

Level 5 2 Level 6

bandit5gbandit:~$ cd ..
bandit5gbandit: $ cd bandit5
bandit5gbandit:~$ 1s

bandit5gbandit:~$ cd inhere
bandit5gbandit: $ 1s

bandit5gbandit: $ file . /*
./maybehere@®: directory
./maybehere@1: directory
./maybehere@®2: directory
./maybehere@3: directory
./maybehere@4: directory
./maybehere@5: directory
./maybehere@6: directory
./maybehere@7: directory
./maybehere@8: directory
./maybehere@9: directory
./maybeherel®: directory
./maybeherell: directory
./maybehere12: directory
./maybeherel3: directory
./maybeherel4: directory
./maybeherel5: directory
./maybeherel6: directory
./maybeherel7: directory
./maybeherel8: directory
./maybeherel9: directory
bandit5gbandit: $ find . -type f -size 1033c
./maybehere@7/.file2
bandit5gbandit: $ cat ./maybehere@7/.file2
HWasnPhtq9AVKe@dmk45nxy20cvUabEG

Goal:

Find the password for the next level. The password is stored in a file located somewhere under the

inhere directory and has all of the following properties:

e Human-readable
e 1033 bytes in size

« Not executable
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Commands Used:

cd banditb

cd inhere

1s

find . -type f -size 1033c
cat ./maybehereQ7/.file?2

Explanation:

e cd bandit5 and cd inhere were used to navigate into the correct working directory.

e 1s listed multiple subdirectories named maybehere00 through maybehere19.

e Instead of manually checking each folder, the find . -type f -size 1033c command
was used to search recursively for files (-type f) that are exactly 1033 bytes in size (-
size 1033c), which returned the match . /maybehere07/.file2.

e The file type and permissions were correct for the challenge (human-readable and not
executable), so cat ./maybehere07/.file2 was used to display its contents.

e The output of the cat command revealed the password for the next level.

Password for Level 6:

HWasnPhtg9AVKeO0dmk45kng0vcUahz0E6G
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find:
find:
find:
find:
find:
find:
find:
find:
find:
find:
find:
find:
find:
find:
find:
find:
find:
find:
find:
find:
find:
find:
find:
find:
find:
find:
find:
find:
find:
find:
find:
find:
find:
find:
find:
find:
find:
find:
find:
find:

Level 6 = Level 7

‘/run/user/11006/systemd/inaccessible/dir’': Permission denied
‘/run/user/11000': Permission denied

*/run/user/11002': Permission denied

‘*/run/user/11024': Permission denied

*/run/user/11013': Permission denied

*/run/user/11012': Permission denied

*/run/sudo’: Permission denied

‘/run/screen/S-banditl’: Permission denied
‘*/run/screen/S-bandit12': Permission denied
‘*/run/screen/S-banditl1l’': Permission denied
*/run/screen/S-bandit1@’': Permission denied
*/run/screen/S-bandit9’: Permission denied
‘*/run/screen/S-bandit8’': Permission denied
‘/run/screen/S-bandit2@': Permission denied

*/Trun/multipath’: Permission denied

*/run/cryptsetup’: Permission denied

‘/run/lvm': Permission denied
‘/run/systemd/propagate/fwupd.service’: Permission denied
*/run/systemd/propagate/ModemManager.service’: Permission denied
*/run/systemd/propagate/polkit.service’: Permission denied
*/run/systemd/propagate/chrony.service': Permission denied
*/run/systemd/propagate/systemd-logind.service’: Permission denied
‘/run/systemd/propagate/irgbalance.service’: Permission denied
‘/run/systemd/propagate/systemd-networkd.service’: Permission denied
‘/runﬂsystemd/propagateﬁsystemd-resolved.service':Iﬁermission denied
*/run/systemd/propagate/systemd-udevd.service’: Pedmission denied
‘/run/systemd/inaccessible/dir’: Permission denied
*/run/lock/lvm’: Permission denied

‘/etc/multipath’: Permission denied

‘/etc/stunnel’: Permission denied

‘/etc/credstore.encrypted’: Permission denied

‘*/etc/sudoers.d’': Permission denied

‘/etc/xinetd.d"': Permission denied

‘/etc/polkit-1/rules.d’: Permission denied

‘/etc/credstore’: Permission denied

*/etc/ssl/private’: Permission denied

‘/root’': Permission denied

‘/manpage/manpage3-pw’: Permission denied

*/dev/mqueue’: Permission denied

‘/dev/shm’: Permission denied

banditégbandit:~$ cat /var/lib/dpkg/info/bandit7.password
morbNTDkSW6 jI1Uc@ymOdMaLnOLlFVAaj

21



Shoug Alomran

Goal:

The objective for this level is to locate the password for the next level on the system. The target

password is stored in a file that meets all of the following criteria:

e Owned by user bandit7
e Owned by group bandité

e Has a size of 33 bytes

Commands Used:

o find — locate files based on filters

e cat — display file contents

Procedure:

Step 1 — Search for Matching File

I used the £ind command with the properties specified in the level description:

find / -type f -user bandit7 -group bandit6 -size 33c

This command searches the entire filesystem (/) for files that are:

o regular files (-type f)

e owned by user bandit7 (-user bandit7)

e owned by group bandité (-group bandit6)

o exactly 33 bytes in size (-size 33c)

During execution, the command produced a large number of Permission denied messages due to

inaccessible system directories. Despite this, the command still output the correct file path.
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Step 2 — Retrieve the File Content

From the search results, the valid file path was:

/var/lib/dpkg/info/bandit7.password

I then printed its contents using:

cat /var/lib/dpkg/info/bandit7.password

This displayed the password for the next level.

Result

The content of /var/lib/dpkg/info/bandit7.password is the password used to log in as

bandit7 for the next level.
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Level 7 = Level 8

checkering VR8wiVyeQXKbn0q8tOuzsP5R155FGE XN
cognomens @HRBbuY3yIOOPoAwgXMjQ9Jv jdVNCSe5
bagpipe's gNcBAvbvAIWUAUNGGS6kwT xubaHTkNyA
Cossack's S8tC1ITOCO98K7GeNPmvZSqdX9m5J31GIN
blacktops PtCq2fIkOrCnB8gzBPvcompzIWU2t411
widest HEAZURIXXVXuhcMxEc3sFel7vaDs3166
baldness's 65590USrKstkETLUfPUXNTy6V729crD]
litterbug bhlUfxLmhsQMyd8aEscpGoZ9PRVWuf7m
rascals 4gDNYncGfDXF4Ba8cz1lmUKSixxItl182X
pithy YRNO23Prxg9A90ZMeQKCATIMIS2HI3GL
partners oTyM8HSiJI2w@zIa4@wT1aVIBIxLxBRm
prairie 3coItFP6aquQNFoKvh5sy@vsfY4B3roM
bankbooks ZKv9alU13H3ofNPpWXpexe jFgav@6Fot
snorkeler ODkHNRfzBQey4ssTKPKNGTffzL1ITEaL
previews wHwOBksSKXALYO5wXxPoBOPx1RgLF2xV
urology 1N5ra7A6iWknR8Q@jf9HIxuojVekhdyV
Lyndon px90s596gSBzTj40UtkzYfKpxYaN1COWI
timbers M8gEPbCTfyCDFmbmQDywGXysrde5odbG
prepare lgYYrxavnHCK4DiEjtK9BE4aK9GpI5j6
Md dS5xXfHVJAC99ErhT jKdaAlnYLn4rNNn
camouflaging 7hOTPtLnoimIIrVFgAuDcs341ijGd5GhB
triples B10ck9HOwWMcKtzmVKxtQhbANi4DRK7gr
fireball's Cscpbc@4@eiT2vCzKnjVoHJNCOardgkKj
laburnum CGvvbnYnarabiT4aV51Ac6812CL2rlgc
ulna UvMXwIOWbeHfvW5EaIc jDPHSHPIEpPOLY
emancipation Bk2SpsdqfLNxkhuypEl5uFja2zTCw5dV
insurgency 0156ZWD45JovbyMcpJFLshm7 JbCviWtBw
crotchety F4R8D5aSh4oTP8I0wQ684eY7eg28]031
sheaf WclLQeee7VrkVe7MxXmIQ@HprbfMsyvSA
launderer 1zSJIPIc68DpHercovMDXEK9@ERLQeQxC
coexisting qCby8sY813x79YpgtuQQN7Vo34EgX91I
birdwatcher uFtg jfITxP2K55a2XBB4geVBT2RyTurM
researches nUimD2f1363QJI0UWLCxk7kvXuVOue8y
doses QybVtIif3EUV6ZfgyTpM3wSEP4HLEUIE
newed XMNECCqkCBQjhLpKYdiRj jw460e4cEXL
nautically upBptAfkRhavEZc86qgfSnZtucTckORNS
Timothy pl82QgeojwWt1lc@QMZKWEWKXCOQRoa4 ]
abating 8RsdOGN25MgFiD6gq30aZbbIJR2gVUfrn
Jolene rqCiQZPFvALmSlpepjgLFhNgg6t4GSre
bandit7gbandit:~$ grep "millionth” data.txt
dfwvzFQismUBwfNbFOe9RoWskMLg7eEC
bandit7gbandit:~$ |
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Goal:

The password for the next level is stored in the file data.txt, next to the word mi11ionth.
Commands Used:

e cd—navigate between directories
e 1s— list file contents
e cat — display file contents

e grep — search for patterns inside files
Steps and Explanation:
Step 1 — Navigate to Bandit7’s Home Directory

After logging in as bandit7, check for available files:

Ls

Output:

data.txt

This confirms the relevant file exists.
Step 2 — Search for the Keyword “millionth”

The objective states that the password is next to the word mi11ionth. Instead of scrolling through

thousands of lines, use grep to filter:

grep “millionth” data.txt

Explanation:

e grep searches for matching patterns inside a file

e “millionth” is the search term
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e data.txt is the file being searched

Result:

The command produces a line similar to:

millionth dfwvzFQi4mUOwEFnNbFOe 9ROwskMLg7eEc

The password for the next level is the value next to the word mi11ionth:

dfwvzFQi4mUOwFnNbFOe9ROwskMLg7eEc

Conclusion:

By using the grep command to locate the word mi1lionth inside data. txt, we quickly extracted

the required password without manually searching through the file.

Password for level 8:

dfwvzFQi4mUOwFnNbFOe9ROwskMLg7eEc
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Level 8 2 Level 9

UihXKNyBT1s51tALCDIiEofJa6A3hwWa0
nRIQv9gBOXZdinF9yRErAr FOYEGhmOSY
mQipvrwZlexWul9FzOWwS54Z00twNS8siH
nAB jnsAmjDh4HDRPLTOuYYQD4TLS7ATp
mkg2f jgnDwCt fpNX3INwNycH3bgW7pwaB
UriFPhfo5J)2F05BLuAS4zvE7wrcd jBPG
kN1j@IK3Tjwg6v22TPYmtzIPutybgrmc
CP19maTRaiwuatGwE &EMUmMZ j3unfc
BETrUQVXDbVREULKNouQCs iy InyX
YUvDYOGnctEEDWIkG6Td54 XLDFroE
lkopVbuefPoy]5GDXHBg465XQVOQ0Zmge
BGAXZtABU3ubAXFpTGGSNDFmMS Ty
d2eVnHgImYkzKbGhUUWUG21FPqZVgd2Z
sTPNUHR7X81JZ6YbhxyAzs3ulUx
TVMZtRIbKpAERTTtOSZD1gWMXgfS3
KJcL5ir4i@SSuFooIF1go3RTRBIuQLWP
YUvDYOGnctSEDWIk6TAdS4BASQXLDFr9E
nRIQv9gBOXZdinF9yREBrArFOYEGhmOSY
mQipvrwZlexWul9FzOWw54Z0@0twN8siH
1S7Lmj¥YTS5ALAVRmzKE8ksutVRWLMe192r
QdfzFOBEDd j EwyeBNP2acPresdRSWMcw
gSUBLLtZ jkLHyPQucL1DI0a837Dvnasm
6gkgrxIAscbi9wvRZuBb3ZKuaBKcyBh2
¥xI0ODx71BspHuiDnI1lzPiubROjcnNBdA
CkPCxsHa9CVcFUBPFEDhQviFp20QAiTy
Jchs6fFFTYVTdPhSrImQgruGSISHtIOw3
vgc2ybnColgiFsM2oAaApDwwsM6ILLS?
ded9rh1b076UA7 jolGxszz3
KofGme6ZijinwWKXHuusIRBIKz1tEdWD
9ABSTyS1RMk7os61lcgrhPv@sR3qQfgovn
‘esy4nrIbQILFOWBpQOHvzZYK7
BFv4fN 2]1d3789kWRB@alOLxXTBlol

XfhjePg@Hlg
hdTr7tD1. 1XVshVAkUBGruUnB
Yz7arS84Uyy(

aTRaiwuatGwBVXzJ6MUMZ j3unQc
UihXKNyBT1s51tALCDIiEofJa6A3hWED
bandit8gbandit:~$ sort da

bandit8gbandit:~% |

unig -u
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Goal:

The password for the next level is stored in the file data. txt and is the only line of text that occurs

exactly once in the file.

Commands Used:

e 1s — list directory contents
e sort — sort text lines alphabetically

e unig -u— show only unique lines (lines that appear once)

| (pipe) — pass output of one command into another

Procedure and Explanation:

1. Locate the File

I listed the contents of the current directory to confirm the presence of the target file:

1s

Output:

data.txt

This confirms that data.txt exists in the current directory.

2. Process the File to Find the Unique Line

Since the level states that the correct line occurs only once, I used a combination of sort and

uniqg:

sort data.txt | unig -u
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Explanation:

e sort data.txt rearranges all lines so duplicates appear next to each other.

e unig -u filters and shows only lines that occur exactly once.

Result:

The above command returned the following line:

4CKMh1J19IbUIZZPXDQGamal4xvAgOJIM

This is the only unique line in the file, and therefore it is the password for Level 9.

Conclusion:

By sorting the file and filtering unique entries, I successfully identified the password required to

advance. The unique line in data.txt serves as the password for the next level.
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Level 9 = Level 10

FGUWS1ilLVIrxX9kMYMmLN4MgbpfMigey

L1yR;
zaV]
F3637k
W>D|
FYl<y
d4dBSmU-R
jHna
Lh
rDA] |
xi7{C
gr[*
C?0K+7
:*AY
5% p@
et+]t
=L33T
6,7y
+$ r
#P[y"

s dp
wplg

30



Shoug Alomran

Goal:

The objective of this level is to locate the password for bandit10 inside a file named data. txt.
The correct password is hidden within the file and appears as part of a human-readable string,

preceded by a sequence of = characters.
Commands Used

e 1s— List directory contents
e cat — Display file content (not useful here due to binary data)
e strings — Extract human-readable text from a binary file

e grep — Search for patterns in text

Process & Explanation

1. Identify the data file

Upon logging in as bandit9, the home directory contains a single file:

1s

Output:

data.txt

2. Attempting to read the file

Using cat produces unreadable/binary content:

cat data.txt

This confirms the file contains mixed binary data.
3. Extract human-readable strings

To isolate readable content from the binary file:
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strings data.txt

4. Filter relevant strings

Based on the level description, the correct password appears after several = characters, so we use

grep to filter:

\

strings data.txt | grep ‘=

5. Result

The output contained a readable string preceded by multiple = characters. The extracted password

line appeared as:

========== FGUVW51i1LVJrxX9kMYMMn1lN4MgbpfMigey

6. Extracting the password

The actual password is the readable portion after the equals signs:

FGUVW511LVJrxX9kMYMMn1N4MgbpfMigey

Conclusion:

The password for bandit10 is:

FGUVW511LVJrxX9kMYMMn1N4MgbpfMigey

This password was then used to log in to the next level:

ssh banditlO@bandit.labs.overthewire.org -p 2220
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Level 10 > Level 11

banditiogbandit:~% cd ..
banditl@gbandit: $ cd banditle
banditiogbandit:~$ 1s

data.txt

banditlogbandit:~% cat data.txt
VGh1IHBhc3N3b3JkIGLzIGROUJE3M2ZaS2IwU1IzREZTR3NNMLIXbnBOVmozcVIyCg—=
banditiogbandit:~$ cat data.txt | base6f4 -d

The password is dtR173fZKbORRsDFSGsg2RWnpNVji3gRr

banditiegbandit:~$ [

Goal:

Extract the password from a file named data.txt which contains Base64 encoded data.

Commands Used:

cat data.txt

cat data.txt | base64 -d

Explanation:

The data.txt file contains Base64-encoded text. Viewing it with cat shows unreadable Base64

output. The base64 -d command decodes the encoded data into human-readable text.

Decoded output:

The password is dtR173fZKbORRsDFSGsg2RWnpNV]3gRr

Common Mistakes & Fixes:

Mistake:

After viewing the file using:

cat data.txt
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I assumed I already obtained the password because Base64 output looks like random readable

characters.

Why it was wrong:

The content was still encoded, not the actual password.

Fix:

Piped the file into the Base64 decoder using:

cat data.txt | base6cd -d

This successfully revealed the actual password.

Password Obtained

dtR173fZKb0ORRsDFSGsSg2RWnpNVj3gRr

Next Login Command

To move to the next level:

ssh banditll@bandit.labs.overthewire.org -p 2220

Notes

o Useful new command: base64 -d

o Base64 always ends in = or == padding in many cases, helpful hint for spotting it
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Level 11> Level 12

iditllgbandit:~$ cd
iditligbandit:
iditligbandit:~% 1s

$ cd bandit11

ta.txt

iditllgbandit:~$ cat data.txt tr "A-Za-z" 'N-ZA-Mn-za-m’
e password is 7x16WNeHIi5YkIhWsfFIqoognUTyjoQ4
iditiigbandit:~%$ []

Goal:

Decode the text stored in data. txt, which is encoded using ROT13, to obtain the password.

Commands Used:

cd banditll
cat data.txt | tr ‘A-Za-z’ ‘N-ZA-Mn-za-m’

Explanation:

The file contained text where alphabetical characters were shifted by 13. The tr command was
used to rotate uppercase and lowercase letters by 13 positions, revealing the readable string that

contains the password.

Mistake and Fix:

Originally attempted to use sort, which does not decode ROT13 and produced no useful output.

Replaced it with the tr command to correctly perform the character rotation.

Password Obtained

Tx16WNeHII5YkIhWsfFIgoognUTyj9o04
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Level 12> Level 13
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Goals:

Extract the password stored in a repeatedly compressed hex-dumped file.

Process Summary

Data was provided as a hex dump of a binary file that had undergone multiple layers of
compression using different formats. The hex was first reversed back into binary, and then the
resulting file was repeatedly identified, renamed to the proper extension, and decompressed. Each
decompression revealed a new file format until finally reaching ASCII text containing the

password.
My Mistakes and Fixes:

e At first, attempted decompression without identifying the file type, which failed.

e Also renamed to incorrect extensions, causing decompressor errors.

o The fix was to always run file data first to detect the correct format, then apply the
matching rename and decompression sequence.

e This cycle repeated several times until the final ASCII result was obtained.

Tools/Concepts Involved

Hex — binary conversion, gzip, bzip2, tar, repeated decompression, temporary workspace usage,

file format identification.

Command Mapping Table
ASCII text Display using cat
gzip compressed data Rename to data.gz and decompress with gzip
bzip2 compressed data Rename to data.bz2 and decompress with bzip2
POSIX tar archive (GNU) Rename to data.tar and extract with tar
XZ compressed data Rename to data.xz and decompress with unxz
Hex dump (initial state) Reverse hex using xxd -r to produce binary
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Password Obtained

The final ASCII output contained the password for the next level:

The password is: FOSdwdFscOcbailh0h8J2eUKs2vdTDwAn
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Level 13> Level 14

Goal:

Use the provided private SSH key to log in as bandit14. No password is revealed in this level.

Access to bandit14 itself is the “password.”
Steps Performed:

1. Connected to Banditl3 normally:

ssh banditl3@bandit.labs.overthewire.org -p 2220

2. Listed files in the home directory and found sshkey.private:

1ls -1

3. Confirmed the SSH key file:

—rW-—r-————-— 1 banditl4 banditl3 1679 Oct 14 09:26 sshkey.private

4. Attempted SSH login with the private key:

ssh —-i sshkey.private banditl4@localhost -p 2220

5. Noted that connecting to 1ocalhost is blocked, so instead used the remote hostname on

the Kali machine:

ssh -1 banditl4.key banditl4@bandit.labs.overthewire.org -p 2220

6. Adjusted file permissions for the private key (required by SSH):

chmod 600 banditléd.key

7. Successtully authenticated as bandit14.
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Command Summary:

Action Command

Connect to | ssh banditl3@bandit.labs.overthewire.org -p 2220
bandit13
List home files ls -1
Set key chmod 600 banditl4.key
permissions
Login using key ssh -i banditl4.key banditl4@bandit.labs.overthewire.org -
p 2220
Result

Access to the bandit14 user account is granted without needing a password. This access is what

allows continuation to the next level.

There is no password to extract in this level.
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Level 14 > Level 15

s/banditl4

MU4VWeTyJk8R0oT1ggmcBPaLh7 LDCPvS
banditl4gbandit:~% nc localhost

MULVWeTyIk&8R0Oof1gagmcBPaLh71DCPVS
Correct!
8xCinmgoKbGLhHFAZ LGESTmu4M2tKIQo

Goal:

Retrieve the password for banditl5 by sending the current level’s password to port 30000 on

localhost.

Steps

1. Read the password for the current level from /etc/bandit pass/bandit14
2. Connect to port 30000 on localhost using netcat

3. Submit the current password as input
4

. Receive the password for the next level

Commands Used:

cat /etc/bandit pass/banditl4
nc localhost 30000

Command Summary Table:

Tool/Command Purpose

cat Read the stored current password
nc Connect to a TCP port and send input
Passwords:

Current level (bandit14):
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MW4ViWeTyJk8ROoflggmcBPaLh7LDCPvS

Next level (banditl5):

8xCinmgoKbgGLhHFAZ1GESTmu4M2tKJQo
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Level 15> Level 16

ASCD1687EBS

u

P

A.1

e
|
=
[

GES

AZLG

LhHF
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Goal:

The goal is to retrieve the Level 16 password by submitting the current level’s password to port

30001 on localhost using SSL/TLS encryption.

Steps Taken:

1. Logged into banditl5 over SSH using the password from the previous level.

2. Read the current level’s password from /etc/bandit pass/banditl5.

3. Established an SSL/TLS connection to port 30001 on localhost using openssl s client
-connect localhost:30001.

4. Once the TLS connection was established, manually entered the current password into the
SSL session and pressed Enter.

5. Received a response indicating correctness and printed the Level 16 password.

My Mistake:

Initially considered using plain netcat as in the previous level. However, plain TCP connections
are rejected on this port because encryption is required. Switching to openssl s client solved

the issue.

Commands Used:

Purpose Command

Read current password cat /etc/bandlt_pass/bandltl5
Connect using TLS openssl s client -connect localhost:30001
Submit password (paste password and press Enter)

Password for bandit 16:

ksvbufpMQ71BYcyMG4B9PvCVTi1BF8RwyQDx
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Level 16 > Level 17

@0c® - 98 8a 63 c7 c@ Bd 6a 65-4c 56 b® f9 a4 2b 39 7Je
00de - f1 16 48 24 e8 Ob 14 11-f6 00 15 4e 1le e4 1c d1

Start Time: 1768930343

Timeout : 7200 (sec)

Verify return code: 18 (self-signed certificate)

Extended master secret: no

Max Early Data: ©
read R BLOCK
kSkvUpMQ71BYyCM4GBPvCvT1BfWRyBDx
Correct!

BEGIN RSA PRIVATE KEY
MITEog IBAAKCAQEAVMOKkuifmMg6HL2YPIOjon6iWfbp7c3jx34YKYWqUH57SUdyJ
imZzeyGCOgtZPGujUSXx1JSWI/0oTqexh+cAMTSM10Jf7+BrJObArnxd9Y7YT2bRPQ
Ja6Lzb558YW3FZ1870Ri0+rW4LCDCNd21UVLE/GL2GWyuKN@KS51Cd5TbtJzEKQTu
DSt2mcNn4rhAL+JFr5604T6Z8WWAW18BR6YGrMg7Q/kALHYW30ekePQAZLOVUYDW
JGTi65CxbCnzc/wa+mgQyvmzpWtMAZ ITzAZQXNbkR2MBGYSXDLT jgOLWNESK7wWNX
x0YVztz/zbIkPjfkU1ljHS+9EbVNj+D1XFOJuaQIDAQABAoIBABagpxpMlaolWfvD
KHcjl1OnqcoBc4oEllaFYQwik7xfW+24pRNuDEGSFthDare9ijpSRLLwWDINhPXx31iB1
J9n0OMB0JBVToum4&3UDS8Y X F8WwhXriYGnclsskbwpXOUDc9uX4+UESzH22P290vd
d8WETrY0gPxun8pbJLmxkAtWNhpMvfe@050vk9TLSwgbu9AlbssgTcCXkMQnPwInC
YNN6DDP21bcBrvgT9YCNL6C+ZKufD52y0Q9q0kwFTEQpjtF4uNt Jom+asvipmS8A
vLY9r60wYSvmZhNgBUr j71lyCtXMIulkkd4w7F77k+DjHoAXyxcUplDGL51s0Omama
+TOWWgECZYEA8JtPxPOGRI+IQkX262 jM3dETkza8kySmoIwlUgYdsxBNxHEgRRhORT
8c8hAuRBb2G82s08vUHk/fur850Efc9TncnCY2crpogsghifKLxrLgtT+gDpfZnx
SatLdt8GfQ85yA7hnWWI2MxF3NaeSDm75Lsm+tBbAiyc9P2 JGRNtMSkCgYEAypHd
HCctNi/FwjulhttFx/rHYKhLidZDFYeiE/v45bN4yFmE8x7R/b@iE7KaszX+Exdvt
SghaTdcGOKnywlbpJVyusavPzpaIMjdI6tcFhVAbAjm7enCIvGCSx+X315SiWg0A
R57hJglezIiVjv3aGwHwvlZvtszK6zV60XFAUBECEYADjo46T4hyP51J193V5HD1
Ttiek7xRVxUL+iU7rWkGAXFpMLFteQEsSRr7P]/lemmEY5eTDAFMLY9FL2m90oQWCg
R8VdwSk8r9FGLS+9aKcVSPI/WEKLwgXinB30hYimtiG2Cg5ICqIZFHXD6MIEGOiu
L8k tHMPvodBwNsSBULpGOQKBgBAp1TfC1HONWIMGOU3KPwYWt@06CdTkmIOmMLEN1
blh9elyZ9FsGxsgtRBXRsgXuz7wtsQAgLHxbdLg/ZJQ7YfzOKU4ZxEnabvXnvWkU
YOd jHdSOoKvDQNWubucyL RAWFuISeXw9a/9p7 ftpxm@TSgyvmfLF2MIAEwyzRgaM
77pBAoGAMmMjmIJdjp+Ez8duyn3ieo3byrttF5NSsILAbxFpdlclgvtGCWW+9Cq@b
dxviW8+TFVEBL104f7HVMEGEpTscdDxU+bCXWkfjuRb7Dy9G0tt9IPsX8MBTakzh3
vBgsyi/sN3RqQRBcGU4BfOoZyfAMT8s1m/uYv52061IgeuZ/ujbjyY=

END RSA PRIVATE KEY

closed
banditi6gbandit:~$ |
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Goals:

Retrieve the credentials for banditl7 by submitting the password of bandit16 to a specific port
on localhost  within the  range 31000-32000.

Only one port will provide the correct next-level credentials.

Some ports use plaintext, others use SSL/TLS, and some simply echo back input.
Tools & Commands Used

e nmap — scan ports and detect service types
e openssl s _client — communicate with SSL/TLS-enabled ports

e cat — read current password file

Solution Steps
1. Read the current password

After logging in as bandit16, retrieve the current level password:

cat /etc/bandit pass/banditlé6

Password retrieved:

kSkvUpMQ7LBYyCMA4GBPvCvT1BfWRy0Dx

2. Scan ports 31000-32000

We scanned for open ports and attempted service detection:

nmap -sV -p31000-32000 localhost

Nmap Results:
Port Status Service
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31046 open echo

31518 open ssl/echo
31691 open echo

31790 open ssl/unknown
31960 open echo

Observations:

e Ports 31046, 31691, 31960 were plaintext echo
e Port 31518 was SSL echo (returned input + KEYUPDATE)
e Port 31790 behaved differently and required SSL, indicating it may be the correct

service

3. Test SSL-enabled ports

We tested port 31790 with openss1:

openssl s _client -connect localhost:31790 -ign eof

After TLS handshake, we sent the level 16 password:

kSkvUpMQ7LBYyCM4A4GBPvCvT1BfWRy0Dx

4. Retrieve the next credentials

The server responded with:

Correct!

closed

This was the RSA private key for banditl7, which replaces a password for SSH login.
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Result

We successfully identified the correct port and retrieved the authentication material for the next

level.

Final Output (Credential for Level 17)

MITEogIBAAKCAQEA. ..
. <truncated for documentation>

..Ub

This key will be saved locally (inside the VM), given 600 permissions, and used to SSH into

banditl7.
Next Steps (Entering Level 17)

1. Save the RSA key into a file:

nano banditl7.key

Paste the entire key, then save & exit.

2. Set secure file permissions:

chmod 600 banditl7.key

3. SSH into bandit17:

ssh -i banditl7.key banditl7@bandit.labs.overthewire.org -p 2220
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Conclusion

Bandit Level 16 focuses on:

e Port scanning

e Service identification

e SSL/TLS communication

o Interacting securely with encrypted services

o Handling private key authentication
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Level 17> Level 18

banditlégbandit:~% nmap -sV -p31000-32000 localhost

Starting Nmap 7.94SVN ( https://nmap.org ) at 2026-01-20 17:06 UTC
Nmap scan report for localhost (127.0.0.1)

Host is up (©.00011s latency).

Not shown: 996 closed tcp ports (conn-refused)

PORT STATE SERVICE VERSION
31046/tcp open echo

31518/tcp open ssl/echo

31691/tcp open echo

31790/tcp open ssl/unknown
31960/tcp open echo
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Goal:

Retrieve the password for banditl7 by submitting the password of bandit16 to one port between
31000-32000 on 1ocalhost.
Among these ports, only one returns the correct next credential; the others either echo input or

reject it, with or without SSL.
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Step-by-Step Solution

1. Log in as bandit16

ssh banditlé6@bandit.labs.overthewire.org -p 2220

Enter the previously obtained bandit16 password.
2. Scan ports 31000-32000 to discover active services

We need to determine:

e Which ports are open
e Whether SSL is required

Used:

nmap -sV -p31000-32000 localhost

Result:

31046/tcp open echo
31518/tcp open ssl/echo
31691/tcp open echo
31790/tcp open ssl/unknown
31960/tcp open echo

From this:

e 31790 and 31518 speak SSL

e Others are plain TCP echo services

Only one SSL service returns the correct password.

3. Retrieve the bandit16 password

cat /etc/bandit pass/banditlé6
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Example output:

kS...WRy0Dx

4. Test SSL pOI'tS using openssl s _client

Test port 31518:

openssl s client -connect localhost:31518

Sending the password returns only KEYUPDATE, meaning wrong service.

Test port 31790:

openssl s _client -connect localhost:31790

Then paste the bandit16 password and press Enter.

Correct Output:

After the TLS session details, the server responded:

Correct!

closed

This private SSH key is the credential for bandit17.
5. Save the Private Key Locally

On your local machine:

nano banditl7.key

Paste the full private key and save.

Set correct permissions:
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chmod 600 banditl7.key

6. Log into bandit17 using the key

ssh -1 banditl7.key banditl7@bandit.labs.overthewire.org -p 2220

This successfully opens a shell as banditl7, confirming the level is completed.

Final Result

By identifying the SSL-enabled ports, testing them, and authenticating with the correct password,
we obtained an SSH private key allowing login as bandit17.
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Level 18 » Level 19

For more information regarding individual wargames, visit
http://www.overthewire.org/wargames/

For support, questions or comments, contact us on discord or IRC.
Enjoy your stay!

banditi7gbandit:~$% pwd

/home/bandit17

banditi7gbandit:~$%$ Connection to bandit.labs.overthewire.org closed by remote host
Connection to bandit.labs.overthewire.org closed.

~

bandit18@bandit.labs.overthewire.org 2220 cat readme

)
| |
!
!

?

A

I
I _I |
N

N

O

This is an OverTheWire game server.
More information on http://ww.overthewire.org/wargames

backend: gibson-©
bandit18abandit.labs.overthewire.org's password:
cGWpMaKXVwDUNgPAVIbWYuGHVN9z13j8

Goal:

The password for the next level is stored in a file named readme located in the home directory of
bandit18. However, logging in normally via SSH triggers a modified .bashrc that immediately

terminates the session. The objective is to retrieve the password without triggering .bashrc.

Constraints & Observations

1. Normal SSH login is not possible

o Logging in interactively runs .bashrc

o .bashrc has been altered to automatically execute exit
2. Non-interactive SSH commands do not execute .bashrc

o Ifacommand is provided at login, it bypasses the interactive shell
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o This allows reading files without being kicked out

Method Used

We avoided an interactive session by executing cat readme directly over SSH.

Command Executed

ssh banditl8@bandit.labs.overthewire.org -p 2220 cat readme

Credentials Used

e Username: bandit18

o Password: (obtained from Level 17 completion)

e x2gLTTjFwMOhQ80oWNbMN362Q0KxfRgG1O

Result

The file readme was successfully displayed, revealing the password for bandit19:

cGWpMaKXVwDUNgPAVJIbWYuGHVN 9213758

You may now proceed to connect as bandit19 using:

ssh banditl9@bandit.labs.overthewire.org -p 2220
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Level 19 - Level 20

banditi19gbandit:~% 1s -1

total 16

-rwsr-x—— 1 bandit2@ banditl9 Oct 14 ©9:26 bandit2@-do
bandit19gbandit:~% ./bandit2@e-do

Run a command as another user.

Example: ./bandit2@-do whoami
bandit19gbandit:~% ./bandit2@-do cat /etc/bandit_pass/bandit2@
@gXahG8Z JOVMNOGhs 7i0WsCTZyX0UbYD

Goal:

To access the next level, we must utilize a setuid binary located in the home directory. This binary
allows execution of commands as the level owner (bandit20). The password for bandit20 is stored

in standard location /etc/bandit pass/bandit20, but can only be accessed through the setuid

binary.
Key Concepts:
Concept Explanation
setuid binary A program that runs with the privileges of its owner instead of the calling
user
Privilege Using controlled mechanisms to run commands as another user
escalation

Password location = /etc/bandit pass/bandit20 contains the next level password

Files in Home Directory:

Running:

1s -1
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Produces:
-rwsr-x—-—-- 1 bandit20 banditl9 14884 Oct 14 09:26 bandit20-do
Interpretation:

e rws at the start indicates setuid.
e Owned by bandit20.
o Executable by bandit19 (current user).

Usage Discovery:

Executing the binary without arguments:

./bandit20-do

Output:

Run a command as another user.

Example: ./bandit20-do whoami

This confirms the binary executes commands as user bandit20.
Privilege Escalation Execution:

We can read the bandit20 password file using:

./bandit20-do cat /etc/bandit pass/bandit20

Command Output (Password for Level 20):

0gXahG8ZjOVMNSOGhs71i0WsCE£ZyX0OUbYO

Summary:

To solve this level, we:
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1. Identified setuid binary bandit20-do
Confirmed its functionality

Leveraged it to read the next level password file

S

Extracted bandit20 password

Next Login Command:

ssh bandit20@bandit.labs.overthewire.org -p 2220

Using the extracted password.
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Level 20 > Level 21

:~$ nc -1 —-p 40000 b :~$ ./suconnect 40000

OarhGBZJOVMN9Ghs710WsCnyXOUbY0 Read 9gXahG8ZjOVMN9Ghs7i0WsCfZyX0UbYO
EeoULMCra2q@dSkY]j561DX7s1CpBulBt Password matches, sending next password

GOAL:

Retrieve the password for bandit21 by using the suconnect binary, which connects to a local
TCP port, receives a password, validates it against the current level password, and returns the next

level password through the same connection.

COMMANDS USED:

ssh
1ls
nc
ncat

suconnect

EXPLANATION:

This level provides a setuid binary named suconnect. When executed with a TCP port number, it
attempts to connect (as a client) to localhost:<port>. If a listener is running on that port, the
binary waits to receive one line of text, compares it to the password for bandit20, and if correct,

sends back the  password for bandit21.

Because both a listener and a client are needed, two terminals are used: one terminal runs
a listener using nc or ncat, and another terminal runs . /suconnect <port>. After the connection
is established, the listener receives the prompt, the current password is sent, and bandit21’s

password is returned.

61




Shoug Alomran

COMMON MISTAKES & FIXES:

Mistake:

Running . /suconnect <port> before starting a listener.

Why it was — wrong:
suconnect immediately attempts to connect to the provided port on localhost. If nothing is

listening, the binary fails with cCould not connect.

Fix:

Start nc or ncat in listen mode first, then run suconnect from a second terminal, then send the

password through the listener to receive the next password.

PASSWORD OBTAINED:

Password for bandit21 is printed in the listener terminal after sending the correct password.

EeoULMCra29g0dSkYj561DX7s1CpBuOBt

NEXT LOGIN COMMAND:

ssh bandit2l@bandit.labs.overthewire.org -p 2220

NOTES:

e Two terminals are required because one acts as a server (listener) and the other as a client.
e The listener receives the output from suconnect, including the next password.
e Both nc and ncat may behave slightly differently depending on installed versions, but

either works as long as a proper listener is started.
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Level 21 > Level 22

:~$ cd /etc/cron.d

‘ 1 2101 5 $ 1s

behemoth4_cleanup cronjob_bandit22 cronjob_bandit24 1leviathan5_cleanup

clean tmp cronjob_bandit23 e2scrub_all manpage3_resetpw_job sysstat
' $ cat cronjob_bandit22

@reboot band1t22 /usr/bin/cronjob_bandit22.sh &> /dev/null

* ok k ok ok band1t22 /usr/bin/cronjob_bandit22.sh &> /dev/null
: $ cat /usr/bin/cronjob_bandit22.sh

#'/bln/bash

chmod 644 /tmp/t7061ds9S@RqQh9aMcz6ShpAoZKF7fgv

cat /etc/bandlt pass/band1t22 > /tmp/t7061ds9SORqQh9aMcz6ShpAoZKF7fgv
$ cat /tmp/t7061ds9SORqQh9aMcz6ShpAoZKF7fgv

tRaeGUfB?vGUzden9cY09Qnds9GF58Q

GOAL:

A program is being executed automatically at regular intervals by cron. Investigate /etc/cron.d
to identify which script is running, determine its behavior, and retrieve the password it writes for

the next level.

COMMANDS USED:

cd
1s

cat

EXPLANATION:

This level uses cron to run a scheduled task as the user bandit22. The cron configuration file
(cronjob bandit22) is located in /etc/cron.d. Reading the file shows that it executes

/usr/bin/cronjob bandit22.sh every minute as bandit22.

The script sets permissions on a specific file inside /tmp/ and copies the contents of
/etc/bandit pass/bandit22 into that file. Since /tmp/ is world-accessible and the script sets
readable permissions, the password for bandit22 can be obtained by reading the generated file

directly.
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COMMON MISTAKES & FIXES:

Mistake:

Stopping after inspecting the cron file without opening the referenced script.

Why it was wrong:

The cron file alone does not contain the password. It only points to the script that actually handles

password retrieval.

Fix:

After locating the cron file, read the script it executes, identify the target output file in /tmp/, and

read that file to obtain the password.

PASSWORD OBTAINED:

tRae0UfBI9v0UzbCdn9cY0gOnds9GF58Q

NEXT LOGIN COMMAND:

ssh bandit22@bandit.labs.overthewire.org -p 2220

NOTES:

e cron runs jobs under the user defined in the configuration line.

e /tmp/ is commonly used for shared temporary storage and typically allows world-readable
files.

e Inspecting both the cron file and the executed script is necessary to fully understand this

level.
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Level 22 > Level 23

:~$ cd /etc/cron.d

1s
behemoth4_cleanup cronjob_bandit22 cronjob_bandit24 leviathan5_cleanup w—tn
cronjob bandit23 e2scrub_all manpage3_resetpw_job sysstat

k bandit d$ cat cronjob_bandit23

@reboot band1t23 /usr/bln/cron]ob bandit23.sh &> /dev/null

% %k %k % X band1t23 /usr/b1n/cronjob bandit23.sh &> /dev/null
4$ cat /usr/bin/cronjob_bandit23.sh

#'/bln/bash

myname=$ (whoami)
mytarget=$(echo I am user $myname | mdSsum | cut -d ' ' —-f 1)

echo "Copying passwordfile /etc/bandit_pass/$myname to /tmp/$mytarget"

cat /etc/bandit pass/$myname > /tmp/$mytarget

$ echo I am user bandit23 | md5sum | cut -d ' ' -f 1
8ca319486bfbb03663ea0fbe81326349

$ cat /tmp/8ca319486bfbbc3663eadfbe81326349

A program is running automatically at regular intervals from cron. Inspect /etc/cron.d to
determine which script is being executed, understand what it does, and retrieve the password for

bandit23.

COMMANDS USED:
cd

1ls

cat
echo
md5sum

cut
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EXPLANATION:

The cron configuration file cronjob bandit23 is found under /etc/cron.d. Reading it shows
that it executes /usr/bin/cronjob bandit23.sh every minute as user bandit23.
The script retrieves the username using whoami, computes an MD35 hash of the string *T am user
<username>"“, and uses that hash as a filename in /tmp/. It then copies the contents of
/etc/bandit pass/<username> into that file, making the password for bandit23 accessible to

anyone who reproduces the hash.

By manually generating the hash for “I am wuser bandit23” and reading the

corresponding file in /tmp/, the password for bandit23 becomes visible.
COMMON MISTAKES & FIXES:

Mistake:

Looking for a static file in /tmp/ instead of generating the hash name.
Why it was wrong:

The script dynamically computes the destination filename using an MDS5 hash, so the filename is

not guessable without reproducing the logic.
Fix:

Reproduce the MDS5 hash manually using:

echo I am user bandit23 | md5sum | cut -d Y ‘Y -f 1

Then read /tmp/<nhash> to obtain the password.
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PASSWORD OBTAINED

02f1110IjMVN551JX3CmStKLYq]k54Ga

NEXT LOGIN COMMAND

ssh bandit23@bandit.labs.overthewire.org -p 2220

NOTES

e md5sum hashing logic must match the script exactly (spacing matters).
o Executing the script manually prints useful debug output.

e Dynamic filenames in /tmp/ are a common pattern in cron-based challenges.
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Level 23 > Level 24

bandit23®bandit:~$ cat /usr/bin/cronjob_bandit23.sh
#!/bin/bash

myname=$ (whoami)
mytarget=$(echo I am user $myname | md5sum | cut -d ' ' —-f 1)

echo "Copying passwordfile /etc/bandit_pass/$myname to /tmp/$mytarget"

cat /etc/bandit_pass/$myname > /tmp/$mytarget
bandit23@Pbandit:~$ echo -n "I am user bandit23" | md5sum | cut -d ' ' —-f 1
7df05d6348e965fb38b56a6101508c98

andit23@bandit:~$ cat /tmp/7dfc5d@348e965fba8b56a01c1508c98
cat /tmp/7df05d0348e965fba8b56aelc1508098 No such file or directory
bandit23®bandit:~$ cat /etc/cron.d/cronjob_bandit24
@reboot band1t24 /usr/bin/cronjob_bandit24.sh &> /dev/null
% % % % % bandit24 /usr/bin/cronjob_bandit24.sh &> /dev/null
bandit23®bandit:~$ cat /usr/bin/cronjob_bandit24.sh
#!/bin/bash

myname=$ (whoami)

cd /var/spool/$myname/foo
echo "Executing and deleting all scripts in /var/spool/$myname/foo:"
for i in * .x;
do
if [ u$iu = n n _4 u$iu l= 0 0 ];
then
echo "Handling $i"
owner="$(stat ——format "%U" ./$i)"
if [ "${owner}" = "bandit23" 1; then
timeout -s 9 60 ./%i
fi
rm -f ./$1
fi
(o [o] ]

bandit23@bandit:~$ cd /tmp
echo '#!/bin/bash
cat /etc/bandlt pass/band1t24 > /tmp/b24pass' > exploit.sh
: - chmod +x exploit.sh
cp exploit.sh /var/spool/bandit24/foo/
banc 3@ p$ cat /tmp/b24pass
cat /tmp/b24pass No such file or directory
bandit23@bandit:/tmp$ cat /tmp/b24pass
gb8KRRCssthXIOtUuR6ypOF]1be368
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GOAL:

A cron job running as bandit24 executes and deletes any script owned by bandit23 located in
/var/spool/bandit24/foo.
The objective is to place a script into that directory that is owned by bandit23 and will output the

contents of /etc/bandit pass/bandit24 to a readable location.

COMMANDS USED:

cd

1ls

cat
echo
chmod
cp
md5sum

stat

EXPLANATION:

Examining  /etc/cron.d/cronjob bandit24 shows that a script
(/usr/bin/cronjob bandit24.sh) is executed every minute as user bandit24.

This script does the following:

1. cd /var/spool/S$myname/foo — becomes /var/spool/bandit24/foo
2. TIterates over all files in that directory
3. For each file:

o Gets the owner using stat

o Ifthe owner is bandit23, executes the script with a timeout

o Deletes the script afterward

Because the cron job only executes files owned by bandit23, the solution is to:
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1. Create a script as bandit23
Copy it into /var/spool/bandit24/foo/ so ownership stays bandit23

Script prints /etc/bandit pass/bandit24 to alocation we can read (e.g. /tmp/b24pass)

> »n

Wait for cron to run it, then read the written file

Working exploit script:

echo ‘#!/bin/bash
cat /etc/bandit pass/bandit24 > /tmp/b24pass’ > exploit.sh
chmod +x exploit.sh

cp exploit.sh /var/spool/bandit24/foo/

After a minute, reading /tmp/b24pass reveals the password for bandit24.

COMMON MISTAKES & FIXES:

1. Placing scripts in the wrong directory
o Mistake: using /var/spool/bandit24 directly
o Reason: cron script cds into /var/spool/bandit24/foo
o Fix: always copy to /var/spool/bandit24/foo/
2. Expecting cron to run immediately
o Mistake: checking output after 1-5 seconds
o Reason: cron runs on the minute (* * * * *) not continuously
o Fix: wait at least 60 seconds or use sleep 90
3. Not verifying file ownership
o Mistake: assuming cp preserves ownership correctly

o Reason: cron checks:

o 1f [ “${owner}” = “bandit23” ]

o Fix: verify using:

o stat /var/spool/bandit24/foo/myscript.sh
4. Overcomplicating the exploit

o Early attempts involved:

= md5 hashing logic from previous level
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» using nested /tmp directories
* adding debug logs and sleeps
o But once the cron logic was understood, the simplest exploit succeeded
5. Not realizing 1s can fail but writes still succeed
o 1lsinside /var/spool/bandit24/foo canreturn Permission denied
o But file creation via cp or redirection still works

o Lesson: inability to list a directory # inability to write to it

These mistakes are useful for understanding real-world cron privilege escalation, where subtle

permission rules matter.

PASSWORD OBTAINED:

The password for bandit24 was found in:

/tmp/b24pass

Value:

gb8KRRCsshuzXI0tUuR6ypOFjizZbf3G8

NEXT LOGIN COMMAND

ssh bandit24@bandit.labs.overthewire.org -p 2220

NOTES

o This level demonstrates privilege escalation through cron services.
o Key takeaway: exploit the logic the system already has instead of fighting it.

e Cron + file ownership checks are extremely common in real CTF Linux privesc.
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Level 24 > Level 25

an 2 g :~$ nc localhost 30002

am the pincode checker for user bandit25. Please enter the password for user bandit24 and the secret pincode on a single line, separated by a space.

b8KRRCsshuZXI@tUuR6ypOFjiZbf3G68

rong! Please enter the correct current password and pincode. Try again.

W="gb8KRRCsshuZXI@tUuR6ypOFjiZbf368"

rong! Please enter the correct current password and pincode. Try again.

C

3 $ PW="gb8KRRCsshuZXI@tUuR6ypOFjiZbf3G8"

2 $ echo "SPW"

b8KRRCsshuZXI@tUuR6ypOFjiZbf3G8

) $ for i in $(seq -w 0000 9999); do

echo "$PW $i"

one | nc localhost 30002

am the pincode checker for user bandit25. Please enter the password for user bandit24 and the secret pincode on a single line, separated by a space.

rong! Please enter the correct current password and pincode. Try again.

rong! Please enter the correct current password and pincode. Try again.
Please enter the correct current password and pincode. Try again.
Please enter the correct current password and pincode. Try again.
Please enter the correct current password and pincode. Try again
Please enter the correct current password and pincode. Try again.
Please enter the correct current password and pincode. Try again.
Please enter the correct current password and pincode. Try again.
Please enter the correct current password and pincode. Try again.
Please enter the correct current password and pincode. Try again.
Please enter the correct current password and pincode. Try again.
Please enter the correct current password and pincode. Try again.
Please enter the correct current password and pincode. Try again.
Please enter the correct current password and pincode. Try again.
Please enter the correct current password and pincode. Try again.
Please enter the correct current password and pincode. Try again.
Please enter the correct current password and pincode. Try again.
Please enter the correct current password and pincode. Try again.
Please enter the correct current password and pincode. Try again.
Please enter the correct current password and pincode. Try again.
Please enter the correct current password and pincode. Try again.
Please enter the correct current password and pincode. Try again.
Please enter the correct current password and pincode. Try again.
Please enter the correct current password and pincode. Try again.
Please enter the correct current password and pincode. Try again.
Please enter the correct current password and pincode. Try again.
Please enter the correct current password and pincode. Try again.
Please enter the correct current password and pincode. Try again.
Please enter the correct current password and pincode. Try again.
Please enter the correct current password and pincode. Try again.
Please enter the correct current password and pincode. Try again.
Please enter the correct current password and pincode. Try again.
Please enter the correct current password and pincode. Try again.
Please enter the correct current password and pincode. Try again.
Please enter the correct current password and pincode. Try again.
Please enter the correct current password and pincode. Try again.
Please enter the correct current password and pincode. Try again.
Please enter the correct current password and pincode. Try again.
Please enter the correct current password and pincode. Try again.
Please enter the correct current password and pincode. Try again.
Please enter the correct current password and pincode. Try again.
Please enter the correct current password and pincode. Try again.

Wrong! Please enter the correct current password and pincode. Try
Wrong! Please enter the correct current password and pincode. Try
Wrong! Please enter the correct current password and pincode. Try
Wrong! Please enter the correct current password and pincode. Try
Wrong! Please enter the correct current password and pincode. Try
Wrong! Please enter the correct current password and pincode. Try
Wrong! Please enter the correct current password and pincode. Try
Wrong! Please enter the correct current password and pincode. Try
Wrong! Please enter the correct current password and pincode. Try
Wrong! Please enter the correct current password and pincode. Try
Wrong! Please enter the correct current password and pincode. Try
Wrong! Please enter the correct current password and pincode. Try
Wrong! Please enter the correct current password and pincode. Try
Wrong! Please enter the correct current password and pincode. Try
Wrong! Please enter the correct current password and pincode. Try
Correct!

The password of user bandit25 is iCi86ttT4KSNelarmKiwbQNmB3YJP3qg4
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GOAL:

A daemon is listening on port 30002 and will return the password for bandit25 if given:

1. The correct password for bandit24

2. A secret 4-digit PIN (0000—9999)

There is no way to retrieve the PIN except brute-forcing all 10,000 combinations.

The daemon does not require a new connection per attempt — all attempts may be sent over a

single socket connection.

COMMANDS USED:

nc
seq
echo
for
pipe

ssh

EXPLANATION:

After logging in as bandit24, connecting with:

nc localhost 30002

the daemon prints instructions:

I am the pincode checker for user bandit25.
Please enter the password for user bandit24 and the secret pincode on a single

line, separated by a space.

The required format is:

<password for bandit24> <4-digit-pin>
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Since the PIN cannot be derived algorithmically, the solution is brute force.

Instead of opening 10,000 connections, all attempts are piped into one netcat session:

PW="gb8KRRCsshuZXI0tUuR6ypOFjizbf3G8”
for 1 in $(seq -w 0000 9999); do

echo “S$PW $i”
done | nc localhost 30002

Where:

e seq -w 0000 9999 generates zero-padded PIN codes
e echo “$pw $i” sends the correct formatted payload

e | nc streams all attempts through one TCP connection

Eventually, the daemon responds:

Correct!

The password of user bandit25 is iCi86ttT4KSNelarmKiwbQNmB3YJP3g4

COMMON MISTAKES & FIXES:

Mistake: Only sending the password (missing PIN)

Why it was wrong: Input format requires <password> <PIN> on one line

Fix: Append the PIN after the password separated by a space

Mistake: Trying manual trial and error in nc

Why it was wrong: There are 10,000 PINs — manual attempts are infeasible

Fix: Use a for loop and pipe output to nc

Mistake: Starting a new connection for each PIN
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Why it was wrong: Described as unnecessary in level instructions

Fix: Send all attempts over one nc connection using a pipeline

Mistake: Forgetting zero-padding on the PIN (e.g., 1 vs 0001)

Why it was wrong: Daemon expects exactly 4-digit numeric input

Fix: Use seq -w 0000 9999 to enforce width formatting

PASSWORD OBTAINED:

1Ci86ttT4KSNelarmKiwbQNmB3YJP3qg4

NEXT LOGIN COMMAND:

ssh bandit25@bandit.labs.overthewire.org -p 2220

NOTES

e This level introduces practical brute-force automation concepts
o Demonstrates how netcat can be scripted with shell pipelines
o Reinforces the importance of input format requirements

e Zero-padding (-w) is crucial for alignment in brute-force sequences
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Level 25 > Level 26

N N shougalomran — ssh -i bandit26.key bandit26 @bandit.labs.overthewire.org -p 2220 — 99x5

[ ESN [ RRE \ A/ | I RES S | I/ SN
:shell
bandit26@bandit:~$ cat /etc/bandit_pass/bandit26
s0773xxkkoOMXfdqOfPRVr9L33IBUOgCZ
bandit2é@bandit:~$ i

Goal:

Access the bandit26 account and read its password. The difficulty is that bandit26 does not use
a standard interactive shell (like /bin/bash), but instead uses a custom wrapper that prevents

normal interaction and immediately logs the user out.

Context:

When logging in normally via SSH, the following happens:

o Authentication succeeds

e The system launches /usr/bin/showtext instead of /bin/bash
o This script prints a text file using more

e As soon as more finishes, the script exits

e The SSH session closes immediately

This prevents normal command execution and makes it appear as if the login failed, even though

authentication succeeded.

Custom Shell Behavior:

The login shell for bandit26 is:

/usr/bin/showtext

The script contains:

76




Shoug Alomran

#!/bin/sh
export TERM=1linux
exec more ~/text.txt

exit O

Important details:

e exec more ~/text.txt replaces the current process with more
o After more finishes, exit is executed

e No interactive shell is ever provided

This is the intended challenge for the level.

Exploit Strategy:

1. Terminal Size Manipulation

The more command is a pager:

o [t only becomes interactive when content does not fit on the screen.

e When content does fit on the screen, more exits immediately — script exits — SSH closes.

Exploit:
Make the terminal very small (only a few lines tall) so the banner text cannot fit on one screen.

This forces more to display:

--More--

and wait for user input, giving us an interactive foothold.

2. Abuse of more — vim Integration

When more is interactive, pressing:

opens the current file in vi/vim.
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This behavior is a legitimate convenience feature of more, but here it becomes the pivot point to

escape the restricted environment.

3. Shell Escape from vim

Once inside vim, we can escape to a full shell:

:set shell=/bin/bash
:shell

This sequence:

1. Configures bash as the shell for external commands

2. Runs that shell directly

At this point, we gain a real /bin/bash prompt as bandit26.

4. Privilege Escalation Outcome

After escaping to bash, we can verify identity:

id

Expected output:

uid=11026 (bandit26)

Now we can read the password file:

cat /etc/bandit pass/bandit26

Key Concepts Learned:

Restricted Shells

e bandit26 uses a constrained wrapper instead of a traditional shell.

o Restricted environments often still rely on other interactive utilities.
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Pager Behavior

more becomes a pivot point because:

o It behaves differently depending on terminal size

e It provides interactive commands, including opening editors
Editor as Escape Vector
vim is powerful and can:

e Run arbitrary commands
e Spawn shells

e Change its default shell
This makes it a common escape tool in CTFs and real systems.
Privilege Escalation through Feature Abuse
This challenge is a clean example of chaining small features to bypass restrictions:

1. Terminal size — triggers interactive more
more — vim €SCape

vim — bash escape

Sl

bash — password
Common Issues During Attempt

Students frequently encounter:

o Instant disconnection after login — Not a failure; it means more exited immediately
because the terminal was too large.
e Confusion between key auth and password auth — bandit25 uses password, bandit26

uses SSH key.
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e Trying to break out without understanding TTY behavior — This level teaches that

terminal characteristics can affect program behavior.

Final Password:

The password for bandit26 is:

s0773xxkk0OMXfdgqOfPRVr9L3jJBUOgCZ

(This is what is obtained after

/etc/bandit pass/bandit26.)
Next Level Login:

To continue to the next level:

escaping  from

showtext

and

reading

ssh bandit26@bandit.labs.overthewire.org -p 2220

Password:

s0773xxkk0MXfdqOf PRVr9L37JBUOGCZ
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Level 26 > Level 27

bandit26@bandit:~$ 1ls -la
total 44
drwxr—xr—x root root 4096 09:26 .
drwxr—-xr—x root root 4096 09:29 ..
—IWST—X——— bandit27 bandit26 14884 09:26 bandit27-do
-YW—-r——T— root root 220 2024 .bash_logout
—IW-Y——Y— root root 3851 09:19 .bashrc
-TW-r—Tr—— root root 807 2024 .profile
drwxr—xr—x root root 4096 09:26 .ssh
-TW-Y———— bandit26 bandit26 258 09:26 text.txt
bandit26@®bandit:~$ ./bandit27-do
Run a command as another user.

Example: ./bandit27-do id
bandit26@®bandit:~$ ./bandit27-do cat /etc/bandit_pass/bandit27
upsNCc7vzaRDx60ZC6GiR6ERwel1MowGB

Goal:

Having escaped the restricted shell and obtained a normal bash session as bandit26, the

objective for this level is simple: retrieve the password for user bandit27.

Commands Used:

1s
./bandit27-do
cat

id

Explanation:

Once inside the bandit26 account, listing the home directory reveals a notable file:

1ls -la

Notable entry:
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-rwsr-x--- 1 bandit27 bandit26 14884 Oct 14 09:26 bandit27-do

This file has the SUID bit set (rws), meaning;:

¢ When executed, it runs as user bandit27

e Even though it is invoked by bandit26

Running it without arguments displays usage instructions:

./bandit27-do

Output:

Run a command as another user.

Example: ./bandit27-do id

Following the example, run:

./bandit27-do id

This confirms privilege escalation:

uid=11027 (bandit27) gid=11026 (bandit26) groups=11026 (bandit26)

Now that we have verified execution as bandit27, we can read that user’s password file:

./bandit27-do cat /etc/bandit pass/bandit27

Output:

upsNCc7vzaRDx60ZC6GiR6ERwe1MowGB

Common Mistakes & Fixes:

Mistake: Trying to run cat /etc/bandit pass/bandit27 directly

Why it was wrong: bandit26 does not have read permission on that file
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Fix: Use . /bandit27-do to execute the command as bandit27

Password Obtained:

upsNCc7vzaRDx60ZC6GiR6ERwe1MowGB

Next Login Command:

ssh bandit27@bandit.labs.overthewire.org -p 2220

Password:

upsNCc7vzaRDx60ZC6GiR6ERwel1MowGB
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Level 27 - Level 28

shougalomran@Shougs-MacBook—Air ~ % mkdir bandit27 && cd bandit27

shougalomran@Shougs-MacBook-Air bandit27 % upsNCc7vzaRDx60ZC6GiR6ERwelMowGB

zsh: command not found: upsNCc7vzaRDx60ZC6GiR6ERwelMowGB

shougalomran@Shougs-MacBook-Air bandit27 % git clone ssh://bandit27-git@®bandit.labs.overthewire.org
:2220/home/bandit27-git/repo

Cloning into 'repo'...

P e
IR\ /|t
1101 ]|
(NN |

S A N

NI/

|1
1SN TSN

This is an OverTheWire game server.
More information on http://www.overthewire.org/wargames

backend: gibson-1

bandit27-git@bandit.labs.overthewire.org's password:

remote: Enumerating objects: 3, done.

remote: Counting objects: 100% (3/3), done.

remote: Compressing objects: 100% (2/2), done.

remote: Total 3 (delta @), reused @ (delta @), pack-reused ©
Receiving objects: 100% (3/3), done.
shougalomran@Shougs-MacBook—Air bandit27 % cd repo

shougalomran@Shougs-MacBook—Air repo % ls -la

total 8

drwxr-xr-x 4 shougalomran staff 128 Jan 23 19:22 .
drwxr-xr-x 3 shougalomran staff 96 Jan 23 19:22 ..
drwxr-xr-x 12 shougalomran staff 384 Jan 23 19:22 .git
-rw-r—r—— 1 shougalomran staff 68 Jan 23 19:22 README
shougalomran@Shougs-MacBook—Air repo % cat README

The password to the next level is: Yz9IpL@sBcCeuG7m9uQFt8ZNpS4HZRcN

GOAL:

Clone a remote Git repository belonging to bandit27-git using the password of bandit27,

inspect its contents locally, and retrieve the password for bandit28.

COMMANDS USED:

git
git clone
cd
1s

cat
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EXPLANATION:

Unlike previous Bandit levels, this challenge must be performed from the local machine, not

from inside the Bandit SSH environment.

A Git repository is available at:

ssh://bandit27-git@bandit.labs.overthewire.org:2220/home/bandit27-git/repo

Authentication requires the same password as the bandit27 user.

After cloning the repository, inspecting the contents reveals a ReEapME file that contains the

password for the next level.

COMMON MISTAKES & FIXES:

Mistake: Trying to run git clone from within SSH to bandit.

Why it was wrong: The instructions clearly require cloning from the local machine, and the

Bandit environment does not allow outbound Git usage.

Fix: Exit the SSH session and run the cloning command locally.

PASSWORD OBTAINED:

From the cloned repo:

cat README

Output:

The password to the next level is: Yz91lpLOsBcCceuG7mOuQFt8ZNpS4HZRcN

So the password for bandit28 is:
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Yz91pL0sBcCceuG7m9uQFt8ZNpS4HZRCN

NEXT LOGIN COMMAND:

ssh bandit28@bandit.labs.overthewire.org -p 2220

Password:

Yz9IpLO0sBcCeuG7mOuQFt8ZNpS4HZRCN

NOTES:

e This level introduces Git as a mechanism for distributing secrets.

o Future levels expand on this concept by requiring inspection of branches, tags, and history.
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Level 28 - Level 29

shougalomran@Shougs-MacBook—-Alir ~ % cd repo

git tag

git show secret

fatal: ambiguous argument 'secret': unknown revision or path not in the working tree.
Use '——' to separate paths from revisions, like this:

'git <command> [<revision>...] — [<file>...]'

shougalomran@Shougs-MacBook-Air repo % git log —oneline

b5ed4b5 (HEAD —-> master, ) fix info leak
8b7c651 add missing data

6d8e5e6 initial commit of README.md
shougalomran@Shougs—-MacBook-Air repo % git log -p

commit b5ed4b5a3499533c2611217c8780e8ead48609F6 (HEAD —> master
Author: Morla Porla <morla@overthewire.org>
Date: Tue Oct 14 09:26:24 2025 +0000

fix info leak

diff --git a/README.md b/README.md

index d4e3b74..5c6457b 100644

—--— a/README .md

+++ b/README.md

0@ -4,5 +4,5 PR Some notes for level29 of bandit.
## credentials

- username: bandit29

commit 8b7cé51b37ce7a94633b7b7b7c980ded19albéesf
Author: Morla Porla <morla@overthewire.org>
DEY-H Tue Oct 14 09:26:24 2025 +0000

add missing data

diff --git a/README.md b/README.md

index 7ba2d2f..d4e3b74 100644

~=— a/README .md

+++ b/README.md

OR -4,5 +4,5 PR Some notes for level29 of bandit.
## credentials

- username: bandit29

commit 6d8e5e607602b597ade7504a550a29bal®3f2ccald
Author: Ben Dover <nooneQoverthewire.org>
Date: Tue Oct 14 09:26:24 2025 +0000
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GOAL:

Clone a remote Git repository using the password for bandit28, analyze its contents (including

previous commit history), and extract the password for bandit29.

COMMANDS USED:

git

git clone
git log
git log -p
1ls

cd

EXPLANATION:

For this level, the password for the next user is stored inside a Git repository, but it has been
removed in the latest commit. The only way to retrieve it is by reviewing the repository’s

commit history.

The provided repository is located at:

ssh://bandit28-git@bandit.labs.overthewire.org:2220/home/bandit28-git/repo

Authentication requires the password of bandit28.

PROCEDURE:

1. Clone the repository locally:

git clone ssh://bandit28-
git@bandit.labs.overthewire.org:2220/home/bandit28-git/repo

2. Navigate into the repo:

cd repo
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3. Check commit history to view previous states:

git log -p

4. Locate leaked credentials in older commits.

In a previous commit, the following line was present:

- password: 4pTl1t5DENaYugngvad¥sloE4QLCdjmJ7

+ password: XXXXXXXX

This indicates the password was leaked and then removed in a subsequent commit.

COMMON MISTAKES & FIXES:

Mistake: Only checking the current README . md file.
Why it was wrong: The latest version hides the password (xxxxxxxx).

Fix: Use git log -p to inspect historical commit diffs.

PASSWORD OBTAINED:

4pT1t5DENaYugngvadYsloE4QLCdjmJ7

NEXT LOGIN COMMAND:

ssh bandit29@bandit.labs.overthewire.org -p 2220

Password:

4pT1t5DENaYugngvadYsloE4QLCdjmJ7

NOTES:

This level demonstrates:

e Security risks of committing secrets to version control
e How Git history can leak sensitive data even after removal

e Importance of reviewing commit logs (git log -p) for investigative tasks
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Level 29 - Level 30

HEAD ) fix info leak
c651 add missing data
eSe6 initial commit of README.md
shougalomran@Shougs-MacBook-Air repo % rm -rf repo
git clone ssh://bandit29-git@bandit.labs.overthewire.org:2228/home/bandit29-git/repo
cd repo

Cloning into 'repo'...

This is an OverThewire game server.
More information on http://www.overthewire.org/wargames

backend: gibson-1

bandit29-git@bandit.labs.overthewire.org's password:

remote: Enumerating objects: 16, done.

remote: Counting objects: 10@% (16/16), done.

remote: Compressing objects: 10e% (11/11), done.

remote: Total 16 (delta 2), reused @ (delta @), pack-reused @
Receiving objects: 10@% (16/16), 1.44 KiB | 92.00 KiB/s, done
Resolving deltas: 10@% (2/2), done.
shougalomran@Shougs-MacBook-Air repo % 1ls -la

total 8

drwxr-xr-x 4 shougalomran staff 128 Jan 23 19:45

drwxr-xr-x 5 shougalomran staff 160 Jan 23 19:44 .

drwxr-xr-x 12 shougalomran staff 384 Jan 23 19:45 .git
-rw-r—-r— 1 shougalomran staff 131 Jan 23 19:45 README.md
shougalomran@Shougs-MacBook-Air repo % git log —oneline

: (HEAD ) fix username
09300al initial commit of README.md
shougalomran@Shougs-MacBook-Air repo % git show 99380al

omn 09300aleeBada’ 21 7084L 7. 2e0
Author: Ben Dover <noone@overthewire.org>
Date: Tue Oct 14 89:26:26 2025 +0000

initial commit of README.md

diff ——git a/README.md b/README.md
new file mode 100644

index 0000000..2da2f39

== /dev/null

+++ b/README .md

0,0 +1,8 @@

shougalomran@Shougs-MacBook-Air repo % cat README.md
# Bandit Notes

Some notes for bandit3@ of bandit.

## credentials

- username: bandit3e
- password: <no passwords in production!>

shougalomran@Shougs-MacBook-Air repo % git branch -r

-> origin/master

shougalomran@Shougs-MacBook-Air repo % git checkout dev
branch 'dev' set up to track 'origin/dev'.

Switched to a new branch 'dev’
shougalomran@Shougs-MacBook-Air repo % cat README.md

# Bandit Notes
Some notes for bandit3@ of bandit.

## credentials

- username: bandit3e
~ password: gp3@ex3VLz5MDG1N91YowTv4Q817CDZL
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GOAL:

Clone a remote Git repository associated with bandit29-git, analyze the repository structure

(including non-default branches), and extract the password for the bandit30 user.

The repository is located at:

ssh://bandit29-git@bandit.labs.overthewire.org:2220/home/bandit29-git/repo

The password for bandit29-git is the same as for bandit29.

COMMANDS USED:

git

git clone

git branch -r
git checkout

cat

EXPLANATION:

1. Clone the repository from the local machine:

git clone ssh://bandit29-git@bandit.labs.overthewire.org:2220/home/bandit29-
git/repo

cd repo

2. Check repository contents:

1ls -1la
cat README.md

The master branch contains only placeholder credentials:

- username: bandit30

- password: <no passwords in production!>

This indicates the password is not stored in master.
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3. List remote branches:

git branch -r

Output showed additional branches beyond origin/master, for example:

origin/master

origin/dev

The presence of development branches suggests the real credentials are stored elsewhere.

4. Check out the dev branch:

git checkout dev

5. Read the README file on the dev branch:

cat README.md

On the dev branch, the README contained valid credentials for the next level.

COMMON MISTAKES & FIXES:

Mistake Why it’s wrong Fix
Only checking master master contains placeholder data Use git branch -r to
branch inspect other branches
Running git clone in | Outbound git is blocked and Clone from the user’s
the Bandit shell instructions specify local machine workstation
Assuming password Unlike Level 28, the password was not | Check remote branches
was in commit history removed — it was stored in a different | before reviewing history
branch
PASSWORD OBTAINED:

After checking out the correct branch and reading the README file, the password for bandit30

was found to be:
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qp30ex3VLz5MDG1In91YowTv4Q817CDZL

NEXT LOGIN COMMAND:

ssh bandit30@bandit.labs.overthewire.org -p 2220

Password:

qp30ex3VLz5MDG1n91YowTv4Q817CDZL

NOTES:

This level demonstrates:

e The importance of inspecting non-default branches
o Why sensitive credentials should never be stored anywhere in version control

o That Git history is not the only forensic surface — branches and tags also matter
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Level 30 > Level 31

bandit30-git@bandit.labs.overthewire.org's password:

remote: Enumerating objects: 4, done.

remote: Counting objects: 100% (4/4), done.

remote: Total 4 (delta @), reused @ (delta @), pack-reused ©
Receiving objects: 100% (4/4), done.
shougalomran@Shougs-MacBook—-Air bandit3@ % cd repo

1s -la

total 8
drwxr-xr-x 4 shougalomran staff 128 Jan 23 23:21 .

drwxr-xr-x 3 shougalomran staff 96 Jan 23 23:21 ..
drwxr-xr-x 12 shougalomran staff 384 Jan 23 23:21 .git
-rw-r——r—— 1 shougalomran staff 30 Jan 23 23:21 README.md
shougalomran@Shougs—-MacBook—-Air repo % cat README.md

just an epmty file... muahaha

shougalomran@Shougs-MacBook—-Air repo % git tag

secret

shougalomran@Shougs—-MacBook—-Air repo % git show secret
fb5S2xb7bRyFmAVQYQGEqsbhVyJghnDy

Level Summary

This level provided access credentials for a Git repository that contains the password for the next
level, but the password is not visible in the working tree. Instead, it is hidden behind a Git tag that

must be discovered locally.

The repository can only be cloned from our local machine, not from the Bandit server.

Once cloned, we analyze the Git objects to reveal the password for bandit31.
Goal:

Access the Git repository at:

ssh://bandit30-git@bandit.labs.overthewire.org/home/bandit30-git/repo

over port 2220, and retrieve the password for bandit31.
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The password to authenticate as bandit30-git is the same as the SSH password for bandit30.
Environment Requirements:

e Git installed locally (macOS, Linux, or WSL)
e SSH client access from local machine

e Credentials for bandit30

Commands Used:

git

ssh

Procedure & Commands
1. Create a Working Directory

On the local machine:

mkdir bandit30 && cd bandit30

2. Clone the Repository

Use Git over SSH on port 2220:

git clone ssh://bandit30-git@bandit.labs.overthewire.org:2220/home/bandit30-

git/repo

Enter the password for bandit30-git (same as bandit30).

3. Inspect Repository Contents

cd repo

1ls -1la

Output showed only README . md containing:
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just an empty file... muahaha

No password was stored in the working tree.

4. Check for Tags

git tag

This revealed:

secret

5. Display the Tagged Content

git show secret

This command printed the password, for example:

fb5S2xb7bRYFMAVQYQGEgsbhVyJghnDy

This string is the password for bandit31.

Result

Password for bandit31:

fb5352xb7bRYyFMAVQYQGEgsbhVyJghnDy

Key Takeaways

o (@it tags can contain sensitive commit data not visible in the working tree.

o This level reinforces the importance of auditing entire Git history and metadata during
security assessments.

e Credentials hidden via version control metadata are still easily recoverable with basic

tooling.
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Level 31 > Level 32

drwxr-xr-x 12 shougalomran staff 384 Jan 23 23:28 .git
-rw-r——r-— 1 shougalomran staff 6 Jan 23 23:28 .gitignore
—IW=Y=—T—— 1 shougalomran staff 147 Jan 23 23:28 README.md
shougalomran@Shougs-MacBook-Air repo % cat README.md

This time your task is to push a file to the remote repository.

Details:
File name: key.txt
Content: 'May I come in?'
Branch: master

shougalomran@Shougs-MacBook-Air repo % echo "May I come in?" > key.txt
shougalomran@Shougs-MacBook-Air repo % git add key.txt

The following paths are ignored by one of your .gitignore files:

key.txt

hint: U y

hint: D thi with t g t advice.add dFile false
shougalomran@Shougs-MacBook-Air repo % git commit -m "Adding key.txt as requested"
On branch master

Your branch is up to date with 'origin/master’.

nothing to commit, working tree clean
shougalomran@Shougs-MacBook-Air repo % git push origin master

This is an OverTheWire game server.
More information on http://www.overthewire.org/wargames

backend: gibson-1

bandit31-git@bandit.labs.overthewire.org's password:

Everything up-to-date

shougalomran@Shougs-MacBook-Air repo % cat .gitignore

*.txt

shougalomran@Shougs-MacBook-Air repo % git add -f key.txt
shougalomran@PShougs-MacBook-Air repo % git commit -m "Force adding key.txt"

[master 80f1587] Force adding key.txt

1 file changed, 1 insertion(+)

create mode 100644 key.txt

shougalomran@Shougs-MacBook-Air repo % git push origin master

I
|
12
[eZ 0N

This is an OverTheWire game server.
More information on http://www.overthewire.org/wargames

backend: gibson-1

bandit31-git@bandit.labs.overthewire.org's password:

Enumerating objects: 4, done.

Counting objects: 100% (4/4), done.

Delta compression using up to 8 threads

Compressing objects: 108% (2/2), done.

Writing objects: 100% (3/3), 337 bytes | 337.00 KiB/s, done.

Total 3 (delta @), reused @ (delta @), pack-reused @ (from @)

remote: ### Attempting to validate files... ####

remote:

remote: .000.000.000.000.000.000.000.000.000.000.

remote:

remote: Well done! Here is the password for the next level:

remote: 309RfhqyAlVBEZpVb6LYStshZoqoSx5K

remote:

remote: .o 000.000.000.000.000.000.000.000.000.

remote:

To ssh://bandit.labs.overthewire.org:22208/home/bandit31-git/repo
master —> master (pre-receive hook declined)

shougalomran@Shougs-MacBook-Air repo % I
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GOAL:

Use a Git repository associated with bandit31-git to obtain the password for bandit32.

The repository is hosted at:

ssh://bandit31-git@bandit.labs.overthewire.org/home/bandit31-git/repo

The password for bandit31-git is the same as the SSH password for bandit31.

COMMANDS USED:

git

git clone
git add -f
git commit
git push
cat

1s

EXPLANATION:

1. Clone the repository from the local machine
mkdir bandit31 && cd bandit3l

git clone ssh://bandit31-
git@bandit.labs.overthewire.org:2220/home/bandit31-git/repo

cd repo

2. Read the instructions
cat README.md

The README specified:

This time your task is to push a file to the remote repository.

Details:
File name: key.txt
Content: 'May I come in?’

Branch: master
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So the objective is to create key.txt with exactly that content and push it to the master

branch.

5. Create the required file

echo “May I come in?” > key.txt

6. Attempt to add the file
git add key.txt

Git responded that key.txt was ignored by .gitignore. This means the repository is

configured to skip this file by default.

7. Force-add the ignored file

To override .gitignore, use -f:

git add -f key.txt

8. Commit the change

git commit -m “Force adding key.txt”

9. Push to the remote master branch

git push origin master

After entering the bandit31 password, the remote server ran a validation hook and

returned:

Well done! Here is the password for the next level:

309RfthqgyAlVBEZpVb6LYStshZogoSx5K

Even though the final line reported:

[remote rejected] master -> master (pre-receive hook declined)

this is expected; the push is rejected after validation, but the hook still prints the password.
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COMMON MISTAKES & FIXES:

Mistake:

Trying to git add key.txt normally and stopping when Git reports it is ignored.
Why it was wrong:

The level is designed so that key.txt is excluded via .gitignore. If we do not override that

behavior, the file is never committed or sent to the server, and the validation hook never runs.
Fix:

Use a forced add:

git add -f key.txt
git commit -m “Force adding key.txt”

git push origin master

The -£ flag bypasses .gitignore and allows the file to be tracked and pushed.

PASSWORD OBTAINED:

The remote validation hook printed the password for bandit32:

309RfhqyAlVBEZpVb6LYStshZoqoSx5K

NEXT LOGIN COMMAND

Use this command from your local machine:

ssh bandit32@bandit.labs.overthewire.org -p 2220

Password:

309RfhqgyAlVBEZpVb6LYStshZogoSx5K
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NOTES

e This level demonstrates:
o How .gitignore can prevent files from being committed.
o How to override ignore rules with git add -f.
o That Git server-side hooks can perform arbitrary validation and return data (in this

case, the next level’s password), even if the push itself is rejected.
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Level 32 > Level 33

WELCOME TO THE UPPERCASE SHELL
>> $0

$ whoami

bandit33

$ 1s -1

total 16

—rwsr-Xx—— 1 bandit33 bandit32 15140 Oct 14 09:26 uppershell
$ cat /etc/bandit_pass/bandit33
tQdtbs5D512vIwkO8mEYYEYTL81z0eJO

GOAL:

Escape the restricted “uppercase shell” and retrieve the password for bandit33.

COMMANDS USED:
50

whoami

1ls -1
cat /etc/bandit pass/bandit33

EXPLANATION:

When logging into bandit32, the user is placed into a restricted shell that:

o Forces uppercase conversion on all input
e Breaks normal shell commands (1s, cat, etc.)

e Prevents escaping using lowercase-only commands

Typing lowercase 1s becomes Ls, which does not exist as a command.

The binary uppershell is SUID and owned by bandit33, meaning that commands executed

through it run as bandit33.

To bypass the restriction, a special shell variable was used:
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$0

$0 expands to the running shell’s binary path (here: sh) and is not modified by the uppercase

filter, dropping the user into a normal sh session with elevated privileges.

Once inside a real shell, standard commands worked normally, and the password file became

readable.

COMMON MISTAKES & FIXES:

Mistake: Trying to run commands like 1s, cat, sh, or bash directly

Why it was wrong: The uppercase filter converted them into invalid commands

Fix: Use $0 to spawn a shell without triggering uppercase conversion

PASSWORD OBTAINED:

tQdtbs5D512vIwkO8mEYyYEYTL81izoedJ0

NEXT LOGIN COMMAND:

From your local machine:

ssh bandit33@bandit.labs.overthewire.org -p 2220

Use the password from above when prompted.
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