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» Testing Metrics
* Testing Tools
* Interview Questions




What is a Metric?

* Metrics can be defined as “STANDARDS OF MEASUREMENT”
 Metric is a unit used for describing or measuring an attribute
- Test metrics are the means by which the software quality can be

measured

* Test metrics provides the visibility into the readiness of the product, and
gives clear measurement of the quality and completeness of the

product




Testing Metrics

- "We cannot improve what we cannot measure" and Test Metrics helps
us to do exactly the same.

- Software Testing Metrics are the quantitative measures used to
estimate the progress, quality, productivity and health of the software
testing process.

- The goal of software testing metrics is to improve the efficiency and
effectiveness in the software testing process and to help make better
decisions for further testing process by providing reliable data about
the testing process.




Testing Metrics

 Software testing metrics or software test measurement is the
quantitative indication of extent, capacity, dimension, amount or size of
some attribute of a process or product.

- Example for software test measurement: Total number of defects




Why we need Metrics ?

* You cannot improve what you cannot measure

 You cannot Control what you cannot measure
« Without measurement it is impossible to tell whether the process implemented
IS iImproving or not
 Metrics helps in taking decisions for next phase of activities

« Metrics helps in understanding the type of improvement required and helps in

taking decisions on process or technology change




Why Test Metrics are important

- Take decision for next phase of activities

- Evidence of the claim or prediction

- Understand the type of improvement required

- Take decision or process or technology change




Why Test Metrics

 The aim of collecting test metrics is to use the data for
improving the test process. This includes finding answers to
the questions like:

- How long will it take to test? - Will testing be done on time? Can the
- How much money will it take to test? =~ Software be shipped on time?
- How bad are the bugs? - How good were the tests? Are we

: using low-value test cases?
- How many bugs found were fixed? sIing

reopened? closed? deferred? - What is the cost of testing?
- How many bugs did the test team did ~ Was the test effort adequate? Could
not find? we have fit more testing in this
release?

- How much of the software was
tested?




Types of Test Metrics
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- Process Metrics: used to improve the process efficiency of the SDLC ( Software Development Life
Cycle)

- Product Metrics: deals with the quality of the software product

- Project Metrics: used to measure the efficiency of a project team or any testing tools being used by
the team members




|dentifying Metrics

- Identification of correct testing metrics is very important. Few things
need to be considered before identifying the test metrics
* Fix the target audience for the metric preparation
* Define the goal for metrics
* Introduce all the relevant metrics based on project needs

- Analyze the cost benefits aspect of each metrics and the project lifestyle phase
In which it results in the maximum output
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Manual Test Metrics

 Manual test metrics are classified into two classes

« Base Metrics

« Calculated Metrics 7N
Manual Test

Metrics

o
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Base Metrics Metrics
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Manual Test Metrics

- Base metrics is the raw data collected by Test Analyst during the test

case development and execution (# of test cases executed, # of test

cases).

N

- Calculated metrics are derived from the data collected in base metrics.
Calculated metrics is usually followed by the test manager for test
reporting purpose (% Complete, % Test Coverage).
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Testing Metrics

- Major Base Metrics:

1. Total number of test cases 7. Number of defects rejected
2. Number of test cases passed @ 8. Number of defects deferred
3. Number of test cases failed 9. Number of critical defects

4. Number of test cases blocked | 10. Number of planned test hours
5

6

. Number of defects found 11. Number of actual test hours
. Number of defects accepted | 12. Number of bugs found after shipping

. Ba?e_ Metrics are a great starting point, and can then be used to produce calculated
metrics
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Testing Metrics

- Major Calculated Metrics: Riow whit You've calealating.
1. Test Coverage Metrics:

« Test coverage metrics help answer, “How much of the application was
tested?”.

- Two major coverage metrics:
« Test execution coverage

. Requirementcoverage
/\_/\_/_\//

R




Testing Metrics

- Major Calculated Metrics: How whid £le mumboc Yoo
1. Test Coverage Metrics: Gol Celresents?
1.1 Executed Tests or

Number of tests run
! )x100

TestExecution = (ot mber of tests to be run
Coverage Percentage -

- This metric gives us an idea of the total tests executed compared to the total
number of tests to be run. It is usually presented as a percentage value

ais)




Testing Metrics

- Major Calculated Metrics:
1. Test Coverage Metrics:

1.2  Requirements , Number of requirements covered <100
Coverage = ( Total number of requirements )

- This metric gives us an idea on the percentage of the requirements that have
been covered in our testing compared to the total number of requirements
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Testing Metrics

. . es¥e
- Major Calculated Metrics: ~ hd

2. Test Effectiveness Metrics: Test effectiveness answers, “How good were the
tests?”or “Are we running high value test cases?”1t is a measure of the bug-
finding ability and quality of a test set. It can be calculated as follow:

High  foxcentos = High oty

21 Bugs found in Test
( Total bugs found(bugs found in test + bugs found after shipping )x100 Fass 6 Lolg

- The higher the test effectiveness percentage, the better the test set is and the
lesser the test case maintenance effort will be in the long-term.

- Example: If for a release the test effectiveness is 80%, it means that 20% of the
defects got away from the test team.
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Testing Metrics

- Major Calculated Metrics:
3. Test Effort Metrics:

- Test effort metrics will answer “how long, how many, and how much”
questions about your test effort.

- These metrics are great to establish baselines for future test planning.

« Major Effort Metrics include:

« Number of test runs per time, number of defects per hour, number of bugs per test, and
average time to test a bug fix.
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Testing Metrics

- Major Calculated Metrics:
3. Test Effort Metrics:

3.1  Numberoftests ~ _Number of tests run
run per time period ~ Total time

- This metric gives us an idea on the number of test runs over a certain period of
time. (i.e. 30 tests per one day)
fd/ /{gnl/orr te The pni? Given nd ConVer/.
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Testing Metrics

- Major Calculated Metrics:
3. Test Effort Metrics:

3.2 Bug find rate or
Number of defects _ Total number of defects

per test hour ~ Total number of test hours

- This metric provides information about the rate of finding defects by showing
the number of detected defects per test hour.
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Testing Metrics

- Major Calculated Metrics:
3. Test Effort Metrics:

3.3 Total number of defects

Number of bugs per test =
Total number of tests

- This metric gives an estimation for the number of defects found in one test. This
is calculated by dividing the total number of defects over the total number of
conducted tests.
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Testing Metrics

- Major Calculated Metrics:
3. Test Effort Metrics:

Total time between defect fix

3.4 Averagetimeto _ to retest for all defects
test a bug fix Total number of defects

- This metric presents the average time required to test a bug fix.

- Examp|e: Defect Time between fixing the defect and 4+
: retesting the fix /
Average time to £t
test a defect fix= o 1 e
4/3 = 1.3 defects per day D2 1 day
D3 2 days
Total 4@
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Testing Metrics

- Major Calculated Metrics:
4. Test Tracking and Quality Metrics:

4.1  Passed Test Number of Passed Tests
Cases Percentage = ( Total number of tests executed

1%100

- This metric gives an indication on the quality of the tested application. It shows
the percentage of passed test cases in relation to the total number of executed
tests.
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Testing Metrics

- Major Calculated Metrics:
4. Test Tracking and Quality Metrics:

4.2  Failed Test Number of Failed Tests
Cases Percentage = ( Total number of tests executed

1x100

- This gives an indication on the quality of the tested application. It shows the
percentage of failed test cases in relation to the total number of executed tests.
It also gives an indication on the effectiveness of the conducted tests.
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Testing Metrics

- Major Calculated Metrics:
4. Test Tracking and Quality Metrics:

4.3

Critical Defects Critical Defects
- X
Percentage  ~ ( Total defects reported ) 100

- This metric tracks the percentage of the critical defects in relations to the total
number of reported defects.
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Testing Metrics

- Major Calculated Metrics:
4. Test Tracking and Quality Metrics:

4.4 |
Fixed Defects Defects Fixed

Percentage = ( Defects Reported

1x100

- This metric calculates the percentage of the fixed defects in relations to the
number of the reported defects. This also gives an indication on the efficiency of
testing.
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Testing Metrics

- Major Calculated Metrics:
5. Test Efficiency Metrics:

51 Averagetime  _ (

Total time taken for bug fixes )
to repair defects

Number of bugs

- This metric calculates the average time taken to repair a defect by dividing the
total time taken to fix all bugs over the total number of bugs. This metric gives
an indication on how efficient repairing defects is.
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Testing Metrics

- Major Calculated Metrics:

- More Metrics are used to monitor the testing team productivity, Cost of testing
products, etc.

- You can read more about testing metrics in:
- https://www.qasymphony.com/blog/64-test-metrics/
- https://softcrylic.com/blogs/top-25-metrics-measure-continuous-testing-process/

- https://www.getzephyr.com/resources/whitepapers/qa-metrics-value-testing-metrics-within-
software-development

e



https://www.qasymphony.com/blog/64-test-metrics/
https://softcrylic.com/blogs/top-25-metrics-measure-continuous-testing-process/
https://www.getzephyr.com/resources/whitepapers/qa-metrics-value-testing-metrics-within-software-development
https://www.getzephyr.com/resources/whitepapers/qa-metrics-value-testing-metrics-within-software-development

Cumulative Test Time

* The total amount of time spent actually testing the product measured in
test hours

* Provides an indication of product quality

* Is used in computing software reliability growth (the improvement in/ ¢
software reliability that results from correcting faults in the software)
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Test Coverage Metrics

- Code Coverage (How much of the code is being exercised?)

- Segment coverage (percentage of segments hit)
« Every (executable) statement is in some segment
+ A segment corresponds to an edge in a program’s directed graph
« Segment coverage is especially useful during unit and integration testing
« Segment coverage is cumulative
« A goal of 85% is a practical coverage value
- Call-pair coverage (percentage of call pairs hit)
+ An interface whereby one module invokes another
« A goal of 100% is a practical coverage value

- Requirements coverage (Are all the product’s features being tested?)
« The percentage of requirements covered by at least one test
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Quality Metrics

- Defect removal percentage

« What percentage of known defects is fixed at release?
+ [Number of bugs fixed prior to release/ Number of known bugs prior to release] x 100

* Defects reported in each baseline

- Can be used to help make decisions regarding process improvements,
additional regression testing, and ultimate release of the software

- Defect detection efficiency

* How well are we performing testing?

« [Number of unique defects we find / (Number of unique defects we find + Number of unique
defects reported by customers)] x 100

« Can be used to help make decisions regarding release of the final product and
the degree to which your testing is similar to actual customer use
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Summary

« Fundamental test metrics are a combination of Base Metrics that can
then be used to produce Calculated Metrics.
« Base Metrics — raw collected data
« Calculated Metrics — calculated from the base metrics

a2




Summary

- Major Base Software Test Metrics
« Total number of test cases
« Number of test cases passed
- Number of test cases failed
- Number of test cases blocked
- Number of defects found
- Number of defects accepted
- Number of defects rejected
- Number of defects deferred
« Number of critical defects
* Number of planned test hours
« Number of actual test hours
« Number of bugs found after shipping

. Ma{or Calculated Software Test

Me

rics
Coverage

+ Test Execution Coverage
+ Requirement Coverage

« Effectiveness
« Effort

+ Number of tests run per time
* Number of defects per hour

+ Number of defects per test

+ Average time to test a bug fix

* Quality

+ Passed test cases

+ Failed test cases
 Critical test cases

+ Fixed Defect percentage

- Efficiency
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Testing Tools



Static testing

Review
Static analysis
Modelling
TOOL
SUPPORT

FOR
TESTING



Tool support for testing - types of tools

- Test tools can be used for one or more activities that support testing:
« Used directly in testing (e.g. test execution tools, test data generation tools,
result comparison tools)

* Help in managing the testing process (e.g. test results, requirements, incidents,
defects) and for monitoring and reporting the test execution

« Used in exploration (e.g. tools that monitor the file activity for an application)
+ Any tool that aids in testing
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Tool support for testing - purposes

- Tools can have one or more purposes, depending on the context:
- improve the efficiency of the test activities (e.g. by automating repetitive tasks)

- automate activities that require significant resources when done manually (e.g.
static testing)

« automate activities that cannot be done manually (e.g. large scale performance
testing of client server applications)

* increase reliability of testing (by automating large data comparisons or
simulating complex behavior)
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Test tool classification

- Tools are classified according to the testing activities that they support.
 one activity
« more than one activity, but classification falls under the main activity

- Notes

- Some types of test tool can be intrusive-the tool itself can affect the outcome of
the test. (e.g. timing measurements may be different depending on how you
measure it with different performance tools).

« The consequence of intrusive tools is called the probe effect.

- Some tools offer support more appropriate for developers. Such tools are
marked with “(D)”.
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Management of testing & tests Tools

» Characteristics
- Support for the management of tests and the testing activities

- Support for traceability of tests , test results and incidents to source documents,
such as requirements specifications.

- Generation of progress reports
* Logging test results (Monitoring)
- Offer info on metrics related to the tests.
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Management of testing & tests Tools

- Test management tools and application lifecycle management tool
(ALM)
* Requirements management tools
- Store requirements
» Check for consistency and undefined (missing) requirements

* Allow prioritization
- Enable individual tests to be traceable to requirements

 Defect management tools

- Configuration management tools
* Necessary to keep track of different versions and builds of SW and tests
 Useful when developing on more than one configuration of the HW/SW
environment

- Continuous integrations tool (D)
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Static Testing Tools

» Tools for static testing
+ Aid in improving the code/work product, without executing it

- Categories
- Review tools

« Supports the review process Review .
- Static analysis tools Process Analysis Modelling
« Supports code examination Tools Tools Tools

« Modeling tools

 Validate models of system/software 0009
agae

41




Static Testing Tools

- Review process tools
- Common reference for the review processes conducted
« Keep track of all the information from the review process
- Store and communicate review comments, report on defects and effort
- Monitoring review status --> Passed, passed with corrections, require re-review

* When to use?
- Suitable for more formal review processes
« Geographically dispersed teams
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Static Testing Tools

- Static analysis tools (D)
« Mostly used by developers --> Component (unit) testing

* Tool is executed --> Code is not
+ The source code serves as input data to the tool

- Extension of compiler technology

Static analysis tool

Source Code Transformed Code Results
Code Transition Code Analysis

2




Static Testing Tools

- Static analysis tools (D)
- Supports developers and testers in finding defects before dynamic testing

* Purpose
 To better understand the code, and find ways of improving it

- Common features
« Calculate metrics --> Complexity, nesting levels --> identify areas of risk
- Enforce coding standards
- Analyze code structures and dependencies
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Static analysis tools (D)

« SpotBugs
- look for bugs in Java code

« checks for more than 400
bug patterns

 Messages

TeamCity 4 Exceptionanalyzer

Gt B Temina

§T000

$ Fle Edit View Nevigate Code Analyze Refactor Build Run Iools VCS TeamCity Window Help  spotbugs-idea - FindBugsUitiljava [spotbugs-ideamain] - Intelli) IDEA - o X
spotbugs-idea-jqyp s main ' java  org  jetbrains = plugins = spotbugs = common = util =% FindBugsUtil | M isFindBugsError ~E WGt v 2095 EEBDQ
& © FindBugsUtiljava -
g C SUALLC 100 GELFLIUBUYSFALCILEVELL) { MELUrN VERSIUN_FAILA_LEVEL; J 9
Al 78 LA R
- 7
0 public static String getFindBugsFullVersion() { return Version.VERSION_STRING; } *
HIE -5
g
HED
85 public static boolean isFindBugsError(@NotNull final Throwable error) { E
= 8 /ThrowableResultoftethodCallIgnored/ %
87 ¥ |  final Throwable cause = ErrorUtil.getCause(error);
88 final StackTraceElement[] stack = error.getStackTrace(); =
89 if (stack != null && stack.length > @) { // just in case - think of -XX:-OmitStackTraceInFastThrow
% final String classhame = stack[0].getClassName(); 7§
91 if (className !'= null) { ]
gl 2 return className.startsWith("edu.und.cs.findbugs.") || className.startsith("org.apache.beel.");
L
5 % ¥
| % return false;
96
SpotBugs & —
v & spotbugs-idea (found 30 bug items in 431 classes) more... PreviewFindBugsUtiLjava: . Dead store to cause
12| > [ Bad practice (9 items) o PUBLIC SUaLIL SU 4y YE L ANUDUYSI ULCYET S0 1 TELUIIT Ve it £
W (s items)
w | > [ Comectness (s items) s lass: g
~ [ Dodgy code (11 items) 84 FindBugsUtil (org jetbrains. plugins spofbugs common. i) line 87 4
> I Switch case falls through (1 item) 85 public static boolean isFindBugsError(ENothull final Throwable &
B Dead loal store (1 item) 86 /ThrowableResult0fHethodCallIgnored/
& B Do st o lcal varabie. {ittam) 87 J¥ inal] Throwable cause = ErrorUtil.getCause(error); Mathad
° o8 final ] stack = error ace();
{Dead store to cause in i I (stack 1= nuLL 6§ stack.length » 8) { // just in case - tl (Of@ietorains plugins spotbugs. common,uti FindBugsUhisFindBugs
217 Radiudaht cofipatson i pULFRiRerha) ) final String classhiane = stack[0].getClassNane();
> B Null pointer dereference (6 items) o 1 G —
> Dubious method invocation (1 item) 92 return classhame.startsWith(“edu.und.cs. findbugs.”) || c )
> [ Performance (5 items) 93 ¥ Dead store to local variable
9% 3 This instruction assigns a value to a local variable, but the value is
= 9 return false; not read or used in any subsequent instruction. Often, this
= 9% indicates an error, because the value computed is never used.
]
4 “ Note that Sun's javac compiler often generates dead stores for
b . final local variables. Because SpotBugs is a bytecode-based tool
i, 99 |= | /* File Filter for choosing archives and directories. #/ there is no easy way to eliminate these faise posites .
g 100 private static class ArchiveAndDirectoryFilter implements java
& 101
* 102 1@ public boolean accept(final File file) {

Qverciog

o

Build completed successfully in 7 5 835 ms (2 minutes ago)

CRLF UTF-8 W Tab*® [ master 4+

B 87
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Static analysis tools (D)

- Static analysis tool example: Source Monitor
« Collects metrics from source code files
« Display and prints metrics in tables and charts

SourceMonitor Options X
(11 File Edit View Window Help Vette Labe [ et Porameter [fovat Low [ ottt |
D|o|a|s|E| 8|7 x[o| v 4 o e W R
Class -~ | Method Name | Complexity | Statements | Maximum Depth | Calls | E}E%;/S;ss i%fiﬁ;ggﬁ%?s‘m 2 2
monthTool getMonthNameV1() 14 27 4 0 Vi Compionty i‘;ﬁ"‘a":‘pw 2 3
monthTool getMonthNameV2() 14 26 2 0 Max Dein Waon Hock Deph 3 ¢
monthTool getMonthNameV3() 2 4 3 1 g Complrty Ao Compny 20 40
monthTool main() 1 7 2 7
monthTool monthTool() 1 13 2 13
monthTool printV1() 1 1 2 2 i Exensons oo
monthTool printV2() 4 4 2 3 Edit Item Properties {hwde.l.cs ) pp—
monthTool printV3() 1 1 2 2 = ==
|~ Display Measured Maximum Block Depth (not "9+")
ok | Camcel | epph | Hep |
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Static analysis tools (D)

- Static analysis tool example: Source Monitor

Kiviat Metrics Graph for Checkpoint '‘DatePicker’, in Project "WorldolioPPC.NET".
Metric ‘Maximum Complexity’ [Project Worldolio.NET', Checkpoint ‘Baseline 1.3.0.11
% Comments [5-40]

Avg Depth [1.5-2.0] % Docs [5-20]

Msx Depth [2-6] Methods/Class [2-22]

Max Complexity [2-8]

01 23 45 6.7 89 10-11 12-13 14-15 16-17 18-19
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Static analysis tools (D)

) JDepend Summary
* Generates deSign quality [:summaty’ 1'[ packages 1/ Ticycles Tl explanatioris ]

) J i ; | ce {1 |p v
- com.caplin.datasrc.enums 1 127 050%: 67.0% 33.0% 1
metrICS for eaCh Java com.caplin.datasrc. fields 3 4 2 67.0% 33.0% 0.0% 1
com.caplin.datasrc.interfaces 8 2 3 100.0% 60.000004% 60.000004% 1
paC kage . com.caplin.event 1 1 2 100.0% 67.0% 67.0% 1
com.caplin.net.udp 6 2 4 50.0% 67.0% 17.0% 1
. com.caplin.server.jni 3 1 4 33.0% 80.0% 13.0% 1
b M e aS u re th e q u aI Ity Of a com.caplin.server.logging 4 4 8 25.0% 67.0% 8.0% 1
. . . com.caplin.transfarmer.module 28 6 15 50.0%  71.0% 21.0% 1
d eS | g n | n te rm S Of |tS com.caplin. transformer. module. datasrc 11 7 4 6 7 36.0% 54.000004% 10.0% 1
. A . com.caplin. transformer.module.datasrc. fields S E2 OSSN = FEE I S0 5e 71.0% 29.0% il
eXtenSI bl I Ity reusabl I Ity and com.caplin. transformer.module. exceptions 200 f2o ) 02 P E1 E07096: 50.0% 50.0% 1
) H com.caplin.transfarmer.module.subscriber 128 B2 [0 1 7 0.0% 88.0% 12.0% 1
H t H b H I 't com.caplin. transformer.module.udp T i o | oo 75.0% 25.0% 1
m al n al n a I I y . com.caplin.transformer.module. wrappers 1 I LS SO F2A L0096 100.0% 0.0% 1
com.caplin.transformer.modules.cfm 7o | B DS Eea B ED 096 78.0% 22.0% b
com.caplin.transfarmer.modules.cfm.container 4 3 1 1 6 250% 86.0% 11.0% 1
com.caplin.transformer.modules.cfm. filter 1 E PO 2 4 0.0% 67.0% 33.0% 1
com.caplin.transfarmer.modules.cfm.record 2 E2 LS IR A 005G 80.0% 20.0% 1
com.caplin.util ikl 0 al ) 0.0% 75.0% 25.0% 1
com.caplin.util.base64 200 F2 [ 1 1 0.0% 50.0% 50.0% 1
com.caplin.util.classloader ke o B R R o 100.0% 0.0% 1

\ Packages ‘

[ summary ] [ packages ] [ cycles ] [ explanations ]

‘ com.caplin.datasrc.enums ]
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Static Testing Tools

* Modeling tools (D)
- Validate models of the system/software |

* Purpose
 To better aid in designing the software

- Common features and characteristics
- ldentify inconsistencies and defects within the models
- ldentify and prioritize risk areas
 Predicting system response and behavior under various situations
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Static Testing Tools

» Modeling tool example: StarUML

« UML tool

 Variety of diagrams
+ Class/Domain
+ Use case
« Sequence

Cl Advanced)

Packages

Composite Structure Abstract Factory Desigi

Android Camera Imple|

. +ISBN: String[0..1) {id}
=) +title: String

| +summary

+publisher
+publication date
+number of pages
+language

«entity»
Book Item

Author

+name: String

+biography: String

Account

+barcode: String[0..1] {id}
+tag: RFID[0..1] {id}
+isReferenceOnly

+number {id}
+history: History[0..*]
+opened: Date
+state: AccountState

+accounts

«enumeratio

Active
Frozen
Closed

+account

Library Domain Model

UML Property UML Operation

Multi-Layered Web Arclill Apache Tomcat 7 Serv

50




Static Testing Tools

- The major benefit of static testing tools and modeling tools is the cost
effectiveness of finding more defects at an earlier time in the
development process.

 As a result, the development process may accelerate and improve by
having less rework.
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Test design and specification Tools

» Test design tools

* Model-based testing tools

 Test data preparation tools

« TDD -Test driven development tool (D)

* ATDD -Acceptance test-driven development and
- BDD -Behavior-driven development
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Test design and specification Tools

- Test design tools

* generating test inputs values from:
* requirements
+ test conditions
+ design models (state, data or object)
+ code
« graphical user interfaces

« generating expected results, if an oracle is available to the tool.
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Test design and specification Tools

- Model-based testing

- Generating test inputs values or test cases from stored information the
describes a model of the system, e.g. state transition model

- Test data preparation tools
« Generating extensive range or volume of data, if needed

- Manipulate databases or files to set up test data to be used during the
execution of the tests
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Test design and specification Tools

- TDD -Test driven development tool (D)
« part of EXtremeProgramming
 used in Agile development

- ATDD -Acceptance test-driven development and

- BDD -Behavior-driven development

 Natural language syntax, Given/When/Then:
Given<some condition>, When<something is done>, Then <result should happen>
As a <role, e.g. costumer>
In order to <achieve something, e.g. product>
| want <do something>
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Test execution & logging Tools

» Test execution tools

- Coverage tools

 Test harnesses (D) and Unit test framework tools (D)
 Test comparators

2




Test execution & logging Tools

- Test execution tools
- Enable tests to be executed automatically using stored
* Inputs and
+ expected results

- Coverage tools
- ldentifying coverage items(instrumenting the code)

- calculating the percentage of coverage items that were exercised by a suite of
tests

* reporting coverage items that have not been exercised as yet
« identifying test inputs to exercise as yet uncovered items
* generating stubs and drivers (if part of a unit test framework).
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Test execution & logging Tools

- Test harnesses (D) and Unit test framework tools (D)
« supplying inputs to the software being tested
* receiving outputs generated by the software being tested
« executing a set of tests within the framework or using the test harness
* recording the pass/fail results of each test (framework tools)
- storing tests (framework tools)
- support for debugging (framework tools)
« coverage measurement at code level (framework tools)
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Test execution & logging Tools

* Drivers
- Calls the component to be tested
* In other words: A component that calls the Tested Unit

« Stubs

- Called from the software component to be tested

Driver |

* In other words: A component the Tested Unit depends on Eested Unﬁ

+ Partial implementation
« Fake values

Stub |
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Test execution & logging Tools

- Test harnesses (D) and Unit test framework tools (D)
* The two types are similar
- Support tools for testing individual componenets or software units
- Harness: Stubs and drivers --> Small programs that interact with software
+ Unit test framework tools --> Support for object-oriented software

« When are these tools used?
+ During test execution and logging
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Test execution & logging Tools

 Characteristics of test harness and unit test framework tools
- Supply inputs to the software being tested
+ Receive outputs generated by the software being tested
- Execute a set of tests within the framework
- Record pass/fail results of each test
- Store tests
- Coverage measurement at code level
 Provide support for debugging
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Test execution & logging Tools

- Test comparators

- used when the executed test generates a lot of output.
» Testing is more than providing inputs

* Need to check if software produces the correct result

- Compare actual outcomes to expected results

- Two ways of comparing results
- Dynamic comparison --> Comparison done during test execution

 Post-executing comparison --> Comparison performed after test has finished
-+ Software under test is no longer executing
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Performance & monitoring Tools

» Test data for performance testing

* Real data
« Test data obtained from users

* Load

+ Large amounts of test data can be produced

- Maintenance
+ Test data from the production environment
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Performance & monitoring Tools

» Tests should reflect realistic (correct) scenarios
- Systems are often required to handle significant load/interactions
* Inadequate/insufficient testing compromises system quality

- Setting up test data --> Significant effort
-« Extensive range or volume of data needed
« Creating this data can be very resource-consuming

» Test data preparation tools help us manage this effort

|1/
mw
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Performance & monitoring Tools

- Common features of test data preparation tools
« Data can be selected from an existing database
- Data can be created, generated, and altered for use in tests
 Construct a large number of similar records --> Volume tests

* When to use?
+ During test specification and control --> Test data management is difficult
- Ensure the system under test is being tested realistically
- Useful for performance and reliability testing

65




Monitoring tools

» Monitoring tools identifying problems and sending an alert message
to the administrator (e.g. network administrator)

* logging real-time and historical information
- finding optimal settings
« monitoring the number of users on a network

« monitoring network traffic (either in real time or covering a given length of time
of operation with the analysis performed afterwards).
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Monitoring tools

() File Action View Window Help =
| 2E) D
© petormance Bre-+x7 .00 nv@
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4 [5) Data Collector Sets 100
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4 s System 90
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[, Event Trace Sessions
_: Startup Event Trace Ses’

. 70
4 [ Reports
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60
4 [ System
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[ System Performanc 501
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Last | 10,663 Average | 10,167 Minimum | 0,520 Maximum | 32119 Duration | 1:40
Show Color Scale Counter Instance Parent Object Computer

v ———10  %ProcessorTime  Total -~ Processorinformation  \\VSWN-WS-0SL-429.
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Performance & monitoring Tools

* Features or characteristics of dynamic analysis tools include support
for
« detecting memory leaks;
« identifying pointer arithmetic errors such as null pointers;
* identifying time dependencies
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Dynamic analysis tools (D)

File Options View Help
Applications | Processes | Services | Performance | Networking | Users |
Image Name User Name CPU | Memory (Private...
iexplore.exe *32 raluca.madalina 00 953 488K
sqlservr.exe NETWORK SERVICE 00 811276 K
firefox.exe *32 raluca.madalina 00 307012K
devenv.exe *32 raluca.madalina 00 236 440 K
OUTLOOK.EXE *32 raluca.madalina 00 201692K
svchost.exe SYSTEM 00 201072K
spotify.exe *32 raluca.madalina 00 156 220K
chrome.exe *32 raluca.madalina 00 146 760 K
Skype.exe *32 raluca.madalina 00 136 352K
UltimaTestCase.ex... raluca.madalina 00 112 124K
chrome.exe *32 raluca.madalina 00 91056 K
chrome.exe *32 raluca.madalina 00 83 360K
explorer.exe raluca.madalina 00 80 332K
chrome.exe *32 raluca.madalina 00 76 664K
POWERPNT.EXE *32  raluca.madalina 00 71852K
ReportingServicesS... NETWORK SERVICE 00 71044K
chrome.exe *32 raluca.madalina 00 61 112K

Command Line

"C:\Program Files (x86)\Internet...
“C:\Program Files\Microsoft SQL ...
"C:\Program Files (x86)\WMozilla F...
"C:\Program Files (x86)\WMicrosof...
"C:\Program Files (x86)\Microsof...
C:\Windows\System32\svchost....
Spotify.exe JUPDATECOMPLETE
"C:\Users\yaluca.madalina\AppD...
“C:\Program Files (x86)\SkypeP...
"C:\Users\yaluca.madalina\AppD...
"C:\Users\yaluca.madalina\AppD...
"C:\UsersYyaluca.madalina\AppD. ..
C:\Windows\Explorer . EXE
"C:\Users\yaluca.madalina\AppD. ..
"C:\Program Files (x86)\Microsof...
“C:\Program Files\Microsoft SQL ...
"C:\Users\yaluca.madalina\AppD...

Description
Internet Explorer

SQL Server Windows NT - 64 Bit
Firefox

Microsoft Visual Studio 2008
Microsoft Outiook

Host Process for Windows Services
Spotify

Google Chrome

Skype

UtcDesigner

Google Chrome

Google Chrome

Windows Explorer

Google Chrome

Microsoft PowerPoint

Reporting Services Service

Google Chrome
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Specific application areas Tools

 There are tools specialized for use in a particular type of application
- Data quality assessment
- Data conversion and migration
« Usability testing and Accessibility testing
- Localization testing
* Security testing
+ Portability testing

2




Specific application areas Tools

* There are tools specialized for use in a particular type of application.

- Example:
« performance testing tools specifically for web-based applications
- dynamic analysis tools specifically for testing security aspects.

- Example of targeted areas: embedded systems
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Specific application areas Tools

 Testers may use:
« word processor
 spreadsheets

as a testing tool, but they are often used to store
+ test designs
- test scripts
- test data.

. 'Cll'esters may also use SQL to set up and query databases containing test
ata.

» Tools used by developers when debugging , to help localize defects and
check their fixes, are also testing tools.

- It is a good idea to look at any type of tool available to you for ways it could
be used to help support any of the testing activities
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Effective use of test tools

« Simply purchasing or leasing a tool does not guarantee success with
that tool!

 Each type of tool may require additional effort to achieve real and
lasting benefits.
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Potential benefits and risks

- Reduce repetitive work (running regression tests, re-entring the same
test data, etc.)

- Greater consistency and repeatability (tests executed by a tool, tests
derived from requirements)

- Objective assessment (static measures, coverage)

- Ease of access to information about tests, or testing (statistics/graphs
about test progress, incident rates, performance)
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Potential benefits and risks

- Greater consistency and repeatability
 People tend to do the same tasks in a slightly different

way
- Distractions affect human performance / \
+ Doing more than one task simultaneously

* Interruptions by peers / co-workers

- Fatigue and personals issues
« External pressures \ /
- Tools will reproduce the exact same procedure as
previously
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Potential benefits and risks

 Objective assessment
« Humans are prone to make errors
« Subjective preconceived notions and bias toward verification

+ Testing tools on the other hand ...
+ Objective “preconceived notions”
+ Assessment — Repeatable and consistently calculated
« Cyclomatic complexity, nesting levels
« Coverage, system behavior, incident statistics
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Potential benefits and risks

« Ease of access to information about the tests or test
effort

* Information presented visually /\/
- Easier for the human mind to understand I I

- Chart, graphs > Long list of numbers
" 0

« Special purpose tools provide features directly
- Statistics and graphs
* Incident rates
+ Performance
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Potential risks

- Unrealistic expectations for the tool (functionality and ease of use)

« Underestimating time, cost, effort for the introduction of a tool (training,
external expertise)

- Underestimating the time and effort needed to achieve significant and
continuing benefits from the tool

- Underestimating the effort required to maintain the test assets
generated by the tool

 Qver-reliance on the tool (replacement where manual testing would be
better)
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Potential benefits and risks

* Tools are not magic!

- They can do very well what they have been designed to do, but they
can not do everything.

- The tester concentrates on
« What should be tested
« What the test cases should be
« How to prioritize the testing

* The tool user concentrates on
« How best to get the tool to do its job effectively
« How to give increasing benefit from tool use
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Special considerations: Test execution

tools

* This type of tool often requires significant effort in order to achieve
significant benefits.

« Capturing tests by recording the actions of a manual tester seems attractive,
but this approach does not scale to large numbers of automated tests. This type
of script may be unstable when unexpected events occur.

- Data-driven approach: separates out the test inputs (the data) and uses a more
generic script that can read the test data and perform the same test with
different data.

* In a keyword-driven approach: the spreadsheet contains keywords with the
actions to be taken (also called action words), and test data. Testers can then
define tests using the keywords.
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Special considerations: Performance testing

tools

- The design of the load to be generated by the tool
- Timing aspects probe effect
- How to interpret the information gathered.

- These tools need tester with expertise in performance testing to design
the tests and interpret results
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Special considerations: Static analysis

tools

* There is a risk that the changes to make old code to conform to new
standard will introduce an unexpected side effect

 These tools applied to source code can enforce coding standards, but
If applied to existing code may generate a lot of messages

» A gradual implementation with initial filters to exclude some messages
would be an effective approach.
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Special considerations: Test management

tools

- They need to interface with other tools or spreadsheets in order to
produce information in the best format for the current needs of the
organization.
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Interview Questions and Answers



Fundamental Questions in Testing

- When can we stop testing?
« Test coverage

- What should we test?
v/ Test generation

* Is the observed output correct?
v/ Test oracle

- How well did we do?
+ Test efficiency

* Who should test your program?
v Independent V&V
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Interview Questions

- What is difference between QA, QC and Software Testing?

- What is verification and validation?

- Explain Branch Coverage and Decision Coverage.

« What is pair-wise programming and why is it relevant to software testing?

« Why is testing software using concurrent programming hard? What are races and why do they
affect system testing.

« Phase in detecting defect: During a software development project two similar requirements defects
were detected. One was detected in the requirements phase, and the other during the
implementation phase.

- Why do we measure defect rates and what can they tell us?
- What is Static Analysis?
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What is difference between QA, QC and Software Testing?

- Quality Assurance (QA): QA refers to the planned and systematic way of
monitoring the quality of process which is followed to produce a quality product. QA
tracks the outcomes and adjusts the process to meet the expectation. QA is not
just testing.

- Quality Control (QC): Concern with the quality of the product. QC finds the
defects and suggests improvements. The process set by QA is implemented by
QC. The QC is the responsibility of the tester.

- Software Testing: is the process of ensuring that product which is developed by
the developer meets the user requirement. The motive to perform testing is to find
the bugs and make sure that they get fixed.
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Verification And Validation

What is verification and validation?

- Verification: process of evaluating work-products of a development
phase to determine whether they meet the specified requirements for
that phase.

- Validation: process of evaluating software during or at the end of the
development process to determine whether it meets specified
requirements.
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Branch Coverage and Decision Coverage

Explain Branch Coverage and Decision Coverage.

- Branch Coverage is testing performed in order to ensure that every
branch of the software is executed at least once. To perform the
Branch coverage testing we take the help of the Control Flow Graph.

- Decision coverage testing ensures that every decision taking
statement is executed at least once.

- Both decision and branch coverage testing is done to ensure the tester
that no branch and decision taking statement will lead to failure of the

software.

- To Calculate Branch Coverage:
- Branch Coverage = Tested Decision Outcomes / Total Decision Outcomes.
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What is Static Analysis?

 The term "static analysis" is conflated, but here we use it to mean a
collection of algorithms and techniques used to analyze source code in
order to automatically find bugs.

- The idea is similar in spirit to compiler warnings (which can be useful
for finding coding errors) but to take that idea a step further and find
bugs that are traditionally found using run-time debugging techniques
such as testing.

- Static analysis bug-finding tools have evolved over the last several
decades from basic syntactic checkers to those that find deep bugs by
reasoning about the semantics of code.
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Defect Costs

Questions:
- When you find one, how much will it cost to fix?

+ How much depends on when the defect was created vs. when you found
it?

« Just how many do you think are in there to start with?!
Cost

Development Phases
| —— » >

The cost of fixing a defect rises exponentially by lifecycle phase
But this is simplistic
« When were the defects injected?
* Are all defects treated the same?
« Do we reduce costs by getting better at fixing or at prevention?
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“QA” & Testing

» Testing “Phases” - Static vs. Dynamic Testing

v Unit | « Automated Testing
v'Integration » Pros and cons

v/ System It fion: 2 t
v/ User Acceptance Testing niegration. = types

_ v Top down
 Testing Types /Bottom up
v Black-box
v’ White-box
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Quality Assurance (QA)

- Definition - What does Quality Assurance (QA) mean?

- Quality assurance (QA) is the process of verifying whether a product
meets required specifications and customer expectations. QA is a
process-driven approach that facilitates and defines goals regarding
product design, development and production. QA's primary goal is
tracking and resolving deficiencies prior to product release.

- The QA concept was popularized during World War 1I.
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Software Quality Assurance

- Software quality assurance (SQA) is a process that ensures that
developed software meets and complies with defined or standardized
quality specifications.

- SQA is an ongoing process within the software development life cycle
(SDLC) that routinely checks the developed software to ensure it
meets desired quality measures.
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Software Quality Assurance

The area of Software Quality Assurance can be broken down into a
number of smaller areas such as

Quality of planning,

Formal technical reviews,

Testing
and

Training.
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Professional Ethics

- If you can't test it, don’t build it
- Put quality first : Even if you lose the argument, you will gain respect
- Begin test activities early

- Decouple
- Designs should be independent of language
- Programs should be independent of environment
 Couplings are weaknesses in the software!

- Don’t take shortcuts
- If you lose the argument you will gain respect
- Document your objections
+ Vote with your feet
- Don’t be afraid to be right!
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Professional Ethics

- Recognizing the ACM and IEEE code of ethics for engineers:
« PUBLIC - Software testers shall act consistently with the public interest.

« CLIENT AND EMPLOYER - Software testers shall act in a manner that is in the best interests of their client and
employer, consistent with the public interest.

+ PRODUCT - Software testers shall ensure that the deliverables they provide (on the products and systems
they test) meet the highest professional standards possible.

- JUDGMENT - Software testers shall maintain integrity and independence in their professional judgment.

- MANAGEMENT - Software test managers and leaders shall subscribe to and promote an ethical approach to
the management of software testing.

+ PROFESSION - Software testers shall advance the integrity and reputation of the profession consistent with
the public interest.

+ COLLEAGUES - Software testers shall be fair to and supportive of their colleagues, and promote cooperation
with software developers.

« SELF - Software testers shall participate in lifelong learning regarding the practice of their profession and shall
promote an ethical approach to the practice of the profession.
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