Fundamentals of Web Development
Third Edition by Randy Connolly and Ricardo Hoar

RANDY CONNOLLY

RICARDO HOAR

Chapter 1 - a

Introduction to Web
Development

Fundamentals of

o WEB DEVELOPMENT

Third Edition

@ Pearson

Dr. Asma Sattar
Assistant Professor
Software Engineering Department



Course Syllabus

Lets have a look at the Course Syllabus.



Technical pre-requisites

1. Using Winrar or Winzip to zip and unzip multiple files or multiple folders.

2. Navigating a file system from a console:
(cd ./dir,cd .., cd ../dir..)

3. Programming:
a. Conditionals (if..then..else)
b. Loops (for, for each, while)
C. Exception handling (try .. catch)
d. Objects: someObject.myFunction()



In this chapter you will learn . . .

® The history of the Internet and World Wide Web

e Fundamental concepts that form the foundation of the Internet
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A Short History of the Internet

* Know the difference between
“Internet” and “WWW”

*  While this course is focused on the
web, part of this chapter is also
devoted to a broad understanding of
that larger circle labeled the “Internet.”

*  Protocols define different kinds of
interactions/services on the Internet

Online
gaming
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Circuit Switched Networks

Thou map of woe, that
YEl thus dost talk in signs!

Thou map of woe, that
thus dost talk in signs!

Circuit switching in early networking

® In the past, telephone calls were
routed through operators who

physically connected the caller and Thou map of woe, ma\
thus dost talk in signs!

the receiver by connecting a wire to a
switchboard to complete a circuit.

e Inefficient use of bandwidth

e Difficult to scale

Terminal a

Incoming O
.calls ; D C] Terminal b
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Packet Switched Networks

Packet switching came later, does not
require a continuous connection

1960s ARPANET
1974 X.25

1979 USENET
1981 TCP/IP was introduced to unify

disparate networks

On January 1, 1983, TCP/IP was adopted
across all of ARPANET

Thou map of woe, that
thus dost talk in signs!

Sender
address
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|A|B|2|that thus dost | Original message e
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The Birth of the Web

Pr. Tim Berners-Lee (Turing Award 2016) publishes the main features of the web we
know today on 1992.

A Uniform Resource Locator (URL) to uniquely identify a resource on the WWW.,
example: https://www.facebook.com

The Hypertext Transfer Protocol (HTTP) to describe how requests and responses
operate

A software program (web server software) that can respond to HTTP requests.

Hypertext Markup Language (HTML) to publish documents.
A program (a browser) that can make HTTP requests to URLs and that can display

the HTML it receives. example: Chrome, Opera, Internet Explorer
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http://WWW/

Web Applications in Comparison to
Desktop Applications (1 of 2)

Advantages

They can be accessed from any Internet-enabled computer.

They can be used with different operating systems and browser applications.

It is easier to roll out program updates since only software on the server needs to be
updated as opposed to every computer in the organization using the software.

They have a centralized storage on the server, which means fewer security
concerns about local storage (which is important for sensitive information such as
healthcare data).
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Web Applications in Comparison to
Desktop Applications (2 of 2)

Disadvantages

* Requirement to have an active Internet connection
* Security concerns about sensitive private data being transmitted over the Internet.

* Concerns over the storage, licensing, and use of uploaded data.
* Problems with certain websites not having an identical appearance across all

browsers.

* Restrictions on software from being installed and hardware from being accessed
(like Adobe Flash on iOS).

* additional plugins might interfere with JavaScript, cookies, or advertisements.
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From Static to Dynamic

Server retrieves file
from its disk storage.

0

In the earliest days of the web,

oA request | want to see
users could read the pages of a

ismade ... vacation.html

. . Requested file content is "
static website / (I) sent back as its response. ¢ v
b S '9‘ """"""""""""" EEE
_o " Emn
Additional requests (such as images) might =~ se——
be contained within the HTML. LR
———

A The content of each additional
requested files is sent.

Browser displays page
A based on HTML content

and any additional files.
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From Static to Dynamic ii

Later, programs running on web
servers let websites generate
content dynamically. This type of
website is called a dynamic
server-side website

o A request is made. /"_\

| want to see
———acationiphp

~
Sua

9 Browser displays page based
on HTML and other resources
requested within it.

Front End

Server program
generates HTML
that will be sent
back to client.

e The server recognizes
that the request
necessitates running a
program on the server.

This program will often
interact with other
resources on the server,
such as a database or
services on other
computers.

Back End
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Web 2.0

Web 2.0 refers to an interactive experience where users can contribute and
consume web content, thus creating a more user-driven web experience.

For software developers, Web 2.0 also refers to a change in the paradigm.
Programming logic, which previously existed only on the server, began to migrate
more and more to the browser, which requires learning JavaScript
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Why are programs needed? (1 of 2)

photo1.htm]

photo2.html

photo36217.html

Having separate HTML pages for
each photo would be impractical
and very time-consuming to
maintain or update the design.
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Why are programs needed? (2 of 2)

Instead, using a single program, we

can display any of our photos. We

will only need to update a single

program when we want to revise [ T T

the design. 7 photo.php?id=1

[ ____________ees
H . photo.php?id=2
— N

oo
i . photo.php?i1d=36217

Sh 0 J
L
-
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The Client-Server Model

Client machines are the desktops, Server machines host web applications,
laptops, smart phones, and tablets you store user and program
see everywhere.

data, and perform security authorization
tasks

Broad range of specifications regarding

operating system,
processing speed,
screen size,
available memory,
storage

Powerful machines to handle high traffic
and bandwidth.

The essential characteristic of a server is
and that it is listening for requests, and

upon getting one, responds with a

message.
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Where Is the Internet?

It is quite common for the Internet to be visually represented as a
cloud

Actually implemented via millions of miles of copper (:~lu) wires
and fiber optic cables connecting millions of server computers
and other networked devices!

@pearson Copyright © 2021, 2018, 2015 Pearson Education, Inc. All Rights Reserved



From the Home to the Ocean’s Edge

Some newer or more expensive
areas may be connected directly
via fiber optic cable. '

Fiber junction boxes connect
slower and older copper lines to
higher bandwidth fiber optic
cables

)y 7 77
/ang [ 4
o -

e

Copper cables (DSL or Coaxial)
provide the internet connection
to most residents

""""""""" Apartment buildings and
condomiums are likely to
have a direct fiber optic
connection.

Higher bandwidth

fiber optic connection

INTERNET
SERVICE
PROVIDER

HEAD i,
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From the Home to Ocean’s Edge

INTERNET
SERVICE
PROVIDER

(2)

- -

INTERNET
EXCHANGE
POINT

Large commerical :
concentrations usually ! ; DATA CENTERS ;{I-\:IT?:)'\:\IG
are supplied with fibre optic g

connections.

Data centers require very high
bandwidth. For this reason, they
are often directly connected to
Internet Exchange Points

Large under-0cean issessessssmsmamss
fiber optic cable systems

provide connection to

the rest of the world.
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How the Internet Is Organized Today

Tier 1 networks can reach
any other Tier 1 network on
the planet without paying
for the priviledge.

>

o When someone talks about the
Kt “Internet Backbone” they

are talking about Tier 1 networks.

Tier 1 Networks make use of very
fast fiber optic cable.

Regional networks have traditionally
used less speedy infrastructure,
though this is rapidly changing as
prices of optical hardware
decreases.

' e
Each Tier 1 sy
network has its
own network of

el https://youtu.be/GglaFmsKQgk?t=188

Tier 1 networks peer with one another,
meaning they interconnect directly with
each other at no additional cost.

<
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In this chapter you will learn . . .

e The fundamental protocols that make the web possible
e How the domain name system works
e What HTTP is

® How browsers and servers work to exchange and interpret HTML
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Internet protocols

A protocol is a set of rules that partners use when they communicate.

* TCP/IP is an essential internet protocol!

These protocols have been implemented in every operating system and make
fast web development possible. If web developers had to keep track of packet

routing, transmission details, domain resolution, checksums, and more, it would
be hard to build websites.
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A Layered Architecture

Ni
ey Pr e/
T e
Ing hat PN
Ory E‘“() 2. %
Withw T £
transpphcation 1P ':Iﬂ
0
3 4 layér ?oﬂe 2
UI‘Q ’%
st?‘a (%O
Ordersmissi ?ke Cad
3 g, Ong
Sab d"\Iith i
“on oy [ P
QSpon : ng n q
Si fo ddfes ; II’"6
r Si '
phy . 'hg F\,
Si, by
| ransm. (?”::? 9
18¢;
Slqn of c
T3 wA

The TCP/IP Internet protocols
were originally abstracted as a
four-layer stack

Later abstractions subdivide it
further into five or seven layers

Since we focus on the top layer,
we will use the earliest and
simplest four-layer network
model.
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Link Layer

- The link layer is the lowest layer, responsible for both the physical
transmission of data across media and establishing logical links.

« It handles issues like packet creation, transmission, reception, error
detection, collisions, line sharing, and more.

« One term that is sometimes used in the Internet context is that of MAC
(media access control) addresses.
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Internet Layer

« The Internet layer (sometimes also called the IP Layer) routes packets
between communication partners across networks.

« It provides “best effort” communication. It sends out a message to its
destination but expects no reply and provides no guarantee the message
will arrive intact, or at all.

« The Internet uses the Internet Protocol (IP) addresses, which are
numeric codes that uniquely identify destinations on the Internet.

» Every device connected to the Internet has such an IP address.
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IP Addresses (cont)

4-8 bit components
There are two types of IP addresses: IPv4 ;
yp 232 addresses (32 bits)

IPv4 and IPv6. // \\

» In IPv4, four 8-bit integers T H. L. 2
separated by . encode the address.

IPv6 8-16 bit components
128 (128 bits)

 IPv6 uses eight 16-bit integers 2" audresses
(each 4-bit integer is displayed in _/Z? l Ny
hexadecimal for readability) and has 3fae:7a10:4545:9:291:e8ff:fe21:37ca

over a billion billion times the
number in IPv4
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Port Address Translation (PAT)

The IPv4 address space was depleted (almost filled) in 2011, but the
number of computers connected to the Internet continued to grow.

« Port Address Translation (PAT), allows multiple, unrelated networks to
make use of the same IP address

* When you join a wireless network in a coffee shop, home, office or
university, it is quite likely you are making use of PAT.

* For future growth, IPv6 will be necessary.
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Transport Layer

* The transport layer ensures transmissions arrive in order and without error.

* First, the data is broken into packets formatted according to the Transmission
Control Protocol (TCP).

- Each data packet has a header that includes a sequence number, so the
receiver can put the original message back in order

- Each packet acknowledges its successful arrival back to the sender (ACK).
- In the event of a lost packet (since no ACK arrived for that packet the packet
will be retransmitted.

* This means you have a guarantee that messages sent will arrive and will be in
order.
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Transport Layer (example)

L
OO0

Thou map of woe, that
thus dost talk in signs! o Original message broken

Bhbn e | into numbered packets
- [2 | that thus dost |

" i [3 [talk in signs |

i i

i i

] 1

i i 1[Thou map of woe, | . For each TCP packet sent, an
IR e ACK (acknowledgement)

: must be received back.

!

1

L

o e

-------- ] B
{2 | that thus dost f—» Thou map of woe, that
________________ || | ——— thus dost talk in signs!

Eventually, sender will resend -

any packets that didn‘t get an

ACK back. 0 Message reassembled from packets
and ordered according to their
sequence numbers.
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User Datagram Protocol (UDP)

Sometimes we do not want guaranteed transmission of packets.

Consider a live multicast of a soccer game, for example. Millions of
subscribers may be streaming the game, and the broadcaster can’t
afford to track and retransmit every lost packet. A small loss of data in
the feed is acceptable, and the customers will still see the game.

An Internet protocol called User Datagram Protocol (UDP) is used in
these scenarios in lieu of TCP. Other examples of UDP services include
Voice Over IP (VolP), many online games, and Domain Name System

(DNS).
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Application Layer

« HTTP. The Hypertext Transfer Protocol
is used for web communication.

« SSH. The Secure Shell Protocol allows
remote command-line connections to

 The application layer is the
level of protocols familiar to
most web developers.

 Application layer protocols SEervers.
implement process-to-process  * FTP. The File Transfer Protocol is used
communication. for transferring files between computers.
 POP/IMAP/SMTP. Email-related
 There are many application protocols for transferring and storing
layer protocols. A few that are email.
useful to web developers « DNS. The Domain Name System
include: protocol used for resolving domain

names to |IP addresses.
@pearson Copyright © 2021, 2018, 2015 Pearson Education, Inc. All Rights Reserved



Domain Name System

* As elegant as IP addresses may be, human beings do not enjoy having to
remember long strings of numbers.

- Even as far back as the days of ARPANET, researchers assigned domain
names to |IP addresses

* In those early days, the number of Internet hosts was small, so a list of a
domains and associated IP addresses could be downloaded as needed as
a hosts file.

« As the number of computers on the Internet grew, this hosts file had to be
replaced with a better, more scalable, and distributed system. This system
Is called the Domain Name System (DNS)
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DNS Overview

* The DNS system maps resolves

i ; Domain
domain names to IP addresses. B Name
] ] go to www.funwebdev.com J
* By separating the domain name of a o P
server from its |IP address, a site can What is the IP address of A
. . www.funwebdev.com? e g
move to a different host without ¢ ¢+ 9 66.147.244.79
changing its name.
. . " — Web
* Since the entire request-response IRt dRanis page thnG AR e "t Server
cycle can take less than a second, itis <> @)oo Sl s
easy to forget that DNS requests are Hereftis...

happening in all.
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Name Levels

* A domain name can be broken
down into several parts, which
describe a hierarchy.

* All domain names have at least
a top-level domain (TLD) name
and a second-level domain
(SLD) name

Top-level domain (TLD)

Third-level domain —l

server1.www. funwebdev.com

! !

Fourth-level domain  Second-level domain (SLD)

Most general Top-level domain (TLD) com

TS

Second-level domain (SLD) funwebdev

/w\

Third-level domain

A J

Most specific

Fourth-level domain serveri
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Name Levels (Top Level)

The rightmost portion of the domain name is called the top-level domain.
TLDs limited to two broad categories, plus a third reserved for other use.
1. Generic top-level domain (gTLD)

2. Country code top-level domain (ccTLD)

3. .arpa (used for reverse DNS lookups)
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Generic top-level domain (gTLD)

Generic top-level domains (gTLD) include the famous .com and .org , There are 3
subtypes of gTLD.

* Unrestricted. TLDs include .com, .net, .org, and .info.
« Sponsored. TLDs including .gov, .mil, .edu, and others

* New. Starting in June 2012, ICANN invited companies to launch new TLDs
in order to provide more choice. Since then over 1000 new TLD have been
created including .art, .cash, .cool, .jobs, .tax and so on
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Country code top-level domain

Country code top-level domain (ccTLD) are under the control of the countries which
they represent, which is why each is administered differently.

* In the United Kingdom, for example, businesses must register subdomains to co.uk
rather than second-level domains directly whereas in Canada, .ca domains can be
obtained by any person, company, or organization living or doing business in
Canada.

* Internationalized top-level domain name (IDN) allows domains to use non-ascii
characters and has been deployed since 2009. There are over 9 million IDN
domains
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Name Registration

Q: How then are domain names assigned?

A: Special organizations or companies called domain name registrars
manage the registration of domain names. These domain name registrars
are given permission to do so by the appropriate generic top-level domain
(gTLD) registry and/or a country code top-level domain (ccTLD) registry.

* The non-profit Internet Corporation for Assigned Names and Numbers
(ICANN)—oversees the management of top-level domains, accredits
registrars, and coordinates other aspects of DNS.

 Examples: domain.com, godaddy, hostgator, bluehost ...
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Domain Name Registrars in KSA

¢ solutions 2L = Sahsta Net
by stc Nww.sahara;com
a.g.wqa
Hawsabah
Solutions Hawsabah | duuga Sahara Net | S (oo
rvice Ready @
Service Ready

Fig. list of registrars in KSA [ https://nic.sa/en/reqgistrars/ |
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“Domain registrations under (.sa) started in 1995; while it started in 2010 for ( .3ks )

In February 2021, accredited domain registrars for Saudi domain names have begun
providing services to registrants Individuals and Non-Government entities, and for
Government entities the registration services are provided by Digital Government

Authority (DGA)” [ https://www.citc.gov.sa/ ]
@Pearson
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Domain name registration process

1.

2,

@ Pearson

Registrant searches for domain, typically
using web portal of Registrar or Reseller.
Registrar queries the relevant TLD Registry
Operator to see if requested domain is
available.

If domain is available, then Registrant will
pay for the domain and provide the
necessary WHOIS information

Registrar pushes WHOIS information about
new domain to TLD Registry Operator
Registry operator adds WHOIS information
for new domain to its authoritative list
Registry operator will push DNS
information for new domain out to its name
servers for the TLD.

REGISTRANT

o
N
AN
Registrant searches for i

available-domain; = < _

& typically using web ~< .| IR RESELLER
/ portal of Registrar or \ N
/ Reseller. \ A reseller (such as web

hosting company) interacts
with a Registrar on behalf

. . . of registrant.
If domain is available, then Registrant

will pay for the domain and provide the
necessary WHOIS information, such as
\ contact name, mailing address, and DNS
\ server addresses.

REGISTRAR

Registrars are organizations
accredited by ICANN and

) certified by the registries to
sell domain names.

— g
e 187 o — - _- \
E o |’ 1 Registrar queries the ICANN
\ = —
\

relevant TLD Registry
Operator to see if
requested domain is
available.

WHOIS information

about new domain to |

TLD Registry Operator
Accredits Registrars and

I
1
|
1
N |
3 - = €Y coordinates the activities

: e =~ {om) /Of the the TLD Registry
! - TLD REGISTRY Operators.
il <«-- OPERATOR
Responsible for maintaining
authoritative list of all

TLD NAME SERVERS domains for a particular TLD.

o Registry operator will push DNS
information for new domain out to
its name servers for the TLD.

6 Registry operator adds WHOIS
information for new domain to its
authoritative list

Copyright © 2021, 2018, 2015 Pearson Education, Inc. All Rights Reserved



Address Resolution

Client makes request for domain
Client computer checks local DNS Cache

If requested domain is not in the local
cache, the computer requests the IP
address for the domain from its primary
DNS server

If the primary DNS Server doesn’t have a
record for the requested domain in its
cache, it sends out the request to the Root

Name Server

The Root Name Server returns the address
of the relevant Top-Level Domain (TLD)
Server.

@ Pearson

Each record in the DNS Cache

o Client makes request for domain.

IEE

/
/ 7 \ 0 If requested domain is not in the local cache, the
N computer requests the IP address for the domain from
! 0 \\ its primary DNS server (typically provided by the ISP; a
! The DNS Server

Record Name . . . :
Time To Live . . .:

Client computer checks local
DNS Cache for the IP

\ \ client computer might instead be configured to use an
\ public DNS provided by companies such as Google).

! retums the IP address s
] of the requested ! e = e
! domain. P o If the primary DNS Server doesn’t have
I e ¥, a record for the requested domain in
! its cache, it sends out the request to
: DNS . . the Root Name Server.
| Server(s) . - - =
| YA The Root Name Server retumns the
| @ L \\ o address of the relevant Top-Level
1 The client computer O Domain (TLD) Server.
| can finally make its il N
1 request of the VA QP
\domain. 257, = = <
\ ‘7 =S ==
' i S
\ S~ =
\ ’ Io The DNS Server requests the IP E - S
\ ' address for the originally st - o~
\ | ' requested domain from one of
\\ [ V' ;he site’s Authoritative DNS The 11D Nawme Sesvecreturts.
" A SR with the IP addresses of the
D When it receives it, it will save Authoritative DNS Servers for
itin its own DNS Cache. the requested domain.
S| Authoritative
S| DNS Servers
Web Servers This entire process might take a few

tenths of a second—millions of such

!
Example Domain requests happen every day!

contains the IP address of a
previously requested domain.
ww.google.com

300 —
: 216.58.199.132

l_ domain

how many seconds to
save this record in the

addresses of the requested A (Host) Record . cache.
domain.
IP address of this
domain

Root Name
Servers

The Root Name Servers are a
network of a few hundred
servers located in many countries
around the world.

The DNS Server requests the DNS record
information from the provided TLD Server.

\
\ E!

I

1

1

Each TLD (e.g. .com, .edu)
maintains its own Name Servers,
each of which contains a list of IP
address for each of its domain’s
Authoritative DNS Servers.

TLD Name
Servers
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Address Resolution (cont)

The DNS Server requests the DNS record
information from the provided TLD Server.

The TLD Name Server returns with the IP
addresses of the Authoritative DNS Servers
for the requested domain.

The DNS Server requests the IP address
for the originally requested domain from one
of the site’s Authoritative DNS Servers.

The DNS Server returns the IP address of
the requested domain.

0.

10. The client computer can finally make its
request of the domain.

@ Pearson

o Client makes request for domain.

9,
(1]

DNS Cache for the IP

E O ’o addresses of the requested
I’LA .g domain.

/ N

NN 3

Client computer checks local

Each record in the DNS Cache

contains the IP address of a
previously requested domain.

Record Name . . .
Time To Live . . .:
A (Host) Record . :

If requested domain is not in the local cache, the

computer requests the IP address for the domain from
its primary DNS server (typically provided by the ISP; a
client computer might instead be configured to use an

ies such as Google)

I The DNS Server \ \ , Public DNS provided by ¢
1 retums the IP address |
I of the requested =

DNS 8
Server(s) E e
s *\
:

1
1
I
1

1
I
|

'
I

@

| \
domain. Ly o
e

If the primary DNS Server doesn't have
arecord for the requested domain in
its cache, it sends out the request to
the Root Name Server.

The Root Name Server retums the
address of the relevant Top-Level

: www.google.com
300
216.58.199.132

- !
-
i I | I
)
-
>

l_ domain

how many seconds to
save this record in the
cache.

IP address of this
domain

Root Name
Servers

The Root Name Servers are a
network of a few hundred
servers located in many countries

| The client computer \ \ Domain (TLD) Server.
1 can finally make its / N % B around the world.
1 request of the / , S
\domain. 7 S i
\ ‘7 S~ 0 The DNS Server requests the DNS record
\ ’ / =S ~_  information from the provided TLD Server.
\ & 2
\ ’ ] 0 The DNS Server requests the IP = S
\ l address for the originally =~
\ | ' requested domain from one of o
\ ! the site’s Authoritative DNS
\ I v The TLD Name Server remrns = LD Name
- Servers. with the IP addresses of the e
== When it receives it, it will save Authoritative DNS Servers for
Frs itin its own DNS Cache. the requested domain.

(O S| - .
| Authoritative
s DNS Servers

Web Servers

This entire process might take a few

tenths of a second—millions of such
requests happen every day!

Example Domain

Each TLD (e.g. .com, .edu)
maintains its own Name Servers,
each of which contains a list of IP
address for each of its domain’s
Authoritative DNS Servers.
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Uniform Resource Locators

Uniform Resource Locators (URL) allow clients to request particular
resources (files) from the server.

URL’s consist of two required components:
1. the protocol used to connect and

2. the domain (or IP address) to connect to.

http://www. funwebdev.com/index.php?page=17#article
] T T i ]
Protocol Domain Path Query String Fragment
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Port (URL)

« A portis a type of software connection point used by the underlying
TCP/IP protocol and the connecting computer.

» Although the port attribute is not commonly used in production sites, it can
be used to route requests to a test server, to perform a stress test, or even
to circumvent Internet filters.

« If no port is specified, the protocol determines which port to use. For
instance, port 80 is the default port for web-related HTTP requests.

- Syntax is to add a colon after the domain, then specify an integer port

number. hitp://funwebdev.com:8080/ would connect on port 8080
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Path (URL)

- The path is an important concept to anyone who has ever used a
computer file system.

« The root of a web server corresponds to a folder somewhere on that
server.On many Linux servers that path is /var/www/html/ or something
similar (for Windows it is often /inetpub/wwwroot/).

« The path is optional. However, when requesting a folder or the top-level
page of a domain, the web server will decide which file to send you.
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Query String (URL)

Query strings will be covered in depth when we learn more about HTML forms
and server-side programming. They are a critical way of passing information,
such as user form input, from the client to the server.

* In URLs, they are encoded as key-value pairs delimited by & symbols and
preceded by the ? Symbol

[ ]

?7username=john&password=abcdefg

Delimiters
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Hypertext Transfer Protocol

| ______________________eoee]
Every HTTP request or

- HTTP is an essential part of the bl e i
web.

GET /index.html HTTP/1.1

H(s):::-i(ga:lrt):?’lc:lzrir;laIS.O Request
. Accept: text/htm eaders
«  HTTP establishes a TCP comectimepape | "
connection on port 80 (by default). . |

The server waits for the request, \
Request

and then responds with a Response
- HeaderS, HTTP/1.1 200 OK

Date: Mon, 23 Oct 2017
Server: Apache
R d Vary: Accept—Encoding
- eS pO n Se CO e y Content—Encoding: gzip
Content—Length: 4538 Server
Connection: close Response

- an optional message (which Conent-Tye: e headers
<html>

can include files) e "
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HTTP Headers

Headers are sent in the request from the client and received in the response
from the server. Headers are one of the most powerful aspects of HTTP.

 Request headers include data about the client machine
- Host, User-Agent, Cache settings and more

- Response headers have information about the server answering the
request and the data being sent

- Server, Last Modified, Content Type, Encoding,
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HTTP Request Methods

« The most common requests are the GET and POST request, along with
the HEAD request

« Other HTTP verbs such as CONNECT, TRACE, and OPTIONS are less
commonly used and are not covered.

@pearson Copyright © 2021, 2018, 2015 Pearson Education, Inc. All Rights Reserved



GET Request

« The most common type of HTTP request is the GET request.
* One is asking for a resource located at a specified URL to be retrieved.

- Whenever you click on a link, type-in a URL in your browser, or click on a
bookmark, you are usually making a GET request.

- Data can be transmitted through a GET request, with a query string

<a href="somePage.html1">Hyperlink</a>

Hyperlink
GET /somePage.html http/1.1
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POST Request

* The other common request method is the POST request.

* This method is normally used to transmit data to the server using an HTML
form

<form method="POST" action="FormProcess.php">

Title: Central Park

Country: United States

Eﬂ POST /process.php http/1.1

v
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Response Codes

 Response codes are integer values returned by the server as part of the
response header.

« These codes describe the state of the request, including whether it was
successful, had errors, requires permission, and more.

« The codes use the first digit to indicate the category of response.
- 2## codes are for successful responses,
- 3## are for redirection-related responses,
- 4## codes are client errors.
-  O## codes are server errors.
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HTTP Response Codes

200: OK The request was successful.
301: Moved Permanently Tells the client that the requested resource has permanently moved.

304: Not Modified If the client requested a resource with appropriate Cache-Control headers, the
response might say that the resource on the server is no newer than the one in
the client cache.

401: Unauthorized Some web resources are protected and require the user to provide credentials
to access the resource.

404: Not found 404 codes are one of the only ones known to web users. Many browsers will
display an HTML page with the 404 code to them when the requested resource
was not found.

414: Request URI too A 414 response code likely means too much data is likely trying to be
long submitted via the URL.

500: Internal server error  This error provides almost no information to the client except to say the server
has encountered an error.
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Web Browsers (Fetching a web page)

- Seeing a single web page is facilitated by the browser, which
- requests the initial HTML page, then
- parses the returned HTML to find all the resources referenced from
within it (like images, style sheets, and scripts).

« Only when all the files have been retrieved is the page fully loaded for the
user

* The algorithms within browsers to download, parse, layout, fetch assets, and
create the final interactive page for the user are commonly referred to
collectively as the rendering of the page
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Web Servers

* A web server is, at a fundamental level, nothing more than a process that responds
to HTTP requests.

* Real-world websites typically have many web servers configured together in web
farms.

* Regardless of the physical characteristics of the server, one must choose an
application stack to run a website. This application stack will include

- an operating system,

- web server software,

- adatabase,

- a backend programming language and runtime,

- a set of languages/framewors/libraries for the front-end.
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RS Web Development Stack? RADIX
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Front End Back End Database Server




END
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