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Cryptography 
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Module Objectives

Understanding Cryptographic Techniques

Understanding the Different Encryption 
Algorithms

Understanding the Different Hashing Algorithms

Overview of Different Cryptography Tools and 
Hash Calculators

Understanding Public Key Infrastructure (PKI) 

Understanding Digital Signatures and Digital 
Certificates
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Discuss Cryptographic 
Techniques

Discuss Various 
Cryptography Tools

Discuss Various 
Cryptographic Algorithms

Discuss Public Key 
Infrastructure (PKI)
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Cryptography
❑ Cryptography is the conversion of data into a scrambled code that is encrypted and sent across a 

private or public network

❑ Cryptography is used to protect confidential data, such as email messages, chat sessions, web 
transactions, personal data, corporate data, and e-commerce applications

Objectives of Cryptography

⮚ Confidentiality ⮚ Authentication

⮚ Integrity ⮚ Nonrepudiation

PlaintextCiphertextPlaintext

Encryption Decryption

Ciphertext
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Encryption
❑ Encryption is a way of protecting information by transforming it 

in such a way that the resulting transformed form is unreadable 
to an unauthorized party

❑ To encrypt data, an encryption algorithm uses a key to perform 
a transformation on the data

▪ Symmetric Encryption

▪ Asymmetric Encryption

Types of Encryption

Encryption
Encrypted FEK

User’s Public Key

File Encryption Encrypted File

Encrypted File 
with FEK in  

Header

Symmetric Key (FEK)

Encryption
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Symmetric Encryption
❑ Symmetric encryption is the oldest cryptographic technique used for encrypting digital data in order 

to ensure data confidentiality

❑ It is called as symmetric encryption since a single key is used for encrypting and decrypting the data

❑ It is used to encrypt large amounts of data

Sender Receiver
(Sender uses a secret key to 

encrypt a confidential message and 
sends it to the receiver)

(Receiver decrypts the data using 
the secret key and reads the 

confidential message)

Both the sender and the receiver 
share the same key to encrypt and 

decrypt the data

@##^%%
$$##%$

Hello 
How are 
you?

Encrypted 
Message 

Decrypted 
Message 
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Asymmetric Encryption

❑ Unlike symmetric encryption, asymmetric encryption uses two separate keys to carry out 
encryption and decryption; one key, called the public key,  is used for encrypting messages, 
whereas the second key, called the private key, is used for decrypting messages

❑ It is also called public key encryption and is used to encrypt small amounts of data

Confidential 
Message

Confidential 
Message

Sender Receiver

Private KeyPublic Key

Sender uses the public key to 
encrypt the message and sends it 

to the receiver

Receiver decrypts the data using 
the private key and reads the 

message

Receiver selects a public and a private 
key and sends the public key to the 

sender
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Government Access to Keys (GAK)

GAK means that software companies will give copies of all keys (or at least 
a sufficient proportion of each key that the remainder could be cracked) to 
the government

The government promises that they will hold on to the keys in a secure
manner and will only use them when a court issues a warrant to do so

To the government, this is similar to the ability to wiretapping phones

…
Items to which the GAK has right of access Items to which the GAK has NO right of access

Cryptographic Key

Item A Item B Item C Item D Item E
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Discuss Cryptographic 
Techniques

Discuss Various 
Cryptography Tools

Discuss Various 
Cryptographic Algorithms

Discuss Public Key 
Infrastructure (PKI)
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Ciphers

Ciphers are algorithms used 
to encrypt or decrypt the dataModern Ciphers

Classical Ciphers

A block of plaintext is replaced 
with ciphertext

The letters of the plaintext are 
shifted about to form the 
cryptogram

Substitution cipher

Transposition cipher Public Key

Private Key

Based on the type 
of key used 

Same key is used for 
encryption and decryption

Two different keys are 
used for encryption and 
decryption

Based on the type of 
input data

Block Cipher

Stream Cipher

Encrypts blocks of data 
of fixed size

Encrypts continuous 
streams of data

Types of ciphers
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Secret Key algorithms

11
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Secret Key algorithms
●Block ciphers (e.g., DES, AES)
○ takes key and fixed size input block to generate fixed size output block

●Stream ciphers (e.g., RC4)
○ takes key and generates a stream of pseudorandom bits, XOR’d into data

12
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Due to the inherent weakness of DES with today’s technologies, some organizations triple repeat the process 
(3DES) for added strength until they can afford to update their equipment to AES capabilities

DES is the archetypal block cipher — an algorithm that takes a fixed-length string of plaintext bits and transforms 
it into a ciphertext bit string of the same length

DES is designed to encipher and decipher blocks of data consisting of 64 bits under control of a 56-bit key

Data Encryption 
Standard (DES)
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❑ AES is a symmetric-key
algorithm used by the US 
government agencies to 
secure sensitive but 
unclassified material

❑ It has a 128-bit block size with 
key sizes of 128, 192, and 256 
bits for AES-128, 
AES-192, and AES-256, 
respectively

❑ AES is an iterated block cipher 
that works by repeating the 
same operation multiple times

Advanced Encryption Standard (AES)
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2. The Advanced Encryption Standard (AES) 

●Triple-DES alternative to DES– but slow, has small blocks
●US NIST issued call for ciphers in 1997
●15 candidates accepted in Jun 98 
●5 were shortlisted in Aug-99 
●Rijndael was selected as the AES in Oct-2000
●issued as FIPS PUB 197 standard in Nov-2001 

21
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2.The AES Cipher - Rijndael 

●designed by Rijmen-Daemen in Belgium 
●has 128/192/256 bit keys, 128 bit data
●an iterative rather than feistel cipher
○processes data as block of 4 columns of 4 bytes
○operates on entire data block in every round

●designed to be:
○resistant against known cryptanalysis attacks
○speed and code compactness on many CPUs
○design simplicity

22
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AES Structure

●AES is a non-Feistel cipher that encrypts and decrypts a data 
block of 128 bits arranged in a matrix of 4 columns of 4 bytes 
named state. 
●It uses 10, 12, or 14 rounds. The key size, which can be 128, 192, or 
256 bits, depends on the number of rounds. Key is expanded to 
array of words (state).
●In each round, the state undergoes: 

1 Byte substitution (1 S-box used on every byte) 
2 Shift rows (permute bytes between groups/columns) 
3 Mix columns (subs using matrix multiply of groups) 
4 Add round key (XOR state with key material)

23
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AES Structure- State

25
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AES Structure- Key Expansion

●Objective: To create round keys for each round, AES uses a key-expansion process. 

●If the number of rounds is Nr , the key-expansion routine creates Nr + 1 128-bit round keys from one single 128-bit cipher key. 

●takes 128-bit (16-byte) key and expands into array of 44/52/60 32-bit words

26
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AES Structure- Key Expansion

27

⚫start by copying key into first 4 
words
⚫then loop creating words that 

depend on values in previous & 4 
back words
◦ in 3 of 4 cases just XOR these together
◦ 1st word in 4 has rotate + S-box + XOR 

round constant on previous, before XOR 
4th back



Copyright © by EC-Council. All Rights Reserved. Reproduction is Strictly Prohibited.

AES Structure- Round

28
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AES Structure- SubBytes

●Byte Substitution (SubBytes)
■It is used to substitute a byte, we interpret the byte as two

hexadecimal digits.

29
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AES Structure- SubBytes

●Example

30
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AES Structure- Shift Rows

●Shift Rows
■a circular byte shift to left in each row
■decrypt inverts using shifts to right
■since state is processed by columns, this step permutes bytes 

between the columns

31
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AES Structure- Shift Rows
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AES Structure- Mix Columns

●Mix Columns
■We mix bytes using matrix multiplication
■each column is processed separately
■each byte is replaced by a value dependent on all 4 bytes in the 

column

33
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AES Structure- Add Round Key

●Add Round Key

■XOR state with 128-bits of the round key
■again processed by column (though effectively a series of byte 

operations)
■inverse for decryption identical
■since XOR own inverse, with reversed keys
■designed to be as simple as possible
■a form of Vernam cipher on expanded key
■requires other stages for complexity / security
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AES Structure- Add Round Key

35
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AES Summary

●has a simple structure
●only AddRoundKey uses key
●AddRoundKey a form of Vernam cipher
●each stage is easily reversible
●decryption uses keys in reverse order
●decryption does recover plaintext
●final round has only 3 stages
●Review:
www.securityfit.cz/download/kib/rijndael_ingles2004.swf

37



Copyright © by EC-Council. All Rights Reserved. Reproduction is Strictly Prohibited.

Module Summary

This module has discussed cryptographic techniques, 
different encryption algorithms, and hashing algorithms

It has discussed different cryptography tools and hash 
calculators


