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Key Concepts

= Process of enumeration,

= Tools used to perform enumeration
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Enumeration in Ethical Hacking

. * . . of %O\\'dc* , . .
* Enumeration is extracting a system’s valid usernames, machine names,

share names, directory names, and other information.

s It is a keysecomponent of ethical hacking and‘penetration testing, as it can
providerattackersswith a wealth of information that can be wused-torexploit
vulnerabilities.

* Enumeration can be usedvinsboth an effensive and defensive manner.

* Enumeration is ene of the mostimportantessteps in ethical*hacking because
it gives hackers the necessary information to launch an attack. For
example, hackers who want to crack passwords need to know the
usernames of valid users on that system. Enumerating the target system

can extract this information
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Enumeration can be used to gather any of the following

information:
Operating system details
Network infrastructure details
Usernames of valid users
Machine names
Share names
Directory names
Printer names

Web server details



Why Is Enumeration Important?
e

©
Enumeration lets you understand what devices areronyour-network, where:they-are
€%
located, agzd what services they offer. To put it simply, enumeration can be used to
?"
find security vulnerabilities within systems and networks.

&)

By conducting an enumeration scan, you can see what ports-are open-on:devices,
which ones have access to specific services, and what type of information is being
transmitted. This information can then be used to «exploit~weaknesses and=gain

unauthorized access.

Carrying out an enumeration:scan-requires both@an@ However, it'sva
crucial step in the hacking process as it allows you to gather intelligence about your

Enumervalion
target. o

—5 ,
Enumeration can be performed@or with @utomated-tools) WWhichever method

you choose, it's important to be thorough in your scan to maximize the amount of

information you can collect.
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Enumeration” ™

Dig deeper into the target system

Uncover specific information about the system

Determine what services and settings that are
present

Modify attack to make activity more productive




Enumeration Classification

We can perform enumeration on the following:

NetBios
Enumeration

Unix/ Linux SNMP.
Enumeration Enumeration

Windows Enumeration LDAP

. E o . Enumeration
Enumeration Classification

DNS NTP
Enumeration Enumeration

SMTP
Enumeration
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1- NetBIOS Enumeration

The first step in enumerating a Windows machine is to take advantage of the
NetBIOS API. NetBIOS stands for Network Basic Input Output System. IBM,
in association with Sytek, developed NetBIOS. It was developed as an
Application Programming Interface (API), originally to facilitate the access of
LAN resources by the client's software. The NetBIOS name is a unique 16
ASCII character string used to identify the network devices over TCP/IP; 15
characters are used for the device name and the 16th character is reserved
for the service or name record type.

A

ttackers use the NetBIOS enumeration to obtain:

List of computers that belong to a domain and shares of the individual hosts

on the network

Policies and passwords



If an attacker finds a Windows OS with port 139 open, he or
she would be interested in checking what resources he or

she can access, or view, on the remote system.

However, to enumerate the NetBIOS names, the remote

system must have enabled file and printer sharing.

Using these techniques, the attacker can launch two types of

attacks on a remote computer that has NetBIOS:

The attacker can choose to read/write to a remote computer
system, depending on the availability of shares, or launch a

denial-of-service.



NetBIOS names and suffixes

NetBIOS name

Suffix Description

<computer name>

<computer name>

<computer name>

<computer name>

<computer name>

<computer name>
<username>
<domain name>
<domain name>
<domain name>
<domain name>
<domain name>

<iNet~Services>

4ac

52

87

6A

BE

BF
03

00
1B

<IS~computer name> @0)

Indicates that DEC Pathworks TCP/IP is configured on
the computer.

Also indicates that DEC Pathworks is configured on
the computer.

Signifies that Microsoft Exchange Message Transfer
Agent (MTA) is running on this computer.

Indicates that Microsoft Exchange Internet Mail
Connector (IMC) is running.

Signifies that Netmon Agent (a Microsoft network-
monitoring tool) is running.

Indicates that the Netmon application is running.
Indicates that the Messenger service is running.
Indicates that Domain Name System (DNS) is running.
Identifies the computer as a domain master browser.
Identifies the computer as a domain controller.
Identifies the computer as a domain master browser.
Signifies that Browser Services Election is running.

Indicates that Internet Information Services (lIS) is
running.

Also indicates that IIS is running.



NetBIOS Enumeration

L

Nbtstat utility in Windows displays NetBIOS over TCP/IP (NetBT)
protocol statistics, NetBIOS name tables for both the local and

remote computers, and the NetBIOS name cache

-
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Run nbtstat command “nbtstat.exe -c”
to get the contents of the NetBIOS name cache,
the table of NetBIOS names, and their resolved IP

addresses

Run nbtstat command “nbtstat.exe -a
<IP address of the remote machine>”
to get the NetBIOS name table of a remote computer

32\cmd.exe

tat —¢

reAdninistratorinbt

\Use
Ethernet@:

ode IpAddre [19.10.10.12)

NetBIOS
Name Type

VIN-HIBMN? IHR?C<280 UNIQUE
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ode [ pAddre

: (19.10.10.12)
NetBIOS Remote M.

Type

R2C UNIQUE
GROUP
GROUP
R72C<2 UNIQUE
UNIQUE

MAC Addre

https://technet.microsoft.com



2' SN M P (Simple Network Management Protocol)

Enumeration
SNMP (Simple Network Management Protocol) is an

application layer protocol that runs on UDP, and is used to

maintain and manage routers, hubs, and switches on an IP
network. SNMP agents run on Windows and UNIX networks on
networking devices.

SNMP enumeration is the process of enumerating the user's
accounts and devices on a target computer using SNMP. Two
types of software components are employed by SNMP for
communicating. They are the SNMP agent and SNMP
management station. The SNMP agent is located on the
networking device whereas the SNMP management station is
communicated with the agent.



SNMP contains two passwords that you can use for configuring as well as for
accessing the SNMP agent from the management station.

The two SNMP passwords are:

 Read community string:

Configuration of the device or system can be viewed with the help of this
password

These strings are public

* Read/write communi ing:

Configuration on the device can be changed or edited using this password

These strings are private

When the community strings are left at the default setting, attackers take the
opportunity and find the loopholes in it. Then, the attacker can use these default
passwords for changing or viewing the configuration of the device or system.
Attackers enumerate SNMP to extract information about network resources such
as hosts, routers, devices, shares, etc. and network information such as ARP
tables, routing tables, device specific information, and traffic statistics.



SNMP Master

SNMP clients gather performance intel and report back to a‘sentralized reporting point
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SNMP Enumeration Tools

Getif

http://www.witcs.org

OIDVIEW SNMP MIB Browser

http://www.oidview.com

iReasoning MIB Browser
http://til.ireasoning.com

SNScan

http://www.mcafee.co.

SNMP Scanner

http://www.fecure-bytes.com

=
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SoftPerfect Network Scanner
http://www.softperfect.com

SNMP Informant

http://www.snmp-informant.com

Net-SNMP

http://net-snmp.sourceforge.net

Spiceworks

http://www.spiceworks.com




3- LDAP Enumeration

The Lightweight Directory Access Protocol (LDAP) enables applications

to access directory listings from directory services such as an Active

Directory.

An LDAP is usually integrated into the Domain Name System (DNS) for
quicker resolution of queries and an expedited lookup process. An attacker
can exploit a directory scanner to query the LDAP service through port
389 anonymously. This gives the attacker access to a host of information
that can be misused to orchestrate social engineering or brute force attacks.
Though the impact of such attacks varies, information uncovered by LDAP
enumeration attacks generally includes active directory objects, access lists,

usernames, groups, trusts, sessions, etc.



4- NTP Enumeration

The Network Time Protocol (NTP) is used to synchronize the
system clocks of networked computers. NTP agents are
connected to time servers globally that sync systems across
different time zones. Agents usually request synchronization by
sending mode four packets to the remote machine servers,
which respond with mode three packets. Orchestrating such
attacks require attackers to query the NTP agent via UDP port
123, which returns information related to the machines
communicating with the NTP server, system names, client OSs,

detailed interface info, IP addresses, etc



5- DNS Enumeration

The DNS service enables consistency using zone transfers
to copy the information across servers. The zone transfer
service requires no authentication, enabling malicious actors
to obtain a copy of the entire DNS zone from any DNS
server. This facilitates exposing information about the
configuration of all hosts within the domain, which opens

up security gaps within the network’s topology.



echniques for Enumeration

.
Extract information
Extract user names
w u"" .
0




DNS Zone Transfer TCP 53

DNS Queries UDP 53
SNMP UDP 161
SNMP Trap TCP/UDP 162
Microsoft RPC Endpoint Mapper | TCP/UDP 135
LDAP TCP/UDP 389
NBNS UDP 137
Global Catalog Service TCP/UDP 3268
NetBIOS TCP 139
SMTP TCP 25
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Ports and services to know about:....
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» Most of the DNS information that goes across the network is going to be using port 53.

« Simple Mail Transfer Protocol (SMTP) typically uses port 25. Microsoft RPC endpoints
use TCP 135.

» The global catalog service, which is a stripped-down version of Active Directory that
users and applications take advantage of all the time, queries port 3286.

» The NetBIOS naming service, which is typically the computer name to an IP address,
uses port 137, both TCP and UDP.

» LDAP or LDP is the protocol used by Active Directory, Open Directory, and all the
different directory services out there. It uses TCP and UDP port 389.

« SMB, which is our server message block over NetBIOS, is what creates shared
resources or shared folders, and it uses TCP 139 to make connections.

* We also have SNMP, which uses UDP 161. The other SMB technology that it can use
is TCP, which is going to be associated with port 445 on TCP.



NULL Session

s LiSt Of users and groups

m List of computers and devices

= List of shares

== Users and host SIDs
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NULL Session (Cont.) " ¥\

In a null session, an attacker is able to log in to a target using a null account.
A null account is an account that does not actually exist. How is this
possible? Some systems are vulnerable to allowing anonymous login. Once
a user is able to log in anonymously, the null user is able to retrieve sensitive
information stored on the target.

We can attempt a null session enumeration from our Kali Linux machine
(attacker) on to the target, Metasploitable, by using the rpcclient -U ""
10.10.10.100 command, as shown in the following screenshot:

- lient -U "" 172.16.46.141
Password for [WORKGROUPY]:

rpcclient $> srvinfo
METASPLOITABLE Wk Sv PrQ Unx NT SNT metasploitable server (Samba 3.0.

20-Debian)
platform_id : 500
05 version - 4.9
server type - 0=x9a0@3
rpcclient $> |}




Using the srvinfo command, the target will return its
operating system type to us. For a full listing of
gquery commands, you can use the rpcclient --help
command.

rpcclient %> srvinfo

METASPLOITABLE Wk Sv PrQ Unx NT SNT metasploitable server (Samba 3.0.
20-Debian)

platform_id - 500

05 version - 4.9

server type - 8x9a@3
rpcclient %> srvinfo

METASPLOITABLE Wk Sv PrQ Unx NT SNT metasploitable server (Samba 3.0.
20-Debian)

platform_id - 500

05 version - 4.9

server type - Bx9a@3
rpcclient $> |}




6- UNIX/Linux Enumeration
Commands

» Enumerates the user and the host

» Enables you to view the user’s home directory, login time, idle times, | /
office location, and the last time they both received or read mail -

[root$§] u‘.im&—l @target.hackme.com

now ko W J
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o Helps to enumerate Remote Procedure Call protocol

» RPC protocol allows applications to communicate over the
network

[root] rpcinfo -p 19x.16X.XXX.XX
C’:\’_\_,P_J_—%d/

e Using rpcclient we can enumerate user names on Linux and

0s X
27 SG\ML Y
[root §$] rpcclient $> netshareenum

e -l 160

e Finds the shared directories on the machine

[root §] ‘showmount -e 19x.16x. xxx.x:)(




