Chapter 3
Port Scanning
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Learning Objective

= |[dentify common information-gathering tools and
techniques.



Key Concepts

Determining the network range

|dentifying active machines

Mapping open ports
Operating system (OS) fingerprinting %
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Overview of Network Scanning

- Scanning is the process of gathering additionaldetailed

for an attacker which @nables)him/her goicreate a profile of the)






Types and Objectives of Scanning

The more the information about a target organization, the
greater the chances of knowing a network’s security loopholes
and consequently, for gaining unauthorized access to it. The

followings areftypes used for scanning a network:

Network Scanning Process

- Port Scanning
Sends —_—
.............. e
5 Network-S : = 5 .[cjlr—-J
" ! G.etsnetw.ork Q@
information
Attacker Network

- Vulnerability Scanning
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1- Port Scanning — Lists the open ports and services:

By sending a sequence of messages to break in. Port scanning involves

connecting to or probing TCP and UDP ports on the target system to determine

if the services are {running\or are in a state. The listening state

provides information about:

The operating=system and systemwarchitecture of the target. This is also
known as fingerprinting. An attacker can formulate an attack strategy based

on the operating system’s vulnerabilities.

Discover the services running/listening on the target system. Doing so gives
the attacker an indication of vulnerabilities (based on the service) exploitation
for gaining access to the target system. Sometimes, active services that are
listening may allow unauthorized user access to misconfigure systems or to

run software with vulnerabilities.

ldentify specific applications or versions of-asparticularservice.
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2- Network Scanning (Lists IP addresses): Discover the network’s

liveshosts, {|P-addresses, and open:ports of live machines. Using-open

ports, the attacker will determine the best means of entry into the
system. _

SNV
3- Vulnerability Scanning (Shows the presence of known
weaknesses): Vulnerability scanning is a method used to check
whether a system is exploitable by identifying its vulnerabilities. A
vulnerability scanner consists of a scanning engine and a catalog. The
catalog includes a list of common files with known vulnerabilities and

common exploits for a range of servers.

A vulnerability scanner may, for example, look for backup files or

directory traversal exploits.
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TCP Communication Flags

TCP header contains various flags that control the transmission of data
across a"TCPr connection. Six*TCP-control-flags manage the connection

between hosts and give instructions to the system.

Four of these flags (namely: S¥YN, ACK, ‘FIN, and RST) govern=the

establishment, maintenance, and termination of a connection.

The other two flags (namely: PSH and URG) provide-instructions-to-the
system. The size of each-flagmis=1=bit. As there are six flags in the TCP
Flags section, the size-of-this'section-is=6-bits. \When a flagvalue-is'setto

‘17, that flag is automatically turned-on.



TCP Communication Flags

Data contained There will be Resets a
in the packet no further connection
should be transmissions
processed
immediately
URG FIN RST
(Urgent) (Finish) (Reset)
ACK SYN
L /(Aclmwledgemem) 4 (Synchronize)
v 1
Sends all Acknowledges Initiates a
buffered data the receipt of a connection
immediately packet between hosts

Standard TCP communications are controlled by flags in the TCP packet header
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@ Frame 1: 60 bytes on wire (480 bits), 60 bytes captured (480 bits) on interface 0
# Ethernet II, Src: c2:01:0c:b4:00:00 (c2:01:0c:b4:00:00), Dst: c2:02:13:98:00:00 (c2:02:13:98:00:00)
# Internet Protocol version 4, Src: 192.168.12.1 (192.168.12.1), Dst: 192.168.12.2 (192.168.12.2)

=

Source Port: 41417 (41417)
pestination Port: 23 (23
[stream index: 0]
[TCP segment Len: 0]

Sequence number: 0 relative sequence number
acknowledgment number: 0
Header Length: 24 bytes

=]
e Reserved: Not set
..0 .... .... = Nonce: Not set
.. 0... .... = congestion window Reduced (CwWR): Not set
.0.. .... = ECN-Echo: Not set
.. ..0. .... = Urgent: Not set
.+ «..0 .... = Acknowledgment: Not set
. 0... = Push: Not set
vees 22.. .0.. = Reset: NOt set
Ceees e J=synised
. v... ...0 = Fin: Not set

|window size value: 4128|
[calculated window size: 4128]
o[Checksum:_Oxed6a] [validation disabled]
[Good Checksum: False]
[Bad Cchecksum: False]
Urgent pointer: O
=] (4 bytes), Maximum segment size
= Maximum segment size: 1460 bytes
Kind: mMaximum Segment Size (2)
Length: 4
MSS value: 1460
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TCP Sessio
(Three-way Handshake)

TCP Session Termination

Bill Three-way Handshake Sheela
10.0.0.2:21 #rrerrreeserssssssssssassssssssssb 9000 3.99

' woulg like ¢
o talk with,
..."""'e'e"?-o" port 21, Are you
......-...,_.. ..Y.O.?open?
SYN,SEQy 10T e
ok, let's talk gilll,
b °"?.'!.‘3?.?.‘3....;.1.;.z.........
e
tod SYN+ACK ACK#11
' thanks Sheel

ACK”143 sEQﬁ 11 eeeed

Client

57.}\’ ) &‘U\H- AC'K ) AC“\

Sheela
10.0.0.2.21 10.0.0.3:21

do""”'ththe data transfe,

FIN, seqy 59 e |

mination re‘}\f____...

ed your ter

senseseee®®

0ok, | receiVv

(Acx ACKHS1,

ta sent
| have rece\Ved a\\ theda

<m a7l

....-..--.........k thanks Sheela

--nn.."".

2K ACKi172, spqy 5y D

Client Server




Creating Custom Packet Using TCP Flag

- Colasoft Packet Builder enables the creation of custom network packets to audit networks for various attacks

- Attackers can also use it to create fragmented packets to bypass firewalls and IDS systems in a network
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http://www.colasoft.com

Packet Crafting Tools

NetScanTools Pro (https://www.netscantools.com)
Ostinato (http://ostinato.org)

WAN Killer (http://www.solarwinds.com)

Packeth (http://packeth.sourceforge.net)

LANforge FIRE (http.//www.candelatech.com)
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Scanning Techniques

Scanning is the process of gathering information about systems that are “alive”
and responding on the network. Port scanning techniques help an attacker to
identify the open ports on a targeted server or host. Administrators often use
port scanning techniques to verify security policies of their networks, whereas
attackers use them to identify running services on a host with the intent of
compromising the network. The first step in scanning networks is to check for live

systems.

Once the attackers detect live systems in the target network, they try to find open
ports in the discovered live systems. Sometimes users unknowingly keep
unnecessary open ports on their systems. Attacker takes advantages of such open

ports to launch attacks.



Port Scanning: Common Port Numbers
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PORT
20/21
22

23

25

53

80

110

135
161/162
1433/1434

SERVICE
FTP
SSH
Telnet
SMTP
DNS
HTTP
POP3
RPC
SNMP
MSSQL

PROTOCOL
TCP

TCP

TCP

TCP
TCP/UDP
TCP

TCP

TCP

UDP

TCP
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'J The scanning techniques are categoriesiaccordingtorthestype of protocolused for communication
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(CMP Scanning - Checking for Live Systems

J (Pingiscan involves

—_———

—>

. If the host is alive, it will return an ICMP ECHO reply
or determining if the |GMBISPESSIgRITOUghERFEWaN

—_—

Destination
(192:168.168.5)

= |
ICMP
Echo Re
@rrrnnnnnnannnnn “enn ssssnnnsn
.\
Source
(192.168.168.3)

The ping scan output using Nmap

Scan Tools Profile Help
Target: | 10.10.10.10
Command:

[ ] seviem

0S ¢ Host -

10.10.10.10

Filter Hosts

nmap -sn 10.10,10.10

3 Profile  Ping scan ﬂ Scan  Cancel

Nmap Output Ports / Hosts Topology Host Details Scans |
~| - Details

Starting Nmap 7.60 ( https://nmap.org ) at 2018-01-12
17:16 . Time

Nmap scan report for 10.10.10.10

Host is up (0.00s latency).

MAC Address: 00:0C:29:F4:41:A9 (VMware)

Nmap done: 1 IP address (1 host up) scanned in 3.77
seconds v

nmap -sn 10.10.10.10

https://nmap.org
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_—Checkmg for Live Systems

- Ping sweep is used to determine the live hosts from a range of IP addresses

If a host is alive, it will return an ICMP ECHO reply
) (Attackers calculate subnet masks by using the Subnet Mask Calculators to identify the number of hosts that are present in the

subnet

. Attackers subsequently use ping sweep to create anlinventory of live systéms)in the subnet

© Zenmap - 0 x

Scan Jools Profile Help o >
I o : ICMP Echo Request

Target:  10.10.10.10-20 v Profile v| Scan Cancel

Command:  nmap -sn -PE -PA21,23,80,3389 10.10.10.10-20
ICMP Echo Request

Services Nmap Output Ports / Hosts Topology Host Details Scans >
The ping || o5 « jox + nmap -sn -PE -PA21,23,80,3389 10.10.10.10-20 v (...
sweep ¥ 10.10.10.10 ICMP Echo Reply

Starting Nmap 7.60 ( https://nmap.org ) at 2018-01-12
10.10.10.11 18:18 me Yime

output

192.168.1686)
Py ¥ 10.10.10.12 Nmap scan report for 10.10.10.10
using Host is up (@.00s latency).
MAC Address: 00:0C:29:F4:41:A9 (VMware) > ‘ @
Nmap Nmap scan report for 10.10.10.11 ICMP Echo Request
*g
192.168.1688)

Host is up (0.00s latency).
MAC Address: ©0:8C:29:FA:73:C5 (VMware) Source 192.158.158.

Nmap scan report for 10.10.10.12

Host is up (@.00s latency). 192.168.168.3 ICMP Echo Reply

MAC Address: ©0:0C:29:77:C1:5@ (VMware)

Nmap done: 11 IP addresses (3 hosts up) scanned in 20.75

seconds I -
-

ICMP Echo Request

A

Filter Hosts +




Ping Sweep Tools

Angry IP Scanner pings-each P address to check if they
are alive, then it optionally resolves its hostname,
determines the MAC address, scans ports, etc.

Ping Sweep Tools

@ SolarWinds Engineer’s Toolset
(http://www.solarwinds.com)

@ NetScanTools Pro (https://www.netscantools.com)
@ Colasoft Ping Tool (http://www.colasoft.com)

@ Visual Ping Tester (http://www.pingtester.net)

@ OpUtils (https://www.manageengine.com)

Angry IP Scanner
€2 1P Range - Angry IP Scanner - o X
Scan Goto Commands Favortes Tools Help
1P Range: | 10.10.10.0 | to [ 10.10.10255 | IPRange ~| 3¥

| Hostname: | Server2016 | 01| [Netmask o] [T stant | =
P Ping Hostname Ports [1000+]
[@10.10.10.10 Oms DESKTOP-SVEDCV1 1,7.9,13,17,19,21-23,25,42.53,80-83,91,98,... |
@ 10.10.10.12 Oms  WIN-OJAQ7QISPAI 53,80,88,135,139,389,445,464,503,636
@ 10.10.10.16 Oms  Server2016 80,135,139,445
@ 1010108 Oms  VICTIM-8 135,139,445
@ 1010109 Oms  jason-Virtusl-Machine 80
@000 Oms el 2

€@ 1P Range - Angry |

Scan Goto Commands Favorites Tools Help

1P Range: | 10.10.10.0 | to [ 10.10.10255 | [PRange v %t
Ready Server2016 pt| [Netmask | [Bswn | =

Ly dsels 1P address details
@ 10.10.10.16
@ 1010108 [ 10.10.10.10 ~
@ai0109 Mosname.  DESKTOP-SV60CY1
@ 1010101 Ports: 1,7.81317,19,21-
23,25,42,53,80-
83,91,98,110,111,113,119,123,135,139,143,443,44
5,593,636
v
Ready Wighey: ARV Uity 1THEaus U w

http://www.angryip.org




2 The TCP Connect scan detects'when a port'is openafter
‘completing the three-way handshake

J TCP Connect scan éstablishes'afull connection and tears
‘it down by sending an RST packet

- |

SYN Packet + Port (n)

Scan result when h
a port isiopen) )

sssssssssssssssssnsassssssssnssansanaP

P T T L L L L T T T T I TITIIIIY

Attacker ol Target
SYN Packet + Port (n)
SEssssssssssssssssssEssRsassnssnnnns
scan result When E LLL L L L L L L L L L LT LT LT LTI LT T T
a port is@losed | RST
Attacker Target

* Zenmap - o X
Scan  Jools Profile Help
Target: | nmap 10.10.10.10 | profile ] [scan| [Concel
Command: | -5T -v nmap 10.10.10.10
Sevices | Nemap Output Ports/Hosts Topology Host Details Scans
05 ¢ Host o #-sT-vnmep10.10.10.10 E] Details
"

Starting Nmap 7.6@ ( https://nmap.org ) at 2018-01-12 18:44
¥ 10001010 - W Time
Initiating ARP Ping Scan at 18:44
Scanning 10.10. (1 port)
Completed ARP Ping Scan at 13:44, 0.74s elapsed (1 total hosts)
Initiating Parallel DNS resolution of 1 host. at 18:44
Completed Parallel DNS resolution of 1 host. at 18:44, 0.00s
elapsed
Initiating Connect Scan at 18:44
Scanning 10.10.10.10 (1000 ports)
Discovered open port 139/tcp on 10
Discovered open port 445/tcp on
Discovered open port 135/tcp on
Discovered open port 88/tcp on X
Discovered open port 443/tcp on 10.10.

iming: About 72.93% done; ETC: 18:47 (0:00:56

remaining)

Discovered open port 5357/tcp on 10.10.10.10
Completed Connect Scan at 18:47, 212.18s elapsed (1000 total
ports)

Nmap scan report for 10.10.10.10

Failed to resolve “nmap".

Host is up (1.0s latency).

Not_shown: 994 closed ports

PORT STATE SERVICE

80/tcp open http

135/tcp open msrpc

139/tcp open netbios-ssn

443/tcp open https

445/tcp open microsoft-ds

5357/tcp open wsdapi

BAC Address: ©0:0C:29:F4:41:A9 (VWware)

Read data files from: C:\Program Files (x86)\Nmap
Mmap done: 1 IP address (1 host up) scanned in 218.3@ seconds
Rew packets sent: 1 (288) | Rcvd: 1 (288)

Filter Hosts
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Stealth Scan (Half-open Scan)

\occa\ﬂse 5 iy gends SYN lour
NVEX comPlehe We conneckion

) The Stealth scan involves resetting the TCP connection between
the client and server abruptly before completion of three-way
handshake signals, hence, making the connection half open

Port is open

SYN (Port 80)

WY — Q&
) Attackers use“s’tealth scanning’{t&chniques to bypass firewall
rules, I%ulu mechanism, and hide themselves as usual under
network traffic

Sheela
10.0.0.2:2342 10.0.0.3:80

Stealth Scan Process

The client sends a single S¥N'packet to the server to the 01
appropriate port

Port is closed

If the port is open, subsequently, the server will responds 02
with an SYNJACK packet

If the server responds with an RSP packet, then thefremote 03
port is in the "closed” state

Sheela

10.0.0.2:2342 10.0.0.3:80
The client sends the RSTpacket to close thednitiation before Q4

a connection can ever be established
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Inverse TCP Flag Scanning

2end unuzuel Mok Yo conture W g yshom
220wl (UKL ; ¥ N2 NUN , REWY

NO veePonset —ofen
R cfesed

Attackers send TCP probe packets with a TCP flag (FIN, URG, PSH) set or with no flags,

no response implies that the while RST means that the portiis closed
7 MEans that the p
Port is .~ B e L)
open / K G e
Attacker
POI' t iS Q Probe Packet (FIN/URG/EHINULI.)
closed 5 n3mx Smeneamn i A ma s A AR AR A

Attacker Target Host

Note: Inverse TCP flag scanning is known as FIN, URG, PSH scanning based on the flag set in the probe packet. It is known as null scanning if there is no flag set

———
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Xmas Scan

In Xmas scan, attackers send a TCP frame to a remote device
with(FIN, URG, and PUSH flags set

FIN scan works only with@©Ses with REC793-based TCP/IP

implementation

It will'not work'againstany current version of Microsoft Windows

no
fe RN

FIN + URG + PUSH

Port is ) © Zou—

10.0.0.6

FIN + URG + PUSH

Port is O N
closed st

Attacker
IMo.o.o.s

10.0.0.8:23

Xmas Scan Using Nmap

* Zenmap

Scan  Tools

Command:

[CHoss | senices |

0S ¢ Host
W 10101010

Filter Hosts

= =] X

Profile Help
Target:  nmap 10.10.10.10

v Profie ~| Ban [Gonce

# -sX -v nmap 10.10.10.10

Nmap Output Ports / Hosts Topology Host Details Scans

# -sX -v nmap 10.10.10.10 Z| Details

Starting Nmap 7.6@ ( https://mmap.org ) at 2018-01-12 19:28

Wl Standard Time

Initiating ARP Ping Scan at 19:28

Scanning 10.10.10.10 [1 port]

Completed ARP Ping Scan at 19:28, ©.75s elapsed (1 total hosts)
Initiating Parallel DNS resolution of 1 host. at 19:28
Completed Parallel DNS resolution of 1 host. at 19:28, 5.52s
elapsed

Initiating XMAS Scan at 19:28

Scanning 10.10.10.10 [1000 ports)

Increasing send delay for 10.10.10.10 from @ to 5 due to 43 out
of 143 dropped probes since last increase.

Completed XMAS Scan at 19:28, 6.98s elapsed (1000 total ports)
Nmap scan report for 10.10.10.10

Failed to resolve “nmap*.

Host is up (0.00s latency).

All 1000 scanned ports on 10.10.10.10 are closed

MAC Address: ©0:0C:29:F4:41:A9 (VMware)

Read data files from: C:\Program Files (x86)\Nmap

Mmap done: 1 IP address (1 host up) scanned in 18.73 seconds
Raw packets sent: 1076 (43.028KkB) | Rcvd: 1001

(40.028k8B)
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ACK Flag Probe Scanning - - -
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ond Windowd Yield

- Attackers send TCP probe packets with ACK flag set to a remote device and then analyzes the header
information (TTL and WINDOW field) of received RST packets to find out if the port is open or closed

L64
TTL based ACK flag probe scanning

ACK Probe Packets > s

Attacker Target Host

If the TTL value of RST packet on a particular port is{€ss
than the boundary value of\64) then that port is open

< 6Y — cden
> bU—c\oredd

non z¢vo
WINDOW based ACK flag probe scanning
~—

ACK Probe Packets

Grrrorrnrnnnsnnsnnnnssnsansannes -
RST Responses )

Attacker Target Host

If the WINDOW value of RST packet on a particular
port has amonzerowvalue, then that portisopen

O —>Cewm
any et niamoeY — c\oweok




ACK Flag Probe Scanning (cont..)

J ACK flag probe scanning can also be used toicheckthe filtering system of target
—
J Attackers send an ACK probe packer with a random sequence number, fioresponse implies that the portisfiltéred

(stateful firewall is present) and‘RST résponse means that the port is not filtered

‘ Stateful Firewall is Present

‘ Probe Packet (ACK)

Attacker

‘ No Fizewall

Probe Packet (ACK)

Scan  Jook Profle Help
Torget  nmap 10.10.00.11

Command  # .5A v nmagp 10000011

(o] s

05 ¢ Homt
» wnuw
® wuen

Filer Hosts

v Profile v Scn

Nmap Output  Ports / Mests  Topology Most Detads  Scans
# 3A v nmap 10.10.00.11 - Detais

Starting Weap 7.60 ( nttps://mmap.org ) at 2018-01-12 19:33
Standard Time

Initisting ARP Ping Scen st 19:33

Scanning 10.10.10.11 [1 port)

Completed ARP PL Scon ot 19:33, 0.81s elapsed (1 total mosts)

Initisting Parallel ONS resolution of 1 hest. et 19:33

Completed Parallel ONS resolution of 1 hest. st 19:33, 0.00s

elapsed

Initisting ACK Scan st 19:33

Scanning 10.10.10.11 (1000 ports]

Completed ACK Scan at 19:3), 0.00s elapsed (1000 total ports)

Neap scan report for 10.10.10.11

Failed to resolve “nmap”

Host is uwp (9.00098s latency)

ALl 1000 scanned ports on 10.10.10.11 are unfiltered

00:0C:29:FA:73:C5 (VWare)

Bead data files from: C:\Program Files (x86)\Nmap

Mo done: 1 IP address (1 host up) scanmed In 11.28 secomds
Raw packets sent: 1001 (40.028k8) | Rcva: 1001

(40.02818)
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IDLE/IPID Header Sca= 7 "

i st ek (Wirmse\ )
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&) Every IP packet on the Internet has a fragment identification number (IPID); OS increases the IPID for each packet sent,
thus, probing an IPID gives an attacker the number of packets sent after the last probe

& A machine that receives an unsolicited SYN | ACK packet will respond with an RST. An unsolicited RST will be ignored

SYN Packet to port 80 spoofing zombie’s IP as source =

@ Send SYN + ACK packet to the zombie machine to probe its ~ @
IPID number -

@» Azombie machine not expecting an SYN + ACK packet will
send RST packet, disclosing the IPID. However, always analyse
the RST packet from the zombie machine to extract IPID

@ send SYN packet to the target machine (port 80) to spoof the

H >
“ s RST (IPID=31330) i chine
IP address of the “zombie : " -ﬂ;ﬁw‘—m Roex s FER)

@, ifthe port is open, the target will send SYN+ACK Packet to the -~ SYN Packet to port 80 spoofing zombie’s IP as source —_—
zombie and in response the zombie will send an RST to the 9
target : Port is Closed
..,
1 . ; Attacker
6. If the port is closed, the target will send an RST to the zombie - ) Rsy ...,
A h 5 AN 6.0FeC B Pl . D
but the zombie will not send anything back o PN i =3, 3355 e-.,. o~
oy N o
®. Probe the zombie IPID again IPIDlincreasediby 2willindicate P O e > ’-
o Leevarensessasensensaseaseosagoforssifiieosss S
ﬁﬂherea 1 RST (IPID=31338) o Zombie Machine

1 a
ore cleviet

. Rot \S E\BRE
onlY a¥eoOkeY incweose oY L—>weent



~YasveY

-No 3-woandtwoke
No vesRonise — oten
Unrzachalove wessoae — A\owed

unpr

Are you open on UDP Port 29?

R T P PP TP TTTTTTRS =

‘ If Port is al
essage is received

@ Thereisno three -way TCP handshake for UDP scan

© The systemidoesinot espond with a message when the @Ortis OpER>

5

Server

Attacker

@ If a UDP packet is sent to a closed port, the system will respond with an

'ICMP port unreachable message
e Spy,w_aLe;s, Tr_mﬂr_s_es, and other malicious applications use\UDP port

= Zenmap

Scan  Jooks Profile Help
nmap 10.10.10.1

Target:

- o 4

] profie ] Banl |[conc

Command:  # -sU -v nmap 10,10.0.11

Sevices | Nmap Output Ports / Hosts Topology Host Details Scans

0S ¢ Host
10001000
LR A AR

Filter Hosts

25U -v amap 10.10.10.11 N ¢ [Detait

Starting Nmap 7.6@ ( https://nmap.org ) at 2018-01-13 10:51
W Standard Time
Initiating ARP Ping Scan at 10:51
Scanning 10.10.10.11 [1 port]
Completec ARP Ping Scan at 10:51, 0.765 elapsed (1 total
hosts)
Initiating Parallel DNS resolution of 1 host. at 10:51
Completed Parallel DNS resolution of 1 host. at 10:51, 0.00s
elapsed
Initiating UDP Scan at 10:51
Scanning 10.10.10.11 [100@ ports]
Increasing senc delay for 10.10. l. 11 from @ to 50 due to
max_successful_tryno increas:
[n:relsh‘ send delay for 10.10. lO 11 from 5@ to 100 due to
11 out of 24 _dropped probes since last increase.

i About 11.38% done; ETC: 10:56 (0:04:01

remaining)
Completed UDP Scan at 11:08, 995.27s elapsed (1000 total
ports)
Neap scan report for 10.10.10.11
Failed to resclve “nmap™.
Host is up (0.000072s latency).
All 1000 scanned ports on 10.10.10.11 are closed (921) or
npenlfll!ered (79)
i ©9:0C:29:FA:73:C5 (VMware)

Read gata files from: C:\Program Files (xB6)\Nmap
MNmap done: 1 IP address (1 host up) scanned in 10€2.37
seconds

Raw packets sent: 1846 (53.832kB) | Rcva: 1903
(107.852¢8)




ConfiguréfiféwallandIDSFulés to detect and
block probes

" Run the port scanning tools against hosts on the
network to determine whether the firewall
properly detects the port scanning activity

~ Ensure that the mechanism used for routing and

filteringat the routers and firewalls respectively
(cannotbe bypassediusing a particular source ports

or source-routing methods

Ensure that the routér, IDS, and firewall firmware
are gpdatedito their latest releases/version

Use custom rule set to lock down the network and
blockunwantediportat the firewall

CFilterall ICMIP messages (i.e. inbound ICMP message
types and outbound ICMP type 3 unreachable

messages) at the firewalls and routers

Perform TCP and UDP scanning along with ICMP
probes againstyour organization’s IP address space
to check the network configuration and its
available ports

Ensure that the antiséanning and anti spoofing
rules are properly configured




Banner grabbing or OS fingerprinting is the method used todeétérminetheoperating system running on a remote target
system: There are two types of banner grabbing: active andpassive

Identifying the OS used on the target host allows an attacker tofigureoutthe vulnerabilities thesystem posses and
the exploits that might work on a system to furthercarryout additionalattacks

neeols o inveXack

Active BANNEHGABBINGg « . e ‘ocok

© speciallycrafted packetsare senttoremote:0S and the
responses are noted

@ The nesponses are then compared with a databaseto
determine the OS

© Responses from different OSes varies due to differences

No need ko
(Passive Banner Grabbing i, ook vt

Wt Hod esvor A\l *Nfse*

Error messagesprovide information such as the typeofserver)
type of OS, and SSL tool used by the target remote system.

< Sniffing the network traffic

Capturing and analyzing packets from the target enables an
attacker to determine the OS used by the remote system.
© Banner grabbing from page extensions

Looking for an extension in the URL may assist in determining
the application’s version.

Example: .aspx => IS server and Windows platform




How to Identify Target System OS

W

. Attacker can identify the'OS running on the target machine by looking atthe TimeTo
Give(TTL) and TEPWindow size in the IP header of the first packet in a TCP session

J Sniff/capture the response generated from the target machine by using packet-
sniffing tools like Wireshark and observe the TTL and TCP window size fields

Cedama BEDXD
bite
Mo Time . Destnation
1 0. 00000000 74,125.158.43 10.0.0.7
2 0.00072800 74.125.1%8. 43 10.0.0.7
3 0.00073100 74.125.158.43 10.0.0.7
4 0.0010940010.0.0.7 74,125,158,

* Frame 4: 60 bytes on wire (480 bits), 60 bytef
* Ethernet 11, Src: veware _6d:cb:la (00:0c:29:6f
“ Internet Protocol version 4, src: 10.0.0.7 (1
version: &
weader length: 20 bytes

Possible OS is Windows 7

® Flags: Ox02 (Don t Fragment)
Fr offset: 0

ocoll
* weader checksum: Oxd973 [correct]
source: 10.0.0.7 (10.0.0.7)

0000 00 50 56 @3 6e 10 00 Oc 29 64 cb 1a 08

0010 00 28 2 ad 40 00 UK 06 @9 73 Oa 00 00
@ M Timeto bve (ptth) 1 byte Packets 10288

Ble Ede Yiew o Coptwe Anshoe Setutics Telephomy Isok intemel ey
AeveoT2 [@E caaan avnx B

LR NN AR ¥

2. 54538400 T80 : 9Caa: §170: 56¢
3.13837400 vemare_7c:63:16
7. 1385800 veware_e): 60:10
3. 66917100 veware_ab: f0:bc
1. 66920200 veware. 7c161:16

Total Length:
e

* weader checksum: Ox4§18 [m—uu]
Jource! 10.0:0.10 (10.9.0,10
M I\‘

00 Oc 29 7c 6) 16 00 Oc 20 &b
0010 00 28 de a2 40 00 I 06 48 18
0020 00 OC 50 <0 17 7a ae f9
0030 00 @3 b 30 00 00 00 00 00 00

Ble §dt Yiew Go Copture frahae Sttetics Teephony Jook rtemals ey
neso72 [@E acaan s¥8% B

02::1:2
Vinare_el:6e:l0  ARP
veware 7c163:16 ame
Venare_7c:63:16 A
Ve e_ab :10:b¢ L

-

unmloao) Tell 10.0.0.12
60 10.0.0.2 15 at 00:50:56:0):6e:10

60 who has 10.0.0.127 Tel) 10.0.0.10
42 10.0.0.12 15 at 00:0¢:29:7¢:61:16

. :‘1’:"3233"22.,? Possible OS is Linux

(!Qli(‘ ve sequence nusber)

-
0 be 08 00 45 00
Oa 00 00 Oa 0a 00
#0 14 aa b9 50 10
00 00

1CIt XI0: Oxbiadad CID: 0001000120

gach 0% hag o Vot o
I (Rwee Co\wve) 4 Voin dow Tt

Values for the Operating Syste

Linux (Kernel
Google Linux
FreeBSD
OpenBSD
Windows 95
Windows 2

Windows X

Windows 48, Vista and 7

(Server 2008)

iOS )2.4 (Cisco Routers)

aris 7

AlX 4.3

\d and 2.6) 5840
64 5720
64 65535
64 16384
32 8192
28 16384
1 65535
128 8192
255 28
255 87

64 16384




Drawing Network Diagrams 7{

JcDrawing target’s network diagram givesvaluableinformation about the networkandiitsarchitecture to an attacker
J Network diagramshows logicalor physical path to agpotential target




. The network scanning penetration test helps to determine the network's security posture by identifying
live systems, discovering open ports, associating services, and grabbing system banners from a remote
location to simulate a network hacking attempt

J The penetration testing report will help the system administrators to:

Close unused Disable

unnecessary Hide or customize Troubleshoot
services 7 banners service Calibrate
@ configuration firewall rules

errors @

)
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Scanning Pen Testing (cont’'d) - -~ o o

Perform port scanning

\4

Scan beyond IDS and firewall - ===

Perform banner grabbing
/0OS fingerprinting

Draw network diagrams

v

...... >

...... >

Use tools such as Nmap, Angry
IP Scanner, etc.

Use tools such as Nmap,
NetScanTools Pro, etc.

Use techniques such as packet
fragmentation, source routing, etc.

Send specially crafted packets
and sniff the responses

Use tools such as Network Topology
Mapper, OpManager, etc.

W \mbﬁ?‘
é<.—

Check for the live hosts using tools such as
Nmap, Angry IP Scanner, SolarWinds
Engineer’s toolset, NetScanTools Pro, etc.

Check for open ports using tools such as
Nmap, NetScanTools Pro, Hping3, PRTG
Network Monitor, SuperScan, etc.

Scan beyond IDS and firewall using
techniques such as packet fragmentation,
source routing, IP address spoofing, etc.

Perform banner grabbing/OS fingerprinting
by sending specially crafted packets to the
targeted machine and then comparing the
responses with the database

Draw network diagrams of the vulnerable
hosts using tools such as Network Topology
Mapper, OpManager, The Dude,
NetSurveyor, NetBrain, etc.

Document all the findings




X
Nmap

Nmap (Network-Mapper)
One of the most widely-used-security-tools

Is a port scanner with capability to perform-a-number
of different scan types

Available in Windows, Linux, MacOS, and others
Command-line application and graphical user interface
(GUI) version (Zenmap)
To perform an Nmap scan at Windows command
prompt:
nmap <IP address> <options>



WO Lo WV E (1t boe meqe)

SCAN PERFORMED

NMAP COMMAND

-5S SYN scan
X XMAS tree scan

Ping scan

Protocol scan

QP B O A S e




Nmap (Cont.)

= Example: nmap —-sT 192.168.123.254

= Response:

Starting Nmap 7.60 (http://nmap.org) at 2017-10-17 10:37
Central Daylight Time

Interesting ports on 192.168.123.254:
Not shown: 1711 filtered ports

PORT STATE SERVICE

21/tcp open ftp

80/tcp open http

2601/tcp open zebra

2602/tcp open ripd

MAC Address: 00:16:01:D1:3D:5C (Linksys)

Nmap done: 1 IP address (1 host up) scanned in 113.750
seconds



Using Nmap

Results display status of port in one of three
states:

Open: Target device is acecepting-connections
on the port

Closed: Port is not listening or accepting
connections
Filtered: Firewall, filter, or other network

device is monitoring the port and preventing
full probing to determining its status



SuperScan

Scan | Host and Service Discovery | Scan Options | Todks | Windows Erumeralion | About |

IPs

HostnomedP [192169.123.254 | [see | EndIP Oiear Sekected |

StantIP 192 . 168 . 123 . 25¢ LAl et |
& 5 Clear Al Q

Eip x|[7% 1w 5 A

ReadIPs ko fle 2 |

[152°185. 123.254 |
Hosunane: (Unknown)
TCP poxes (3) 21,860,518
UDP poxes (2) 9,53
Total live hosts discovered 1
Total open TICP ports 3
Total open UDF ports 2 :I
|
| |Performing hostname resolution... =l

S Performing banner grabs...
TCP bannex grabbing (3 porus)
UDP banner grabbing (2 porxes)
Peporcing scan resulce. .

Discovery scan finished: J

m L‘L‘ View HTML Resuts |

LT T L T L L LT T T LT L LT P L TR LT T ]

100:21  Saved log file Live: 1 TCPopen:3  UDPopen: 2 171 done

SuperScan is a Windows-based port scanner designed to scan TCP
and UDP ports, perform ping scans, run Whois queries, and use
Traceroute.



Scanrand

mm ScCanning tool

Can scan a single host or large-scan

networks

Scans ports in parallel using technique

known as stateless scanning

Used when large numbers of IP

addresses need to be scanned quickly




« Stores a collection of normal responses that
can be provided to ports to elicit a response
when scanning services that use encryption

 Allows security professionals the ability to find
services that have been redirected from
standard ports



Mapping the Network

= Create a network diagram to show vuinerable or
potentially vulnerable-devices-on-target-network

« SolarWinds, Auvik, Open-AudIT, The
Tools Dude, Angry IP Scanner, Spiceworks
Map IT, and Network Notepad

* Record info in notebook or
spreadsheet




Analyzing the Results

1. Analyze the services that have been revealed.

2 Explore vulnerabilities for each service or
system.

3. Research and locate any potential exploits that
can be used to attack the system.

The attacker can use a search engine to gather
information about potential attacks by searching
the OS and exploits.



Summary

|dentification of target systems
Port and vulnerability scanning techniques

Network mapping tools



