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Learning Objective

§ Identify common information-gathering tools and 
techniques. 



Key Concepts

§ Determining the network range

§ Identifying active machines

§ Mapping open ports

§ Operating system (OS) fingerprinting

§ Network mapping



Overview of Network Scanning
§ Scanning is the process of gathering additional detailed

information about the target by using highly complex and

aggressive reconnaissance techniques.

§ Network scanning refers to a set of procedures used for

identifying hosts, ports, and services in a network.

§ It is one of the most important phases of intelligence gathering

for an attacker which enables him/her to create a profile of the

target organization.



§ The purpose of scanning is to discover exploitable

communications channels, probe as many listeners as

possible, and keep track of the ones that are responsive or

useful to an attacker’s particular needs.

§ In the scanning phase of an attack, the attacker tries to find

various ways to intrude into a target system. The attacker

also tries to discover more about the target system to find out

if there are any configuration lapses in it.

The attacker then uses the information obtained during the 

scan to develop an attack strategy.



Types and Objectives of Scanning 

The more the information at hand about a target organization, the

greater the chances of knowing a network’s security loopholes

and consequently, for gaining unauthorized access to it. The

followings are types used for scanning a network:

1. Port Scanning

2. Network Scanning

3. Vulnerability Scanning



1- Port Scanning – Lists the open ports and services:

By sending a sequence of messages to break in. Port scanning involves

connecting to or probing TCP and UDP ports on the target system to determine

if the services are running or are in a listening state. The listening state

provides information about:

o The operating system and system architecture of the target. This is also

known as fingerprinting. An attacker can formulate an attack strategy based

on the operating system’s vulnerabilities.

o Discover the services running/listening on the target system. Doing so gives
the attacker an indication of vulnerabilities (based on the service) exploitation

for gaining access to the target system. Sometimes, active services that are

listening may allow unauthorized user access to misconfigure systems or to

run software with vulnerabilities.

o Identify specific applications or versions of a particular service.



2- Network Scanning (Lists IP addresses): Discover the network’s

live hosts, IP addresses, and open ports of live machines. Using open

ports, the attacker will determine the best means of entry into the

system.

3- Vulnerability Scanning (Shows the presence of known

weaknesses): Vulnerability scanning is a method used to check

whether a system is exploitable by identifying its vulnerabilities. A

vulnerability scanner consists of a scanning engine and a catalog. The

catalog includes a list of common files with known vulnerabilities and

common exploits for a range of servers.

A vulnerability scanner may, for example, look for backup files or

directory traversal exploits.



TCP Communication Flags 
§ TCP header contains various flags that control the transmission of data

across a TCP connection. Six TCP control flags manage the connection

between hosts and give instructions to the system.

§ Four of these flags (namely: SYN, ACK, FIN, and RST) govern the

establishment, maintenance, and termination of a connection.

§ The other two flags (namely: PSH and URG) provide instructions to the

system. The size of each flag is 1 bit. As there are six flags in the TCP

Flags section, the size of this section is 6 bits. When a flag value is set to

“1”, that flag is automatically turned on.



TCP Communication Flags





TCP/IP Communication



Creating Custom Packet Using TCP Flag



Scanning Techniques 
§ Scanning is the process of gathering information about systems that are “alive”

and responding on the network. Port scanning techniques help an attacker to
identify the open ports on a targeted server or host. Administrators often use

port scanning techniques to verify security policies of their networks, whereas

attackers use them to identify running services on a host with the intent of

compromising the network. The first step in scanning networks is to check for live

systems.

§ Once the attackers detect live systems in the target network, they try to find open

ports in the discovered live systems. Sometimes users unknowingly keep

unnecessary open ports on their systems. Attacker takes advantages of such open

ports to launch attacks.



Port Scanning: Common Port Numbers



Scanning Techniques



ICMP Scanning - Checking for Live Systems



Ping Sweep-Checking for Live Systems 



Ping Sweep Tools



TCP Connect / Full Open Scan 



Stealth Scan (Half-open Scan) 



Inverse TCP Flag Scanning 



Xmas Scan 



ACK Flag Probe Scanning



ACK Flag Probe Scanning (cont..)



IDLE/IPID Header Sca



UDP Scanning 



Port Scanning Countermeasures



Banner grabbing



How to Identify Target System OS



Drawing Network Diagrams



Scanning Pen Testing



Scanning Pen Testing (cont’d)



Nmap

§ Nmap (Network Mapper)
• One of the most widely used security tools
• Is a port scanner with capability to perform a number 

of different scan types
• Available in Windows, Linux, MacOS, and others
• Command-line application and graphical user interface 

(GUI) version (Zenmap)
§ To perform an Nmap scan at Windows command 

prompt:
nmap <IP address> <options>





Nmap (Cont.)
§ Example: nmap –sT 192.168.123.254
§ Response:
Starting Nmap 7.60 (http://nmap.org) at 2017-10-17 10:37
Central Daylight Time
Interesting ports on 192.168.123.254:
Not shown: 1711 filtered ports
PORT STATE SERVICE
21/tcp open ftp
80/tcp open http
2601/tcp open zebra
2602/tcp open ripd
MAC Address: 00:16:01:D1:3D:5C (Linksys)
Nmap done: 1 IP address (1 host up) scanned in 113.750 
seconds



Using Nmap

§ Results display status of port in one of three 
states:
• Open: Target device is accepting connections 

on the port
• Closed: Port is not listening or accepting 

connections
• Filtered: Firewall, filter, or other network 

device is monitoring the port and preventing 
full probing to determining its status



SuperScan

SuperScan is a Windows-based port scanner designed to scan TCP 
and UDP ports, perform ping scans, run Whois queries, and use 
Traceroute. 



Scanrand

Scanning tool

Can scan a single host or large-scan 
networks

Scans ports in parallel using technique 
known as stateless scanning

Used when large numbers of IP 
addresses need to be scanned quickly



THC-Amap

THC-Amap (The Hacker’s Choice – Another 
Mapper)

• Stores a collection of normal responses that 
can be provided to ports to elicit a response 
when scanning services that use encryption

• Allows security professionals the ability to find 
services that have been redirected from 
standard ports 



Mapping the Network

• SolarWinds, Auvik, Open-AudIT, The 
Dude, Angry IP Scanner, Spiceworks 
Map IT, and Network NotepadTools

• Record info in notebook or 
spreadsheetManual 

maps

§ Create a network diagram to show vulnerable or 
potentially vulnerable devices on target network



Analyzing the Results
1. Analyze the services that have been revealed.
2. Explore vulnerabilities for each service or 

system.
3. Research and locate any potential exploits that 

can be used to attack the system.

The attacker can use a search engine to gather 
information about potential attacks by searching 
the OS and exploits.



Summary

§ Identification of target systems

§ Port and vulnerability scanning techniques

§ Network mapping tools


