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Fundamentals of Cybersecurity
Executive Summary

Cybersecurity is defined as the protection of internet-connected systems—including
hardware, software, & data—from cyberattacks. This briefing outlines the foundational
framework of the field, centered on the C.I.A. triad: Confidentiality, Integrity, & Availability.
A robust security posture is achieved not through technology alone, but through the integration
of three critical pillars: Policies & Procedures, Technology, & People.

Effective cybersecurity employs a defense-in-depth strategy, which utilizes multiple layers
of security to protect information assets. These layers span from physical security to data-level
protections. By underst&ing the critical characteristics of information & the various states in
which data exists (storage, transmission, & processing), organizations can implement
comprehensive controls to mitigate risks & ensure operational resilience.

The Pillars & Components of Cybersecurity
Cybersecurity is built upon three foundational pillars that must work in unison to protect an
organization:
e Policies & Procedures: Administrative controls that provide plans & guidance.
e Technology: Software & hardware-based solutions designed to protect systems.
e People: The individuals who must be educated & made aware of their roles &
responsibilities to ensure the system remains secure.
Components of an Information System (IS)

A secure Information System is comprised of five interconnected components, each with its

own strengths & weaknesses:

1. Software
2. Hardware
3. Data

4. People

5. Procedures
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Critical Characteristics of Information

The value of information is derived from the characteristics it possesses. While the C.I.A.

triad represents the primary goals, a comprehensive security strategy considers several other

factors.

The C.I.A. Triad

« Confidentiality: Preventing disclosure or exposure to unauthorized individuals or
systems (e.g., protecting credit card numbers, PII, or health records).

e Integrity: Ensuring information is accurate, complete, & authorized. Integrity is
threatened by corruption, damage, destruction, or disruption of the information’s
authentic state.

e Availability: Ensuring authorized users can access information when & where it is

needed, in the correct format, without interference.

Exp&ed Information Characteristics

Beyond the triad, the following characteristics are essential for maintaining information

value:

e Accuracy: Information must be free from mistakes & meet the end user’s
expectations. Intentional or unintentional modifications render information inaccurate.
o Authenticity: The state of being genuine or original rather than a reproduction.
Information is authentic if it remains as it was originally created or stored.

« Utility: Information has value only if it serves a purpose & is in a format meaningful
to the end user.

e Possession: The ownership or control of an object or item. A breach of confidentiality
always results in a breach of possession (ownership), but a breach of possession does

not always result in a breach of confidentiality.

The McCumber Cube: Dimensions of Cybersecurity
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The McCumber Cube provides a graphical explanation of the interconnections between

different information security factors across three dimensions:

Dimension Attributes

Security Goals |Confidentiality, Integrity, Availability

Information Storage: Data at rest (DAR); Transmission: Data in transit (DIT);

States Processing: Operations performed on data
Security Policy: Administrative plans; Education: User awareness; Technology:
Controls Hardware/Software solutions

Defense-in-Depth: A Multi-Layered Approach
A successful organization must implement multiple layers of security, a strategy known as
defense-in-depth. This approach ensures that if one security measure fails, others are in place
to protect the asset.
Organizational Security Layers
« Physical Security: Securing physical items & objects from unauthorized access.
e Personnel Security: Protecting authorized individuals within the organization.
« Operations Security: Protecting the details of specific activities.
o Communications Security: Securing media & technology used for communication.
e Network Security: Protecting network components & connections.
e Data Security: Protecting the C.I.A. of information assets during storage, processing,

& transmission.
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Technical Defense Layers & Measures

The following table outlines specific measures applied across the technical 1&scape:

Layer Security Measures
Physical Layer Guards, locks, tracking devices
Perimeter Firewalls, border routers, VPNs with quarantine procedures
Network Network segments, Network Intrusion Detection Systems (NIDS)
Host OS hardening, authentication, security updates, antivirus, auditing
Application Application hardening
Data Strong passwords, Access Control Lists (ACLs), backup & restore strategies

Fundamentals of Cybersecurity Study Guide

This study guide covers the foundational principles of cybersecurity as presented in the
introductory lecture of CYS401. It focuses on the definition of security, the characteristics of
information, the components of information systems, & the frameworks used to protect digital
assets.
Cybersecurity Overview Quiz
Short-Answer Questions
1. Based on the introductory lecture, how is cybersecurity defined? Cybersecurity is the
protection of internet-connected systems from cyberattacks. This protection extends to
hardware, software, & data, ensuring that all components of a digital infrastructure remain
secure.
2. What are the three primary pillars that support a cybersecurity framework? The three
pillars of cybersecurity are policies & procedures, technology, & people. These elements must

work in t&em to provide a comprehensive defense for an organization’s assets.

11
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3. Name the five components that comprise an Information System (IS). An Information
System is composed of software, hardware, data, people, & procedures. While each component
has its own strengths & weaknesses, they work together to perform as a secure system.

4. What is the core objective of the “defense-in-depth” approach? The core objective of
defense-in-depth is to build multiple, overlapping layers of security. This multi-layer approach
ensures that if one security measure fails, others—such as physical guards, firewalls, or OS
hardening—remain in place to protect the data.

5. How does personnel security differ from operations security? Personnel security focuses
on protecting the individuals who are authorized to access the organization & its operations.
Operations security, however, is designed to protect the specific details & activities associated
with particular tasks or operations.

6. Define the three critical characteristics of information known as the CIA triad.
Confidentiality ensures that information is not disclosed to unauthorized individuals or
systems. Integrity ensures that information remains accurate, complete, & in its authorized
state, while Availability ensures that authorized users can access the information they need
without interference.

7. In the context of information characteristics, what is meant by “Authenticity”?
Authenticity refers to information being genuine or original rather than a fabrication or
reproduction. Information remains authentic if it is exactly as it was when it was originally
created, placed, stored, or transferred.

8. What are the three dimensions represented in the McCumber Cube? The McCumber
Cube illustrates the interconnections between Security Goals (Confidentiality, Integrity,
Availability), Security Measures or Controls (Policy, Education, Technology), & Information

States (Storage, Transmission, Processing).

12
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9. Explain the difference between “Data at Rest” & “Data in Transit.” Data at Rest
(Storage) refers to information currently residing in memory or on a physical medium like a
magnetic tape or disk. Data in Transit (Transmission) refers to the process of transferring that
data between different information systems.

10. Why is “Utility” considered a critical characteristic of information? Utility refers to
the state of information having value for a specific purpose. If information is available but is

not presented in a format that is meaningful or useful to the end user, it lacks utility.

Answer Key
Question Core Concept

1 Protection of hardware, software, & data from attacks.
2 Policies/Procedures, Technology, & People.
3 Software, Hardware, Data, People, & Procedures.
4 Building multi-layered security (e.g., physical, network, application).
5 Personnel protects individuals; Operations protects activity details.
6 Confidentiality (privacy), Integrity (accuracy), Availability (access).
7 Being genuine/original rather than a reproduction.
8 Desired Goals, Information States, & Security Controls.
9 DAR is stored in memory/disk; DIT is moving between systems.
10 Value derived from being in a meaningful format for the user.

Essay Questions for Further Study
1.The Multi-Layered Defense Model: Discuss why a successful organization must
implement multiple layers of security (physical, personnel, operations, communications,
network, & data). How do these layers interact to mitigate risks that a single-layer approach

cannot?

13
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2. The Human Factor in Cybersecurity: Analyze the “People” pillar of cybersecurity.
Given that people are both a component of an Information System & a pillar of security,
discuss the role of education & training in preventing breaches of confidentiality &

integrity.

3.Information States & Security: Using the McCumber Cube as a framework, explain
how security measures must change as data moves from a state of Storage to Transmission

& finally to Processing. Provide examples of technology or policies used in each state.

4.Ownership vs. Confidentiality: Examine the relationship between “Possession” &
“Confidentiality.” Explain the lecture’s assertion that while a breach of confidentiality
always results in a breach of ownership, a breach of ownership does not always result in a

breach of confidentiality.

14
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5.The Value of Information: Evaluate the seven characteristics of information (CIA,
Accuracy, Authenticity, Utility, & Possession). Which characteristics are most threatened

by “intentional or unintentional modification,” & how does this affect the overall value of

the information to the end user?

15
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Glossary of Key Terms
Term Definition
The state of being free from mistakes or errors & having the value the end user
Accuracy
expects.
Authenticity The quality of being genuine or original rather than a reproduction or fabrication.
The characteristic of information that enables authorized users to access it without
Availability
interference or obstruction.
The quality of preventing disclosure or exposure of information to unauthorized
Confidentiality
individuals or systems.
The protection of internet-connected systems, including hardware, software, & data,
Cybersecurity
from cyberattacks.
Information stored within an information system, such as in memory or on a
Data at Rest (DAR)

magnetic disk.

Data in Transit (DIT)

The state of data as it is being transferred between different information systems;

also known as Transmission.

Defense-in-Depth

A security strategy that employs multiple layers of defense to protect data & systems.

Information System (IS)

A system comprised of software, hardware, data, people, & procedures working

together to achieve a goal.

The state of information being accurate, complete, & authorized; it is threatened by

Integrity
corruption or damage.
A graphical explanation showing the interconnections between security goals,
McCumber Cube
information states, & security controls.
The quality of having ownership or control of an object or item, independent of its
Possession

format.

16
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The information state of performing operations on data to achieve a desired
Processing
objective.

The quality of information having value for a specific purpose or end, provided it is
Utility
in a meaningful format.

17
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Cyber Security Foundations & Principles
Executive Summary

Cybersecurity is a multi-dimensional discipline requiring the integration of People, Policies,
& Technologies. Achieving a secure environment depends on protecting three primary entities:
endpoint devices, networks, & cloud/data centers. The fundamental framework for information
security is guided by the CIA Triad—Confidentiality, Integrity, & Availability—
supplemented by the five elements of AAA Services (Identification, Authentication,
Authorization, Auditing, & Accounting).

Organizations face a diverse & evolving threat 1&scape, ranging from technical malware &
zero-day attacks to human-centric social engineering. Effective defense requires “Defense in
Depth” (layering), robust access controls, & comprehensive training to mitigate both
intentional harm & unintentional human error.

The Pillars of Cybersecurity
To achieve comprehensive security, an organization must synchronize three essential
elements, often referred to as the “CYS pillars™:
e People: Users must underst& & comply with data security principles, such as
maintaining strong passwords, exercising caution with email attachments, &
consistently backing up data.
o Policies: Organizations must establish a formal framework for responding to both
attempted & successful cyber attacks.
o Technology: Essential tools are required to provide the necessary protection for
individuals & organizations against cyber threats.

Entities Requiring Protection

Cybersecurity efforts must focus on securing three main areas:

1. Endpoint Devices: Including computers, smart devices, & routers.

18
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2. Networks.
3. The Cloud & Data Centers.
Fundamental Security Concepts

The relationship between system weaknesses & protective measures is defined by four core

terms:
Term Definition
A weakness in the security system (procedures, design, or implementation) that can be
Vulnerability

exploited to cause loss or harm.
A set of circumstances or potential violations of security that has the potential to cause loss

Threat
or harm.

Exploit An attack committed by a human (criminal) who takes advantage of a vulnerability.
A protective measure (action, device, procedure, or technique) that removes or reduces a

Control
vulnerability.

The CIA Triad

The CIA Triad is the foundational model designed to guide information security policies.

1. Confidentiality (“Keeping secrets secret”)

Ensures that data, objects, or resources are protected from unauthorized access.
« Violations: Stealing password files (via public Wi-Fi or keyloggers), port scanning,
shoulder surfing, eavesdropping (Man-in-the-Middle), sniffing network traffic, &
privilege escalation.
e Methods of Assurance: Data encryption, two-factor authentication (2FA), biometric
verification (fingerprints, iris patterns, etc.), & security tokens (hard or soft).
e Extreme Measures: Use of “air-gapped” computers (isolated from external

connections) & disconnected storage devices.
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2. Integrity (“Reliable & accurate”)
The assurance that information remains accurate & consistent, preventing unauthorized
modification.
e Violations: Viruses, logic bombs, system back doors, & coding errors.
e Methods of Assurance: File permissions, user access controls, version control, &
cryptographic checksums (hashing) to verify data has not been maliciously changed.
e Restoration: Affected data should be restored via backups or redundancies.
3. Availability (“Readily accessible”)
Ensuring that data & systems are available to authorized users whenever needed.
e Threats: Device failure, software errors, environmental issues (heat, flooding, power
loss), & Denial-of-Service (DoS) attacks.
eMethods of Assurance: Geographically-isolated backups (stored in
fireproof/waterproof safes), firewalls, proxy servers, & Web Application Firewalls
(e.g., Cloudflare).
AAA Services & Access Control
While the CIA Triad defines the goals, AAA services provide the foundational functional
elements for security:
1. Identification: Claiming an identity when attempting to access a system.
2. Authentication: Proving the claimed identity.
3. Authorization: Defining specific permissions (allow/deny) for the identified user.
4. Auditing: Recording a log of events & activities.
5. Accounting (Accountability): Reviewing log files to ensure compliance & hold
subjects accountable for their actions.

The Cyber Threat L&scape
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Threats originate from various sources, including internal employees, external hackers, &
third-party vendors. They may exist at the enterprise level, in point-of-sale registers,
smartphones, or the “Internet of Things” (IoT).

Malware
Malware includes any file or program used to harm a user.
e Common Types: Worms, viruses, Trojan horses, & spyware.
e Ransomware: A socially engineered malware that encrypts files & dem&s payment
for decryption. Notable variants include WannaCry, Petya, Ryuk, & Locky.
e Symptoms: Increased CPU usage, slow speeds, freezing/crashing, modified/deleted
files, or messages sent automatically without user knowledge.
Social Engineering
These attacks rely on human interaction to trick users into breaking security procedures.
¢ Phishing: Fraudulent emails resembling reputable sources to steal data.
o Spear Phishing/Whaling: Targeting specific individuals or organizations.
o Angler Phishing: Targeting users on social media by impersonating customer
service.
o Vishing/Smishing: Voice or SMS-based phishing.
e Pharming: Misdirecting users to fraudulent websites via malicious code installed on
a computer or server.
o Pretexting: Using a fabricated story to manipulate victims.
e Baiting: Luring victims with attractive offers.
« Tailgating: Following an authorized person into a secure area.
e Reverse Social Engineering: Convincing a target that the attacker is there to solve a
problem the target may have.

Additional Threats
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e Doxing: Publishing private information online with intent to harm.
e Zero Day Attack: Exploiting a flaw that is unknown to the parties responsible for
patching it.

Protection Mechanisms & Countermeasures

Structural Protections
e Layering (Defense in Depth): Using multiple security controls in a series so that if
one fails, others remain.
e Abstraction: Grouping similar elements (into classes or roles) to assign security
controls efficiently.
e Data Hiding: Positioning data so it is not viewable by unauthorized subjects.
e Encryption: Hiding the meaning or intent of communications from unintended
recipients.

Operational Countermeasures
e Password Policies: Implementing periodic changes, avoiding guessable passwords,
account blocking after failed attempts, & requiring complexity/length.
e Physical Security: Issuing ID cards, restricting area access, shredding documents, &
conducting pre-employment security checks.
e Malware Defense: Installing quality anti-virus software with updated definitions,
avoiding untrusted attachments, & cautious web surfing.
e Administrative Controls: Classification of information (Top Secret, Proprietary,
etc.), strict access privileges, & ongoing training programs to increase awareness of
social engineering.

Cyber Security Foundations & Principles Study Guide

This document serves as a comprehensive review of the core concepts, principles, & entities

involved in cybersecurity. It synthesizes foundational elements such as the CIA triad, AAA
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services, & various threat l&scapes to provide a rigorous framework for underst&ing

information security.

Cybersecurity Underst&ing Quiz

Instructions: Answer the following ten questions in 2—3 sentences, ensuring all responses are

based on the provided source material.

1. What are the three pillars or key elements required to achieve cybersecurity?

2.How does the source define a “vulnerability” compared to a “threat”?

3. What three main entities must organizations protect from cyber threats?

4. What is malware, & what are three common symptoms of an infected system?

5.Describe the primary goal of ransomware & name two specific examples mentioned in

the text.

6. Define “Social Engineering” & explain what it relies upon to be successful.

7. What is the difference between phishing & pharming?

8. Define the three components of the CIA Triad.

9. Explain the five elements that constitute “AAA Services.”

10. What is the principle of “Layering” or “Defense in Depth” in protection mechanisms?
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Quiz Answer Key
1.The Three Pillars: To achieve security, organizations must combine People, Policies,
& Technologies. People must underst& & comply with security principles, Policies provide
a framework for dealing with attacks, & Technology provides the essential tools needed
for protection.
2. Vulnerability vs. Threat: A vulnerability is a specific weakness in a security system’s
procedures, design, or implementation that can be exploited. A threat is a set of
circumstances or a potential violation of security that has the potential to cause loss or
harm.
3. Entities to Protect: Cybersecurity aims to protect endpoint devices, networks, & the
cloud & data centers. Endpoint devices include items such as computers, smart devices, &
routers.
4.Malware & Symptoms: Malware is any file or program, such as viruses or spyware,
used to harm a computer user. Symptoms of infection include increased CPU usage, slow
computer or browser speeds, & the automatic sending of emails/messages without the
user’s knowledge.
5.Ransomware: Ransomware is socially engineered malware where an attacker locks a
victim’s files, typically through encryption, & demé&s payment to unlock them. Examples
include WannaCry, Petya, NotPetya, & Ryuk.
6.Social Engineering: Social engineering is an attack that tricks users into breaking
security procedures to gain sensitive, protected information. It relies primarily on human
interaction & the exploitation of human psychology rather than technical flaws alone.
7.Phishing vs. Pharming: Phishing uses fraudulent emails resembling reputable sources
to steal sensitive data like login information. Pharming is a scamming practice where
malicious code is installed on a computer or server to misdirect users to fraudulent websites
without their consent.
8. The CIA Triad: Confidentiality involves keeping secrets secret & preventing
unauthorized access; Integrity ensures that information is reliable, accurate, & not modified
by unauthorized people; Availability ensures that data & systems are accessible to
authorized users when needed.
9.AAA Services: AAA refers to five foundational elements: Identification (claiming an
identity), Authentication (proving that identity), Authorization (defining permissions),
Auditing (recording logs of activities), & Accounting (reviewing logs to hold subjects
accountable).
10. Layering (Defense in Depth): Layering is a protection mechanism that involves the
use of multiple security controls in a series. This serial configuration ensures that if one
defense fails, others remain in place to protect the system.

Suggested Essay Questions
Instructions: These questions are designed for deeper reflection & comprehensive analysis.
They do not have provided answers.

1.The Human Element in Security: Analyze the role of “People” as a pillar of

cybersecurity. Discuss how social engineering exploits human behavior & how “People-

based” countermeasures, such as training & policies, can mitigate these risks.
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2.The CIA Triad & Modern Threats: Evaluate how the CIA Triad serves as a model for
information security. Choose one element (Confidentiality, Integrity, or Availability) &

discuss the specific threats that target it & the technologies used to defend it.

3.Malware Evolution & Organizational Defense: Describe the various types of malware
mentioned in the sources. How does an organization balance technical countermeasures,

such as firewalls & antivirus, with operational guidelines to prevent widespread infection?

4.The AAA Framework in Access Control: Detail the progression from Identification to
Accounting within the AAA framework. Why is each step necessary for maintaining a

secure environment, & what are the consequences of skipping any single element?

5.Protection Mechanisms & Data Secrecy: Compare & contrast “Data Hiding,”
“Encryption,” & “Abstraction” as protection mechanisms. Discuss how these methods,

combined with a “Defense in Depth” strategy, provide a robust security posture.
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Glossary of Key Terms
Term Definition
A foundational security concept referring to Identification, Authentication,
AAA Services

Authorization, Auditing, & Accounting.

A protection mechanism used for efficiency where similar elements are grouped into
Abstraction

classes or roles & assigned collective security controls.

A computer or network that is isolated & prevented from establishing any external

Air Gapped Computer

connection to ensure the security of extremely sensitive documents.

The security goal of ensuring that systems & data are readily accessible to authorized
Availability

users at all times.

A social engineering attack where a perpetrator lures a victim with attractive offers or

Baiting

rewards.

A model designed to guide information security policies, consisting of Confidentiality,
CIA Triad

Integrity, & Availability.

The concept of using measures to ensure the secrecy of data, objects, or resources &

Confidentiality
preventing unauthorized access.
A protective measure (action, device, or technique) that removes or reduces a
Control
vulnerability.
The act of publishing an individual’s private or identifying information online with the
Doxing

intent to cause harm.

The art & science of hiding the meaning or intent of a communication from unintended
Encryption

recipients.

The assurance that information is reliable, accurate, & has not been modified by

Integrity

unauthorized users.
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Any file or program used to harm a computer user, including viruses, worms, Trojans,

Malware

& spyware.

A scam where malicious code misdirects users to fraudulent websites without their
Pharming

knowledge.

Fraudulent emails that appear to be from reputable sources, intended to steal sensitive
Phishing

data like credit card information.

The use of a fabricated story (a pretext) to gain a victim’s trust & manipulate them into
Pretexting

sharing sensitive information.

Social Engineering

An attack relying on human interaction to trick users into breaking security

procedures.

A physical security breach where an unauthorized person follows an authorized person

Tailgating
into a secure area.
A set of circumstances that has the potential to cause loss, harm, or a violation off
Threat
security.
A weakness in a security system (design, implementation, or procedure) that can be
Vulnerability
exploited.
A threat that exploits a flaw unknown to the parties responsible for patching or fixing
Zero Day Attack

it.
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Threat Modeling Concepts & Methodologies

Executive Summary

Threat modeling is a structured security process designed to identify potential threats, analyze
vulnerability exploitation, determine impact on valuable assets, & define appropriate security
controls. The primary objective is the prevention of security issues before they manifest as
actual attacks. This briefing outlines the core terminology, risk elements, & methodologies of
threat modeling, with a specific focus on the STRIDE model developed by Microsoft. It further
examines modern approaches necessitated by distributed systems, third-party dependencies, &
emerging technologies such as Al & IoT.
Foundations of Threat Modeling
Core Terminology

To effectively implement threat modeling, several foundational concepts must be defined:

Term Definition

Any element of value to an organization, including resources, processes, products, &

Asset
computing infrastructure.
Threat The presence of a potential event that causes an unwanted impact.
Attack The presence of an actual event that causes an unwanted impact.

Vulnerability A system weakness or the absence of a safeguard that a threat may use to cause damage.

Threat Agent  [The entity (person or process) that initiates a threat.

Exploit Occurs when a threat agent finds a vulnerability & a threat is initiated.

Also known as a countermeasure or safeguard; any action taken to prevent a threat from
Control
exploiting a vulnerability or to minimize damage.
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Risk Elements

Risk is defined as the possibility or likelihood that a threat will exploit a vulnerability,
resulting in harm to an asset. Risk management efforts aim to reduce this likelihood or impact
by implementing controls. The four primary elements of risk are:

e Threat o Asset

o Vulnerability o Damage

Methodological Approaches
Proactive vs. Reactive Timing
Threat modeling can be categorized by when it is performed relative to the system lifecycle:
e Proactive (Defensive) Approach: Performed during system design & development.
This is the preferred & more effective method, as it ensures security is “built-in” from
the start by predicting threats & designing specific defenses.
e Reactive (Adversarial) Approach: Performed after a product has been deployed or
after a security incident has occurred. This method relies on observed failures & post-
deployment updates or patches.
Primary Threat Identification Strategies
Organizations typically use a combination of three approaches to identify threats:
1. Asset-Focused: Utilizes asset valuation to identify threats targeting critical
components (e.g., “What can harm our most valuable assets?”).
2. Attacker-Focused: Identifies potential attackers & their likely threats based on their
specific goals & motives (e.g., “Who would attack us & why?”).
3. Software-Focused: Analyzes application design to identify weaknesses, abuse

cases, & misuse cases (e.g., “How can this software be attacked?”).
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The STRIDE Threat Model
Developed by Microsoft, STRIDE is a comprehensive categorization scheme used to classify
& assess system security threats.

STRIDE Categories & Mitigations

Property
Threat Example Mitigation / Countermeasure
Violated
Digital signatures, Active Directory, LDAP Passwords, crypto
Spoofing Authentication
tunnels.
Tampering Integrity ~ |Hashing, Digital signatures, ACLs/permissions, crypto tunnels.
Repudiation Non-repudiation|Digital Signatures, logging, customer history risk management.

Information Disclosure Confidentiality [Encryption, Access Control Lists (ACLs), PGP, SSL/TLS.

Denial of Service Availability |Load balancers, increasing capacity.

Elevation of Privilege Authorization [Isolation, input validation, firewalls, s&boxing.

Application Examples
Threat modeling can be applied across various platforms:
e Web Application: Threats include attackers using stolen credentials (Spoofing) or
users modifying form data to change prices (Tampering).
eMobile App: Threats include account balances being exposed via an API
(Information Disclosure) or flooding a login page to prevent user access (Denial of
Service).
Modern Threat Modeling Considerations
Exp&ed Identification Approaches

As systems evolve, modern threat modeling has exp&ed to include several new focal points:
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o System/Architecture-Focused: Focuses on interactions between components & trust
boundaries. This is critical for distributed systems like microservices & APIs.
e Data-Focused: Specifically protects sensitive data during storage, transmission, &
processing, acknowledging that protecting assets alone does not guarantee data
security.
eSupply Chain/Third-Party Focused: Addresses vulnerabilities in external
dependencies, such as vendors, libraries, & APIs.
e Environment/Deployment-Focused: Analyzes the platform where the system runs
(cloud, hybrid, containerized) & looks for misconfigurations in deployment pipelines.
e Emerging Technology Focus: Addresses the unique risks of Al-powered systems
(e.g., Agentic-Al exploitation) & [oT/OT systems that may be subject to physical or
digital attacks.

Supply Chain Security

A supply chain is a network where computers, devices, & systems are rarely built by a single

entity. Trust boundaries in modern systems must extend beyond internal networks to include

these external links.
¢ Goal of a Secure Supply Chain: To ensure the finished product meets quality,
performance, & security goals without any element being subjected to counterfeiting,
sabotage, or malicious manipulation.
eRequirements: Links in the chain must be reliable, trustworthy, & reputable
organizations that are transparent about their security practices & requirements.

Threat Modeling Scenario: University Learning Platform

The following table demonstrates a threat modeling exercise for a platform storing sensitive

student & faculty data:
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Threat
Asset Vulnerability Threat Scenario

Actor

Student grades Student | Weak authentication Student changes their own grade.

Exam content Hacker SQL injection Hacker extracts upcoming exam questions.

Faculty login Hacker Phishing / No MFA | Hacker accesses faculty account to manipulate data.

Misconfigured
Platform uptime Insider Staff deletes files, causing downtime.
permissions

Study Guide: Threat Modeling Concepts & Methodologies

This study guide provides a structured review of threat modeling based on core security

principles. It covers fundamental terminology, proactive versus reactive approaches, the

STRIDE categorization scheme, & the complexities of modern system environments including

supply chains & emerging technologies.

Threat Modeling Review Quiz

Instructions: Answer the following questions in two to three sentences, ensuring you

incorporate the technical definitions found in the source materials.

1. What is the core purpose of threat modeling within a security strategy?

2. Distinguish between the “Defensive” & “Adversarial” approaches to threat modeling.

3.Define the term “Vulnerability” & explain its relationship to a “Threat Agent.”

4.How does the “Asset-Focused” approach to identifying threats differ from the “Attacker-

Focused” approach?

5.Explain the security concept of “Risk” & list its four primary elements.

32




Shoug Alomran

6. What are the three primary steps involved in the process of identifying threats?

7.Describe the “Repudiation” threat within the STRIDE model & identify the security

property it violates.

8.In the context of modern threat modeling, why is a “System/Architecture-Focused”

approach increasingly necessary?

9. What constitutes a “Secure Supply Chain,” & what is its ultimate goal?

10. Explain “Elevation of Privilege” & provide an example of a mitigation strategy for this

threat.

Quiz Answer Key
1.What is the core purpose of threat modeling within a security strategy? Threat
modeling is a structured security process used to identify potential threats & analyze how
they might exploit vulnerabilities to impact valuable assets. Its primary goal is to define
appropriate security controls to prevent security issues before they manifest as actual
attacks.
2.Distinguish between the “Defensive” & “Adversarial” approaches to threat
modeling. The defensive approach is proactive, occurring during system design to build
security in from the start by predicting threats. In contrast, the adversarial approach is
reactive, taking place after deployment or an incident & relying on observed attacks or
failures to create updates & patches.
3.Define the term “Vulnerability” & explain its relationship to a “Threat Agent.” A
vulnerability is a system weakness or the absence of a safeguard that can be used by a threat
to cause damage. A threat agent is the specific person or process that initiates a threat by
finding & exploiting that vulnerability.
4. How does the “Asset-Focused” approach to identifying threats differ from the
“Attacker-Focused” approach? The asset-focused approach begins with valuation to
identify what is valuable to the organization & what needs protection, such as data or
reputation. The attacker-focused approach identifies potential attackers & predicts likely
threats based on the motives & goals of those specific actors.
5.Explain the security concept of “Risk” & list its four primary elements. Risk is
defined as the possibility or likelihood that a threat will successfully exploit a vulnerability,
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resulting in harm to an asset. The four elements of risk are the threat, the vulnerability, the
asset, & the resulting damage.

6. What are the three primary steps involved in the process of identifying threats? The
process begins by identifying all technologies involved in a system, followed by identifying
logical, physical, & social attacks targeted at each element. The final step involves
determining & implementing appropriate prevention measures to mitigate those identified
threats.

7.Describe the “Repudiation” threat within the STRIDE model & identify the
security property it violates. Repudiation is the ability of a user to deny having performed
a specific action or activity, such as sending an email or modifying a file. This threat
violates the security property of non-repudiation & is typically mitigated through logging
& digital signatures.

8.1In the context of modern threat modeling, why is a “System/Architecture-Focused”
approach increasingly necessary? Modern systems are highly distributed, utilizing
microservices, APIs, & cloud services where trust boundaries are complex. Because an
attack on a single weakly protected service can compromise the entire architecture, this
approach focuses on structural weaknesses & interactions between components.

9. What constitutes a “Secure Supply Chain,” & what is its ultimate goal? A secure
supply chain consists of reliable, reputable vendors who disclose their security practices to
their partners. The goal is to ensure the finished product meets security goals & that no
element was counterfeited, sabotaged, or subjected to malicious manipulation during
production.

10. Explain “Elevation of Privilege” & provide an example of a mitigation strategy for
this threat. Elevation of privilege occurs when a limited user account is transformed into
one with greater powers, such as an administrator account. This threat violates the property
of authorization & can be mitigated through strategies like input validation, isolation, &
s&boxing.

Essay Format Questions

The following questions are designed for in-depth analysis & do not include provided answers.
1. The Superiority of Proactive Modeling: Discuss why proactive threat modeling is
considered the “preferred & more effective approach.” Contrast the long-term

organizational benefits of “building security in” versus the “adversarial approach” of

patching systems post-deployment.

2.STRIDE & the Security Development Lifecycle: Choose three components of the

STRIDE model (e.g., Tampering, Information Disclosure, Denial of Service). For each,
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explain the property violated, provide a real-world example in a web application context,

& detail specific technical countermeasures.

3. Threat Modeling in the Age of Emerging Technology: Analyze the unique challenges
posed by Al-powered systems & [oT/OT environments. How do “Agentic-AI” & physical

sensor vulnerabilities change the traditional threat 1&scape?

4.The Role of Third-Party Dependencies: Examine the shift toward “Supply Chain
Focused” threat modeling. Discuss how the reliance on external libraries, APIs, & vendors
extends trust boundaries beyond an organization’s internal network & the risks associated

with this dependency.

5.Data-Focused vs. Architecture-Focused Modeling: Compare & contrast these two
modern approaches. Explain why protecting assets alone does not guarantee data security

& how data-focused modeling addresses modern regulatory requirements like GDPR.
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Glossary of Key Terms
Term Definition
Any element, resource, process, or computing infrastructure that has value to an
Asset
organization & must be protected.
The presence of any actual event that causes an unwanted impact on the
Attack

organization.

Control / Countermeasure

Any step or action taken to prevent a threat from exploiting a vulnerability or to

minimize the damage of a successful exploit.

Denial of Service (DoS)

A threat that prevents authorized use of a resource, often through traffic flooding

or connection overloading; violates Availability.

Elevation of Privilege

An attack where a limited user gains unauthorized higher-level access or powers;

violates Authorization.

Exploit

A situation where a threat agent successfully initiates a threat against a discovered

vulnerability.

Information Disclosure

The unauthorized revelation or distribution of private or confidential information;

violates Confidentiality.

The ability to deny performing an action; violates the security property of Non-

Repudiation
repudiation.
The likelihood that a threat will exploit a vulnerability, resulting in a loss or harm
Risk
to an asset.
Spoofing Gaining access to a system through a falsified identity; violates Authentication.
A threat categorization scheme developed by Microsoft (Spoofing, Tampering,
STRIDE

Repudiation, Information Disclosure, Denial of Service, Elevation of Privilege).
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A network between a company & its suppliers; the concept that most systems are

Supply Chain

not built by a single entity but involve various external links.

Unauthorized changes or malicious manipulation of data or system components;

Tampering
violates Integrity.
The presence of any potential event that causes an unwanted impact on the
Threat

organization.
Threat Agent The entity (a person or a process) that initiates a threat.

A system weakness or the absence of a safeguard that can be used by a threat to
Vulnerability

cause damage.
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Protection & Governance of Information Assets
Executive Summary

Information assets are the foundational resources that enable organizational operations,
decision-making, & strategic missions. Protecting these assets is not merely a technical
requirement but a core business, legal, & governance mé&ate. Effective protection requires a
multi-layered approach: identifying & classifying assets based on their sensitivity & value;
establishing clear ownership & accountability; & implementing technical controls across all
data states (at rest, in transit, & in use).

Central to this effort is the distinction between Security Governance, which provides
strategic oversight & aligns security with business goals, & Security Management, which
focuses on the tactical execution of controls. Organizations must also navigate a complex
global legal 1&scape, including frameworks like the GDPR, the Saudi Personal Data Protection
Law (PDPL), & various U.S. sectoral laws. Ultimately, information asset protection is achieved
through a hierarchical planning structure—Strategic, Tactical, & Operational—that ensures
security remains integrated with the organization’s long-term mission & daily activities.
Defining Information Assets

An information asset is defined as any information that possesses value to an organization,
regardless of its form. These assets support organizational missions & are categorized into

primary & supporting assets.

Primary vs. Supporting Assets

Category Type Examples

Primary Information Assets [Information

data, intellectual property, source code.
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Supporting Information

Operating systems, databases (Oracle, MySQL), ERP systems,

Software
Assets LMS, mobile applications, email systems.
Servers, PCs, laptops, mobile phones, storage devices (USBs, NAS),
Hardware
monitors.
Routers, switches, internal networks, VPN infrastructure, wireless
Network
access points, firewalls.
Employees, system administrators, faculty members, students, third-
People
party contractors.
Data centers, offices, file cabinets, power supply, cooling systems
Physical

(HVAC).

The Strategic Importance of Asset Protection

Organizations are compelled to protect information assets for several critical reasons:

e Business Continuity: Information is a core resource; its loss of availability disrupts

services & operations.

e Operational Integrity: Compromised data integrity leads to incorrect decisions &

operational failures.

« Confidentiality & Privacy: Breaches can lead to privacy violations, legal penalties,

& damage to stakeholder trust.

e Strategic Requirement: Asset protection is a governance necessity rather than a

purely technical concern.

Security Governance & Management

Governance vs. Management

Security governance is the strategic oversight function that ensures cybersecurity programs

align with business goals & comply with regulations. It is an integral part of corporate
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governance, which is defined as “doing the right things for the organization & doing things the
right way independent of personal interests.”
e Cybersecurity Governance: Focused on direction, accountability, & oversight. Key
stakeholders include senior leadership & the board of directors. It addresses the
question: “Are we doing the right things?”
e Cybersecurity Management: Focused on execution, operations, & monitoring. Key
stakeholders include the CISO, security managers, & analysts. It addresses the question:
“Are we doing things right?”
Due Care & Due Diligence
In the context of governance, organizations must demonstrate both due care & due diligence
to avoid negligence:
e Due Care: Taking reasonable steps to protect assets by following accepted practices
(e.g., enforcing password policies, applying patches).
e Due Diligence: Proactive risk management & identification (e.g., conducting risk
assessments, auditing third-party providers).
Information Classification Frameworks
Classification organizes assets based on their sensitivity & the potential impact of their

compromise. Higher classifications necessitate more stringent security controls.

Comparison of Classification Systems

Level Government/Military System Commercial (Organizational) System

Top Secret: Exceptionally grave damage to|Restricted: Highly sensitive; financial or legal risk (IP,
Level 4
national security. PII, PHI).

Confidential: Sensitive data that could negatively affect
Level 3 |Secret: Serious damage to national security.
operations (contracts).
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Level 2

Confidential: Damage to national security.
(battlecards, org charts).

Level 1

Unclassified: Generally distributable to thelPublic: Freely disclosable (marketing materials, price

public. lists).

Classification Criteria
Classification is determined by evaluating several factors:
e Business Value: Criticality to operations or competitiveness.
e Legal Impact: Requirements of laws such as GDPR or PDPL.
e Reputational Damage: Potential loss of public trust.
e Operational Impact: Disruption caused by data loss or alteration.
Security Controls & Data States
Effective security requires applying appropriate controls across different data states.
Data at Rest
Information stored on hard drives, databases, backup tapes, or removable media.
e Controls: AES-256 encryption, strong authentication, secure physical storage
facilities, & environmental controls (HVAC, fire suppression).
Data in Transit
Information moving across networks.
e Controls: Encrypted communication channels, secure network protocols, &
continuous network monitoring.
Data in Use
Information actively being processed by systems.
« Controls: Access control, endpoint security, & memory protection.

Asset Ownership & Responsibilities
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Ownership assigns authority & accountability for specific assets. Without clearly defined
roles, security controls cannot be effectively enforced.
e Information Owner: Typically a business or department head. They categorize the
data, approve access rights, & determine retention/disposal requirements.
o Asset/System Owner: Develops & maintains the system security plan & ensures
users receive appropriate training.
e Information Steward: Focuses on data quality, analytics, & how the information
supports business processes.
e Information Custodian: H&les the technical environment (e.g., IT Department).
They implement the technical controls, perform backups, & maintain servers as
directed by the owner.
e Information User: Personnel responsible for using data in accordance with its
classification level.
Information Lifecycle: Retention & Disposal
Information should only be retained as long as it is needed for business operations, legal
compliance, or audit purposes. Once the retention period (e.g., 3 years, 7 years, or indefinite)
expires, data must be securely destroyed.
Data Sanitization & Destruction Methods
St&ard file deletion is insufficient to prevent data remanence (residual data left on media).
o Erasing/Deleting: Simple operation; data is easily recoverable.
o Formatting: Replaces the file structure; data is usually still recoverable.
e Clearing (Overwriting): Prepares media for reuse; prevents recovery via traditional
tools.
e Purging: Intense clearing (multiple overwrites or degaussing) for reuse in less

secure environments.
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o Degaussing: Uses a magnetic field to realign magnetic media (HDDs, tapes). Note:
Degaussing does not work on SSDs.
e Destruction: The final, most secure stage (e.g., cross-shredding paper or physical
destruction of hardware).
o Declassification: Preparing a purged system for use in an unclassified environment.
Legal & Regulatory L&scape
Legal compliance is a primary driver for security governance. Organizations must protect
personal data & report breaches to avoid heavy penalties.
Major Data Protection Laws
«GDPR (EU): A comprehensive framework for personal data of EU residents. It
applies regardless of where the website or organization is based.
«PDPL (Saudi Arabia): In force since September 2023, it aligns Saudi privacy
protections with global st&ards. It is overseen by the Saudi Data & AI Authority
(SDAIA). Violations can lead to administrative fines of up to SAR 5 million or criminal
penalties for intentional harm.
« United States Laws: Sectoral & state-based approach.
o CCPA/CPRA: Consumer privacy rights in California.
o HIPAA: St&ards for Protected Health Information (PHI).
o GLBA: Safeguarding requirements for financial institutions.
Security Management Planning Hierarchy
Effective security functions must be aligned with business strategy through a top-down

approach initiated by senior management.
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Planning Level Horizon Focus Question Addressed
Strategic 3-5 Years |Direction, mission alignment, & risk assessment.| Why are we securing assets?
Project plans, budget allocation, & control
Tactical ~1 Year What will we implement?
selection (MFA, SIEM).
Step-by-step procedures, log monitoring, &
Operational |Daily/Monthly How do we operate daily?

backup verification.

Study Guide: Protection of Information Assets

This study guide provides a comprehensive review of information asset protection, covering

definitions, governance principles, classification systems, legal frameworks, & organizational

roles. It is designed to assist in underst&ing how organizations identify, value, & secure their

most critical data throughout its lifecycle.

Part 1: Short-Answer Quiz

Instructions: Answer the following ten questions in 2—3 sentences each based on the provided

materials.

1. What is the formal definition of an information asset, & what are the two main

categories?

2.Explain the fundamental difference between cybersecurity governance & cybersecurity

management.

3.What is the distinction between “Due Care” & “Due Diligence” from a governance

perspective?
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4.How does the government/military classification system differ from the st&ard

commercial system?

5. Why is simply deleting a file considered insufficient for secure data destruction?

6. Describe the three states of data & provide one primary protection control for each.

7.What are the primary responsibilities of an Information Owner according to NIST SP

800-18?

8.Explain the “Top-Down Approach” to security management planning.

9.How do strategic, tactical, & operational security plans differ in terms of their time

horizons & core focus?

10. What is the significance of Saudi Arabia’s Personal Data Protection Law (PDPL) in the

context of global st&ards?

Part 2: Quiz Answer Key

1. What is the formal definition of an information asset, & what are the two main
categories? An information asset is any information that has value to an organization,
regardless of its form. These are categorized into Primary Information Assets (the data
itself, such as student records or intellectual property) & Supporting Information Assets
(the software, hardware, networks, people, & physical locations that enable data use).
2.Explain the fundamental difference between cybersecurity governance &
cybersecurity management. Governance is a strategic oversight function focused on
direction, accountability, & ensuring the security program aligns with business goals
(“doing the right things™). Management is tactical & operational, focusing on the execution
& maintenance of security controls (“doing things right”).

3. What is the distinction between “Due Care” & “Due Diligence” from a governance
perspective? Due Care refers to the reasonable steps an organization takes to protect assets
by following accepted practices, such as enforcing password policies. Due Diligence is a
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proactive extension that involves actively identifying & analyzing risks through audits &
assessments to avoid negligence.

4.How does the government/military classification system differ from the st&ard
commercial system? The government/military system is highly st&ardized with levels
including Top Secret, Secret, Confidential, & Unclassified based on national security
impact. Commercial systems are less complex & lack a universal st&ard, allowing each
company to choose levels—typically Restricted, Confidential, Internal, & Public—that
match their specific culture & regulatory needs.

5.Why is simply deleting a file considered insufficient for secure data destruction?
Deleting a file or formatting media only removes the file structure or the pointer to the data,
leaving the actual information recoverable. Secure destruction is required to address “data
remanence,” which is the residual data that remains on media after st&ard erasure
operations.

6.Describe the three states of data & provide one primary protection control for each.
Data at rest is stored information protected by encryption (e.g., AES-256); data in transit is
moving across networks protected by secure communication protocols; & data in use is
being processed, protected by access controls & memory protection.

7.What are the primary responsibilities of an Information Owner according to NIST
SP 800-18? The Information Owner establishes rules for data use & protection, determines
data classification, & decides who is granted access privileges. They also provide input to
system owners regarding security requirements & assist in identifying necessary security
controls.

8.Explain the “Top-Down Approach” to security management planning. In a top-
down approach, senior management initiates security policies, defines acceptable risk
levels, & approves security objectives. This ensures that security direction & authority flow
from the highest levels of the organization, which is essential for accountability & policy
enforcement.

9.How do strategic, tactical, & operational security plans differ in terms of their time
horizons & core focus? Strategic plans are high-level, long-term visions (3—5 years)
explaining why security exists; tactical plans are mid-term (approx. 1 year) translating
strategy into specific projects or what to implement; & operational plans are short-term,
detailed procedures updated frequently to manage how daily tasks are executed.

10. What is the significance of Saudi Arabia’s Personal Data Protection Law (PDPL)
in the context of global st&ards? The PDPL aligns Saudi Arabia’s data privacy
framework with international norms like the EU GDPR, modernizing protections for
residents’ data. It applies to all personal data processing within the Kingdom or by foreign
entities processing Saudi residents’ data, & is enforced by the Saudi Data & Al Authority
(SDAIA).

Part 3: Essay Questions
1. The Evolution of Global Data Privacy: Compare & contrast the European Union’s
GDPR, the United States’ sectoral approach (HIPAA, GLBA, CCPA), & Saudi
Arabia’s PDPL. Discuss how these laws act as drivers for organizational security

governance.
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2. The Information Asset Lifecycle: Analyze the stages of the information lifecycle
from creation to disposal. Why is secure sanitization (clearing, purging, & destruction)
a critical component of risk management, & what are the consequences of failure in

this stage?

3. The Role of Asset Ownership: Evaluate the distinct roles of the Information Owner,
Steward, Custodian, & User. How does a lack of clear accountability among these roles

specifically impact an organization’s ability to enforce security controls?

4. Security as a Business Enabler: Argue why modern information security is a
business operations issue rather than a purely technical IT concern. Use the relationship

between security governance & corporate strategy to support your analysis.

5. Multilayered Security Planning: Discuss how an organization translates its
“Strategic Security Plan” into “Tactical” & “Operational” actions. Provide a
hypothetical example of a single security goal (e.g., protecting customer financial

records) & how it manifests at each of the three planning levels.
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Glossary of Key Terms

Term

Definition

Application Service Provider

(ASP)

A company that delivers software applications over the internet, hosting &

maintaining them on their own servers for clients.

Asset Owner (System Owner)

The person responsible for the asset or system that processes sensitive data;

they develop & maintain the system security plan.

Clearing

An overwriting process that prepares media for reuse, ensuring data cannot

be recovered using traditional recovery tools.

Data Remanence

The residual representation of data that remains on physical media even after

the data has been erased or deleted.

Degaussing

A process using heavy magnetic fields to realign the magnetic fields in media

(like hard drives or tapes) to remove data remanence.

Due Care

Taking reasonable steps to protect assets by following accepted security

practices (e.g., applying patches).

Due Diligence

The proactive identification & analysis of risks (e.g., auditing third-party

providers).

Information Custodian

A role responsible for h&ling the technical environment & implementing the

security measures set by the owner.

Information Owner

A business or department head accountable for the classification, protection,

& use of a specific information asset.

Information Steward

A role focused on technical accountability regarding data quality, analytics,

& how information supports business processes.

PDPL

Personal Data Protection Law; Saudi Arabia’s comprehensive legislation for|

protecting personal information.
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Personally Identifiable

Information (PII)

Any information that can be used to distinguish or trace an individual’s

identity (e.g., name, Social Security number).

Protected Health Information

Health-related information that can be linked to a specific person, often

(PHI) subject to strict laws like HIPAA.
Information that helps an organization maintain a competitive edge, such as
Proprietary Data
software code or trade secrets.
A more intense form of clearing (multiple overwrites or degaussing) that
Purging
prepares media for reuse in less secure environments.
The process of removing data from a device so that it cannot be recovered;
Sanitization

includes clearing, purging, & destruction.
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Foundations of Cryptography & Cryptosystems
Executive Summary

Cryptography is the science & art of transforming messages to ensure security & resistance
to attack. Historically rooted in the Greek term for “secret writing,” modern cryptology is a
branch of mathematics that encompasses two primary disciplines: cryptography (creating
secure codes) & cryptanalysis (breaking codes without a key).

This document details the fundamental terminology, the mathematical notation of encryption
& decryption, & the governing principles of the field, most notably Kerckhoffs’s Principle,
which states that a system’s security must reside entirely in the secrecy of the key rather than
the algorithm. Cryptosystems are classified by the number of keys used (symmetric vs.
asymmetric), the nature of the operation (substitution vs. transposition), & the method of data
processing (block vs. stream). Detailed examples of classical substitution methods, such as the
Caesar & Keyword ciphers, are provided to illustrate these concepts.

Basic Terminology & Concepts
The field of cryptology is defined by several core components that facilitate secure

communication over insecure channels.

Term Definition
Plaintext The original, readable message.
The coded or transformed message that is unreadable by unauthorized
Ciphertext
parties.
Cipher The specific algorithm used for transforming plaintext into ciphertext.
Key Secret information used by the cipher, known only to the sender & receiver.
Encipher
The process of converting plaintext into ciphertext.
(Encrypt)
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Decipher
The process of recovering plaintext from ciphertext.
(Decrypt)
The study of principles & methods for deciphering ciphertext without
Cryptanalysis
knowing the key (codebreaking).
The overarching field of mathematics that combines both cryptography &
Cryptology
cryptanalysis.

Core Security Objectives
Cryptography is designed to protect two primary pillars of information security:
e Confidentiality: Ensuring that only authorized individuals can read the information.
o Integrity: Ensuring that the information has not been altered during transmission.
e Note: Cryptography does not protect the availability of information.
The Mathematical Framework of Cryptosystems
A cryptosystem establishes confidential communication over an insecure channel subject to
eavesdropping. It is defined by its functions & notations:
e Secret Key (K): The shared secret used in both processes.
e Encryption Function (E_K): E K(P) = C (where P is Plaintext & C is Ciphertext).
e Decryption Function (D_K): D K(C)=P.
» Consistency Requirement: For a system to be valid, decrypting the ciphertext must
yield the original plaintext: D K(E K(P)) =P.
e Length: The length of the plaintext is typically identical to the length of the ciphertext.
Kerckhoffs’s Principle
A fundamental tenet of modern cryptography is that the algorithm should be secure even if it
is made public. The resistance of a cipher to attack must depend solely on the secrecy of the
key & the private r&omizer. In practice, one must assume the adversary (often referred to as

“Eve”) knows the encryption/decryption algorithm.
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Classification of Cryptographic Systems
Cryptosystems are categorized along three independent dimensions:
1. Number of Keys Used
e Symmetric (Conventional) Encryption: Uses the same secret key for both
encryption & decryption.
o Efficiency: Symmetric key encryption is approximately 30,000 times faster
than public-key encryption.
e Asymmetric (Public-Key) Encryption: Uses different keys for encryption &
decryption.
2. Type of Operations
« Substitution: Every element in the plaintext (bit, letter, or group) is mapped into
another element.
e Transposition (Permutation): The elements of the plaintext are rearranged into a
different order.
e Product: A combination of both substitution & transposition.
3. Plaintext Processing
e Block Ciphers: Process one block of input at a time, producing an output for each
input block.
e Stream Ciphers: Process input elements continuously (bit by bit), producing output
one element at a time.
Classical Substitution Ciphers
Caesar Cipher
Used as early as the Ist Century B.C. by Julius Caesar, this is a monoalphabetic substitution
cipher where the alphabet is shifted n spaces to the right.

Mathematical Formula:
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e Encryption: E, (x) = (x + n) mod 26
e Decryption: D,,(x) = (x + n) mod 26

Historical Examples:
« Shift n=3: “THE SECRET IS OUT” becomes “WKH VHFUHW LV RXW”.
 Shift n=14: “attack at dawn” becomes “OHHOQY OH ROKB”.
o Shift n=1: “Dear, shall we have dinner at McD?” becomes “Efbs-
I'tibmm!xflibwflejoofs!bu!NdE@”.

Keyword Cipher

This method uses a specific word to reorder the cipher alphabet. For example, using the

keyword “Zebras”, the alphabet mapping becomes:

Plain |A|B|C|D|E|F|G|H|I|J|K|LIM|[N[O|P |Q[R|S|T|U|VIW|X|Y|Z

Cipher |Z|E|B|R|A|S|C|(D|F|G|H|I|J [K|L{M[N|OP|Q|T|U|V [W|X|Y

Decryption Example (Keyword “Zebras”):
e Ciphertext: SIAA/ZQ/LKBA/VA/ZOA/RFPBLUAOAR!
ePlaintext: FLEE/AT/ONCE/WE/ARE/DISCOVERED!
Playfair Cipher
The Playfair cipher was developed as an improvement to monoalphabetic ciphers, as even a
large number of keys in monoalphabetic systems does not provide sufficient security against
modern cryptanalysis.
Cryptography Study Guide
This study guide provides a comprehensive review of the foundational principles,
terminology, & classifications of cryptography as presented in the source materials. It is
designed to facilitate a deep underst&ing of how messages are secured & the mathematical
frameworks that support these processes.

Short-Answer Quiz
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Instructions: Answer the following questions using 2-3 sentences based on the information

provided in the source context.

1. What is the literal meaning of the word “cryptography,” & how is it defined in a modern

scientific context?

2.Explain the primary difference between encryption & decryption.

3.How does cryptanalysis differ from cryptography?

4. What does Kerckhoffs’s principle state regarding the security of a cryptographic

algorithm?

5. What are the three independent dimensions used to characterize or classify cryptographic

systems?

6.How does a substitution cipher differ from a transposition cipher?

7.Define the difference between a block cipher & a stream cipher in terms of plaintext

processing.

8. What are the two main characteristics of a symmetric cryptosystem in terms of efficiency

& consistency?

9. Briefly describe the mechanism of the Caesar Cipher.
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10. Which security goals can cryptography protect, & which goal is it unable to ensure?

Quiz Answer Key
1.Meaning of Cryptography: Originating from Greek, the word literally means “secret
writing.” In modern terms, it refers to the science & art of transforming messages to ensure
they are secure & immune to various attacks.
2.Encryption vs. Decryption: Encryption is the process of converting an original
message, known as plaintext, into a coded form called ciphertext that is unreadable by
unauthorized individuals. Decryption is the reverse process, where the ciphertext is
converted back into its original plaintext form.
3. Cryptanalysis vs. Cryptography: Cryptography is the study of principles & methods
used to encrypt messages for security. Cryptanalysis, also known as codebreaking, is the
study of principles & methods used to decipher ciphertext without having access to the
required secret key.
4.Kerckhoffs’s Principle: This principle asserts that a cryptographic system should
remain secure even if every detail of the algorithm is public knowledge. The security of the
system must depend solely on keeping the secret key & the private r&omizer confidential.
5.Dimensions of Classification: Cryptosystems are classified based on the number of keys
used (symmetric vs. asymmetric), the type of operations performed for transformation
(substitution vs. transposition), & the manner in which the plaintext is processed (block vs.
stream).
6.Substitution vs. Transposition: In a substitution cipher, each element of the plaintext,
such as a letter or bit, is mapped into another element. Conversely, a transposition (or
permutation) cipher involves rearranging the existing elements of the plaintext without
changing the elements themselves.
7.Block vs. Stream Ciphers: A block cipher processes the input one fixed-size block at a
time, producing an output for each block. A stream cipher processes input elements bit by
bit or element by element, producing output continuously as it goes along.
8.Symmetric Cryptosystem Characteristics: These systems are highly efficient, being
approximately 30,000 times faster than public-key encryption. They also maintain
consistency, meaning that applying the decryption function to a ciphertext created with the
same key will always yield the original plaintext [D _K(E K(P)) =P].
9.Caesar Cipher Mechanism: The Caesar Cipher is a classical substitution method where
each letter in the plaintext is shifted a fixed number of spaces (n) to the right in the alphabet.
For example, if the shift is 3, the letter ‘A’ becomes ‘D,” ‘B’ becomes ‘E,” & so on,
following the formula E_n(x) = (x + n) \mod 26.
10. Protected Security Goals: Cryptography is designed to protect the confidentiality &
integrity of information during transmission. However, it is explicitly noted that
cryptography cannot protect the availability of the information.

Essay Questions
Instructions: Use the following prompts to develop comprehensive essays that synthesize the

core themes of the source material.
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1.The Mathematical Foundations of Cryptology: Discuss the relationship between
cryptography & cryptanalysis within the overarching field of cryptology. Explain why

cryptology is considered a branch of mathematics & how these two sub-disciplines interact.

2.Security Through Transparency: Analyze Kerckhoffs’s principle & its implications
for modern cryptographic design. Contrast the “security by obscurity” approach (keeping

the algorithm secret) with the principle of keeping only the key secret.

3.Symmetric vs. Asymmetric Cryptography: Compare & contrast symmetric-key &
asymmetric-key (public-key) encryption. Focus your discussion on key management,

processing speed, & the specific functions (E K & D_K) involved in each.

4.Evolution of Cipher Methods: Trace the logic from classical substitution &
transposition ciphers to modern block & stream ciphers. Explain how the complexity of

these operations has evolved to improve security against cryptanalysis.
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5.The Role of the “Key” in Cryptographic Security: Using examples from the Caesar
cipher, keyword ciphers, & general notation, discuss why the key is the most critical
component of a cryptosystem. Explain how the key length & secrecy determine the

resistance of a cipher to attack.
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Glossary of Key Terms

Term

Definition

Asymmetric Encryption

A cryptosystem that uses different keys for the encryption & decryption processes;

also known as Public Key Encryption.

A method of encryption that processes input one block of data at a time to produce

Block Cipher
a corresponding block of output.
Cipher An algorithm used for transforming plaintext into ciphertext or vice versa.
Ciphertext The coded, unreadable version of a message produced after encryption.
The study of methods for obtaining the original message from ciphertext without
Cryptanalysis
having the secret key; also called codebreaking.
The science & art of making & using codes to secure the transmission of information
Cryptography
& protect it from attacks.
Cryptology The branch of mathematics that combines the fields of cryptography & cryptanalysis.

Decryption (Decipher)

The process of recovering the original plaintext from a ciphertext message.

Encryption (Encipher)

The process of converting a plaintext message into an unreadable ciphertext form.

A specific piece of information or a parameter used by a cipher, known only to the

Key
sender & receiver, that controls the transformation of data.
Plaintext The original, readable message or data that is to be encrypted.
A method of encryption that processes input elements (such as bits) simultaneously
Stream Cipher
& produces output one element at a time.
A cipher that replaces letters or bits in the plaintext with other letters, bits, or
Substitution Cipher

symbols.

Symmetric Encryption

A cryptosystem where the same secret key is used for both encryption & decryption;

also known as conventional encryption.
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Transposition Cipher

A cipher that secures a message by rearranging the positions of the elements in the

plaintext; also referred to as a permutation cipher.
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Fundamentals of Asymmetric Cryptography & the RSA Cryptosystem
Executive Summary

This briefing document analyzes the fundamental principles of asymmetric cryptography,
with a specific focus on the RSA cryptosystem. Unlike symmetric systems that rely on shared
secrecy, asymmetric cryptography utilizes “personal secrecy” through a dual-key architecture:
a public key for encryption & a private key for decryption.

The core of this technology is the trapdoor one-way function, a mathematical process that
is easy to perform in one direction but nearly impossible to reverse without a specific piece of
information (the “trapdoor”). The RSA algorithm, named after inventors Rivest, Shamir, &
Adleman, operationalizes this concept using prime factorization & modular arithmetic. While
asymmetric methods are computationally slower than symmetric methods & thus reserved for
shorter messages or key exchanges, they provide essential capabilities for confidentiality &
authentication in insecure communication channels.

Comparative Analysis: Symmetric vs. Asymmetric Cryptography
The following table distinguishes the operational & structural differences between symmetric

& asymmetric cryptographic systems as outlined in the source material.

Feature Symmetric-Key Cryptography Asymmetric-Key Cryptography
Foundational Basis Shared secrecy Personal secrecy
Key Count 1 key per user 2 keys per user (one public, one private)
Symbols in plaintext/ciphertext are Plaintext & ciphertext are treated as
Data Processing
permuted or substituted integers
Performance Fast encryption & decryption Slow encryption & decryption
Ideal Use Case Appropriate for long messages Appropriate for short messages

The Principles of Asymmetric Cryptography
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Asymmetric cryptography, also known as Public Key Encryption, is designed to ensure
secure communication over insecure channels. It can be utilized for confidentiality
(privacy/secrecy), authentication, or a combination of both.

The Dual-Key Mechanism

The system utilizes two distinct but mathematically related keys:

e Public Key: Used by the sender to “lock” (encrypt) the message. This key is
distributed through a public-key distribution channel.
« Private Key: Kept secret by the recipient & used to “unlock™ (decrypt) the ciphertext
back into plaintext.

The Trapdoor One-Way Function

The mathematical foundation of this system is the trapdoor one-way function.

¢One-Way Function: A rule mapping a domain to a range (y = f(x)) where
calculating the output is straightforward, but finding the input from the output is
computationally difficult.
« Trapdoor: A secret piece of information that makes the inverse function (f 1) easy
to compute. In this context, the private key serves as the trapdoor.

The RSA Cryptosystem

RSA is the most widely adopted public-key algorithm. It aims to compute three primary

factors—n, d, & e—based on the properties of large prime numbers.
Key Components
In the RSA system, the value n is a common component of both the public & private keys.
e Public Key (PU): A pair of numbers {e, n}.
e Private Key (PR): A pair of numbers {d, n}.
Operational Algorithms

The sender & receiver use modular exponentiation to process data:
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e Encryption Algorithm: The sender raises the plaintext (M or P) to the power of the
public exponent e & divides by the modulus n.
o Formula: C = M® (mod n)
o The remainder of this operation is sent as the ciphertext (C).
e Decryption Algorithm: The receiver raises the ciphertext (C) to the power of the
private exponent d & divides by the modulus n.
o Formula: M = C*
RSA Key Generation
The security of RSA depends on the difficulty of prime factorization. The process of
generating keys involves several mathematical steps:
1. Select Primes: Choose two distinct prime numbers, p & q.
2. Calculate Modulus: Compute n =p X q
3. Calculate Totient: Compute® (n) = (p — 1) X (g — 1).

4. Select Public Exponent: Select a prime integer e such that 1 <e < ¢ (n).

5. Calculate Private Exponent: Choose d such that d X e (modd)(n)) = 1. This is

expressed as d = e™?! (modcb(n))& is calculated using the Extended Euclidean

Algorithm.
Technical Examples
The source context provides specific numeric examples to illustrate the RSA procedure.

Example 1: Primes 7 & 11
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Setup:p = 7,q = 11.

Modulus: n = 77.

Totient: ¢(n) = (7 — 1)(11 — 1) = 60.

Key Selection: If e = 13, thend = 37 (since 13 x 37 (mod 60) = 1).
Encryption: If plaintext M = 5, then C' = 5 (mod 77) = 26.
Decryption: Bob receives ciphertext 26. P = 26*7 (mod 77) = 5.

Example 2: Primes 3 & 11

e Setup:p = 3,q = 11.

Modulus: n = 33.

Totient: ¢(n) = (2)(10) = 20.

Key Selection: If e = 7, then d = 3 (since 7 x 3 (mod 20) = 1).
« Encryption: If message M = 2, then C' = 27 (mod 33) = 29.
Decryption: M = 29% (mod 33) = 2.

Extended Euclidean Algorithm Application

The Extended Euclidean Algorithm is used to find the multiplicative inverse (d). For instance, givenp = 5,g = 11,e = T:
« n =55, ¢(n) = 40.
» The algorithm identifies d by solving for e x d (mod 40) = 1.
« Based on the iterative subtraction and multiplication steps provided in the source, d is determined to be 23.
» Resulting Keys: Public Key {7, 55}, Private Key {23, 55}.
Study Guide: Asymmetric Cryptography & the RSA Cryptosystem
This study guide provides a comprehensive review of asymmetric cryptography based on the
Fundamentals of Cybersecurity lecture series. It covers the distinctions between symmetric &
asymmetric systems, the mathematical foundations of the RSA algorithm, & the application of
trapdoor functions in secure communications.
Part 1: Short-Answer Quiz

Instructions: Answer the following questions using 2—3 sentences based on the information

provided in the source context.
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1.How do symmetric & asymmetric cryptography differ in their fundamental approach to

secrecy?

2.What is the “trapdoor one-way function,” & why is it significant to asymmetric-key

cryptography?

3.Regarding message length & processing speed, how does asymmetric cryptography

compare to symmetric cryptography?

4.How many keys are required for each user in an asymmetric-key system, & what are their

specific roles in the encryption/decryption cycle?

5.In the RSA cryptosystem, which components make up the public key & which make up

the private key?

6. What is the mathematical relationship between the variables n, p, & q in the RSA key

generation process?

7.Describe the role of the Extended Euclidean Algorithm in the context of RSA.

8. What are the specific mathematical formulas used to compute ciphertext (C) & retrieve

plaintext (M) in RSA?
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9.Beyond confidentiality, what other security goals can be achieved using asymmetric-key

cryptography?

10. How does the treatment of plaintext & ciphertext symbols differ between symmetric &

asymmetric systems?

Part 2: Answer Key
1. Answer: Symmetric-key cryptography is based on “sharing secrecy,” where both parties
use the same key. In contrast, asymmetric-key cryptography is based on “personal secrecy,”
where a user keeps one key private & shares a different key publicly.
2.Answer: A trapdoor one-way function is a mathematical rule that maps a domain to a
range in a way that is easy to calculate in one direction but difficult to reverse without a
specific piece of information (the “trapdoor”). It serves as the main conceptual idea behind
asymmetric cryptography, allowing for secure encryption that only the intended recipient
can undo.
3. Answer: Asymmetric-key cryptography is described as being relatively slow & is
therefore most appropriate for short messages. Symmetric-key cryptography is much faster
& is better suited for the encryption of long messages.
4. Answer: Each user in an asymmetric system requires two keys: a public key & a private
key. The public key is used by the sender to “lock” or encrypt the message, while the private
key is used exclusively by the recipient to “unlock” or decrypt the ciphertext.
5. Answer: The public key (PU) is a pair of numbers represented as {e, n}. The private key
(PR) is also a pair of numbers represented as {d, n}, where n is a component common to
both keys.
6. Answer: During key generation, two distinct prime numbers, p & q, are selected. The
value n is calculated as the product of these two primes (n = p X q).

Answer: The Extended Euclidean Algorithm is used to calculate the private exponent d. Specifically, it determines d such

7 _that d is the multiplicative inverse of e modulo ¢(n), expressed asd = e~' mod ¢(n).
8. Answer: To encrypt a message, the formula is C = M® mod N. To decrypt the
ciphertext & recover the plaintext, the formula is M = C” mod N.
9.Answer: In addition to confidentiality (privacy & secrecy), asymmetric-key
cryptography can be used to provide authentication. It is also fundamentally linked to
digital signatures & maintaining data integrity.
10. Answer: In symmetric systems, symbols in the plaintext & ciphertext are generally
permuted or substituted. In asymmetric systems, the plaintext & ciphertext are treated &
processed as integers.

Part 3: Essay Questions
Instructions: Use the provided source material to develop detailed responses to the following

prompts.
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1.Comparative Analysis: Evaluate the functional trade-offs between symmetric &
asymmetric cryptography. In your discussion, address the differences in key management,
processing efficiency, & the types of data (short vs. long messages) each system is best

equipped to h&le.

The Mechanics of RSA: Detail the step-by-step mathematical procedure for generating RSA keys. Explain how prime
numbers p and ¢ lead to the creation of n and ¢(n), and how these values are used to determine the public and private
2. exponents e and d.

3.Information Flow & Security: Describe the journey of a message from Alice (sender)
to Bob (recipient) using an asymmetric-key cryptosystem. Explain the roles of the insecure
communication channel, the public-key distribution channel, & the specific keys used at

each stage to ensure the attacker cannot read the message.

4. Mathematical Foundations: Analyze the importance of modular arithmetic & the
Extended Euclidean Algorithm in the security of the RSA method. Why is the relationship

exd mod ¢(n) =1 critical for the success of the decryption process?
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5.Data Integrity & Beyond: While RSA is a primary focus for encryption, the material
also mentions hash functions, MACs, & digital signatures. Discuss how these applications

relate to asymmetric cryptography & their importance in establishing data integrity.
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Glossary of Key Terms

Term

Definition

Asymmetric Cryptography

A cryptographic system that uses two different keys (public & private) for

encryption & decryption; also known as Public Key Encryption.

Ciphertext (C)

The encrypted, unreadable version of a message that is sent across a

communication channel.

Digital Signature

A cryptographic tool used for authentication & integrity, often implemented via

the RSA algorithm.

Extended Euclidean Algorithm

A mathematical process used in RSA to calculate the private key component d

by finding the inverse of € \mod \phi(n).

Hash Function

A mathematical algorithm (such as SHA or MD) used to ensure data integrity

by mapping data of arbitrary size to a fixed-size bit string.

Message Authentication Code

(MAC)

A short piece of information used to authenticate a message & provide integrity.

\phi(n) (Euler’s Totient)

A value calculated during RSA key generation as (p-1) \times (q-1), used to

determine the exponents e & d.

The original, readable message or data before it is encrypted or after it has been

Plaintext (M or P)

decrypted.

A secret key kept by the user, consisting of the pair \{d, n\}, used for decryption
Private Key (PR)

or creating signatures.

A key made available to everyone, consisting of the pair \{e, n\}, used for|

Public Key (PU)
encryption or verifying signatures.
The most common public-key algorithm, named after its inventors Rivest,
RSA Method

Shamir, & Adleman, based on the difficulty of prime factorization.
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Symmetric Cryptography

A cryptographic system based on “sharing secrecy,” where a single key is used

for both encryption & decryption.

Trapdoor One-Way Function

A function that is easy to compute in one direction but extremely difficult to

reverse unless a specific “trapdoor” (private information) is known.

69




Shoug Alomran

Principles of Security Design, Models, & Capabilities
Executive Summary
Security architecture is not a static product but a continuous process integrated into the
lifecycle of IT infrastructure. Effective security design relies on nine fundamental principles—
ranging from Security by Design & Simplicity to Zero Trust—that aim to prevent, mitigate,
& investigate threats. The primary goal of these principles is to ensure the Confidentiality,
Integrity, & Availability (CIA) of data.
Key takeaways include:
e Proactive Integration: Security must be a core requirement from the outset to avoid
wasted resources.
e Layered Defense: Systems should employ “Defense in Depth” to ensure that the
failure of one control does not lead to total compromise.
e Operational Reality: Every system has vulnerabilities, & security requirements
evolve; therefore, maintenance (patching, testing, & auditing) is m&atory.
e Formal Models: Structured frameworks like the Bell-LaPadula (Confidentiality) &
Biba (Integrity) models provide rigorous rules for how subjects interact with objects
based on security levels.
Fundamentals of Security Architecture
Security architecture comprises the hardware & software specifications, processes, &
procedures necessary to protect an organization’s IT infrastructure. It is guided by Security
Architecture Principles: fundamental rules applied during development & implementation to

ensure robust security controls.
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Core Security Architecture Principles

Principle

Description

#1 Security by Design

Security requirements must be part of the initial system requirements, not an

afterthought, to save time & money.

#2 Simplicity

Reducing complexity & diversity in security controls minimizes errors &

improves management/resolution of issues.

#3 Defense in Depth

Multiple security layers (e.g., firewalls, IDS, segmentation, encryption) increase

the effort required for an attacker to succeed.

Users & processes are granted only the minimum privileges necessary for a

#4 Least Privilege
specific task—no more, no less.
Access to resources should be denied by default, requiring specific configuration
#S Default Deny
to grant access.
When a system fails or encounters an unh&led case, it should block access (Fail
#6 Fail Secure

Secure) rather than disabling controls (Fail Safe).

#7 Separation of Duties

No single person should control the entire lifespan of a transaction. Techniques

include task shadowing & task splitting.

#8 Do Not Trust External |Systems outside organizational control are assumed insecure until a level of trust
Systems is established.
Assumes no actor (inside or outside) is trusted. Every interaction must be verified
#9 Zero Trust

(e.g., via MFA or device verification).

Security as a Continuous Process

The briefing emphasizes that security is never “finished.” It is a process driven by the

following realities:
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« Vulnerability Persistence: It is impossible to eliminate all vulnerabilities; the goal is
assurance.
e Evolutionary Change: Systems, security requirements, & the context of mechanisms
change over time.
e Maintenance Requirements: Secure systems require active upkeep, including:
o Checking for obsolete users.
o Updating antivirus software.
o Patching security holes & testing firewalls.
Common Architecture Flaws & Security Issues
Insecure design or coding leads to specific vulnerabilities that attackers can exploit.
Covert Channels
A technique used to transfer information in a secretive, unauthorized manner.
e Covert Timing Channels: A process accesses data from another process via shared
resources like RAM or CPU.
e Covert Storage Channels: A process accesses storage media to read or write data
(e.g., unauthorized access to photos).
Design & Coding Flaws
e Maintenance Hook: A “trapdoor” intended for development that allows entry into a
program without usual security checks.
e Privileged Programs: Programs that can grant users privileges beyond their assigned
levels.
o Data Diddling: Changing data before or during entry into a computer system.
o Salami (Aggregation) Attack: Also called an “Incremental” attack; small, undetectable
actions add up to a major attack (e.g., collecting user data from multiple parties).

Protective Measures
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e Trusted Recovery: Procedures to ensure failures do not compromise secure
operations.
e Input Validation: Checking inputs & parameters to prevent exploits.
Techniques for Ensuring CIA
Software designers utilize specific mechanisms to ensure programs perform only their
required functions.
e Process Isolation: Ensures that the behavior of one process affects only the memory
& resources associated with that specific, isolated process.
* Bounds & Authority Levels: Processes are assigned authority levels that dictate what
they can do.
o User Level: Restricted access for st&ard operations.
o Kernel Level: High-privilege access for core system functions.
e Protection Rings: A hierarchical model (Rings 0 through 3) where Ring 0 (Kernel)
is the most privileged & Ring 3 (Applications) is the least privileged. Device drivers
typically occupy middle rings (1 & 2).
Security Models
Security models are schemes used to specify & enforce security policies. They can be based
on formal access rights, models of computation, or distributed computing.
Formal List of Models
The following models are recognized within the security community:
e Trusted Computing Base
« State Machine Model
e Information Flow / Noninterference Models
e Take-Grant Model

e Access Control Matrix
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e Bell-LaPadula / Biba Models
o Clark-Wilson / Brewer & Nash (Chinese Wall) Models
e Goguen-Meseguer / Sutherl& / Graham-Denning Models
Deep Dive into Specific Models
Access Control Matrix
A table identifying subjects & objects.
e Columns: Access Control Lists (ACLs) tied to objects.
e Rows: Capability lists tied to subjects.
Take-Grant Model
Dictates how rights are passed between subjects. It uses specific rules (Take, Grant, Create,
Remove) to identify when rights change & where potential leakage occurs.
Comparison: Bell-LaPadula vs. Biba
These models use linear ordering (Top Secret > Secret > Confidential > Unclassified) to

control data flow.

Feature Bell-LaPadula (Confidentiality) Biba (Integrity)

Primary Goal  ([Protect sensitive data from disclosure.  [Protect data from unauthorized modification.

No Read Up: Cannot read data at alNo Read Down: Cannot read data at a lower
Read Rule
higher level. level.

No Write Down: Cannot write data to a
Write Rule No Write Up: Cannot write data to a higher level.
lower level.

Example of Bell-LaPadula: A subject with “Confidential” clearance (e.g., Claire) can read
“Activity Logs” but cannot read “Personnel Files” (Top Secret) or “E-mail Files” (Secret).
Conversely, a subject with “Top Secret” clearance (e.g., Tamara) can read all files.

Principles of Security Design, Models, & Capabilities
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This document provides a comprehensive overview of the fundamental concepts, principles,
& models governing security architecture & design. It serves as a study guide for underst&ing
how IT infrastructures are protected through systematic rules, the identification of architectural
flaws, & the application of formal security models.

Security Architecture Overview

Security architecture refers to the comprehensive system designed to protect an
organization’s IT infrastructure. This includes hardware & software specifications, as well as
the processes & procedures necessary to prevent, mitigate, & investigate threats. The
development of such an architecture is guided by security architecture principles—fundamental

rules applied during development & control implementation.

Core Security Architecture Principles

Principle Description

Security requirements must be integrated into the initial system or application
Security by Design requirements rather than being added as an afterthought. This prevents the waste of]

time, money, & effort later in the lifecycle.

Reducing the complexity & diversity of security controls minimizes mistakes & errors.

Simplicity
Simple controls are easier to manage, underst&, & use for prompt issue resolution.
Implementing multiple layers of security increases the effort required for an attacker
Defense in Depth to succeed. If one control fails, others should remain to prevent exposure. Example:

Combining firewalls, IDS, & encryption.

Users or processes should only be granted the minimum privileges necessary to
Least Privilege
perform their tasks—"No more, No less.”

The default setting for any security control should be to deny access. Specific
Default Deny
configurations must be created to explicitly grant access to resources.
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Fail Secure

When a system encounters an error or “forgets to h&le a case,” it should block access
to the process to avoid damage, though this results in a denial of service. (Contrast with

Fail Safe, where a control is disabled to ensure accessibility).

Separation of Duties

No single person should have sole control over the entire lifespan of a transaction. This
is achieved via task shadowing (monitoring) or task splitting (dividing tasks between

two people) to prevent fraud.

Do Not Trust External (External environments are not under the organization’s control. They must be assumed
Systems insecure until a specific level of trust is established.

This model assumes no actor or system—inside or outside the perimeter—is trusted.

Zero Trust Every interaction requires verification (e.g., MFA & device verification) before access

is granted.

Security as an Ongoing Process
Security is not a static state but a continuous process. Every system possesses vulnerabilities
that are impossible to eliminate entirely; therefore, the goal is assurance. Because systems,
security requirements, & the context of mechanisms change over time, secure systems require
constant maintenance, including:
» Checking for obsolete users. « Patching security holes.
e Updating virus software. e Testing firewalls.
Common Architecture Flaws & Security Issues
Covert Channels
A covert channel is an attack technique used to transfer information in a secretive or illicit
manner to extract or implant data. There are two primary types:
e Covert Timing Channels: A process accesses the data of another process by utilizing

shared resources like RAM or the CPU.
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e Covert Storage Channels: A process accesses storage media to read or write data
(e.g., unauthorized access to photos via mobile permissions).
Attacks Based on Design or Coding Flaws
e Maintenance Hook: A software trapdoor that allows developers easy access for
maintenance but may allow entry without st&ard security checks.
o Privileged Programs: Programs that can grant users extra privileges beyond those
originally assigned.
e Data Diddling: The unauthorized alteration of data before or during its entry into a
computer system.
» Salami (Aggregation) Attack: Also called an incremental attack, this involves many
small actions that add up to a major attack. It may involve collecting user data from
multiple parties or slowly increasing attack coverage to remain undetected.
Protection Mechanisms
e Trusted Recovery: Procedures that ensure failures or operational discontinuities do
not compromise the system’s secure operation.
e Input Validation: Checking inputs & parameters to ensure they are valid & safe.
Security Models & Techniques
Security models are schemes used to specify & enforce security policies. They may be based
on formal models of access rights, computation, or distributed computing.
Key Security Techniques
e Process Isolation: This ensures that the behavior of a specific process affects only
the memory & resources associated with that process, preventing it from interfering
with others.
e Bounds: Every process is assigned an authority level that dictates what it can do. The

two common levels are User & Kernel. These are often visualized as “Rings,” with
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Ring 0 (Kernel) being the most privileged & Ring 3 (Applications) being the least
privileged.

Notable Security Models
e Access Control Matrix: A table of subjects & objects. Columns represent Access
Control Lists (ACLs) tied to objects, while rows represent Capability Lists tied to
subjects.
e Take-Grant Model: This model dictates how rights (Take, Grant, Create, Remove)
can be passed between subjects, helping identify where rights might change or leak.
e Bell-LaPadula Confidentiality Model: A model focused on confidentiality through
linear ordering (Top Secret, Secret, Confidential, Unclassified). It enforces “No Read
Up” & “No Write Down” to protect sensitive data.
e Biba Integrity Model: A model focused on integrity. To prevent the corruption of

high-integrity data, it enforces “No Write Up” & “No Read Down.”

Short-Answer Quiz

Instructions: Answer the following questions in 2-3 sentences based on the provided text.

1. What is the primary difference between “Fail Secure” & “Fail Safe”?

2.Explain the principle of ““Separation of Duties” & provide one method of implementation.

3.How does “Security by Design” help an organization save resources?

4.Define a “Salami Attack™ & explain why it is also called an “incremental” attack.

5. What is the difference between a covert timing channel & a covert storage channel?

6. Describe the “Zero Trust” security model.
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7.In an Access Control Matrix, what is the difference between an ACL & a Capability List?

8. What are “Maintenance Hooks” & why do they pose a security risk?

9. What is the goal of “Process Isolation” in a secure system?

10. Contrast the primary objectives of the Bell-LaPadula & Biba models.

Quiz Answer Key
1. Fail Secure blocks access to a process during a failure to prevent system damage, even
though it causes a denial of service. Fail Safe disables the security control during a failure
to ensure the process remains accessible, which risks illegitimate access.
2.Separation of Duties ensures that no single individual has total control over a
transaction’s lifespan. It can be implemented through task shadowing, where one person
works while another monitors, or task splitting, where the task is divided between two
people.
3.Security by Design integrates security requirements into the initial system planning
rather than treating them as an afterthought. This avoids the unnecessary time, money, &
effort required to retroactively fix security flaws in a completed system.
4. A Salami Attack consists of many small, minor attacks that eventually add up to one
major attack. It is called incremental because the attacker starts with a small action &
gradually increases the attack’s coverage to avoid detection.
5. A covert timing channel involves a process accessing data from another process via
shared resources like the CPU or RAM. A covert storage channel occurs when a process
illicitly accesses storage media to read or write data.
6.The Zero Trust model assumes that no actor or service is trusted by default, regardless
of whether they are inside or outside the network perimeter. Every interaction must be
verified, often using multi-factor authentication & device verification, before access is
granted.
7.ACLs (Access Control Lists) are the columns of the matrix & are tied to the objects
being accessed. Capability Lists are the rows of the matrix & are tied to the subjects (users
or processes) attempting the access.
8. Maintenance Hooks are trapdoors in software designed to allow developers easy access
for maintenance & feature development. They pose a risk because they may allow
unauthorized entry into the program at unusual points without performing st&ard security
checks.
9.Process Isolation ensures that any behavior or error occurring within a specific process
is contained. It limits the impact of that process to only its associated memory & resources,
preventing it from affecting the rest of the system.
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10. The Bell-LaPadula model is designed primarily to ensure data confidentiality by

preventing unauthorized access to higher-level secrets. The Biba model is focused on data

integrity, preventing lower-level subjects from corrupting high-integrity information.
Essay Format Questions

1. Analyze why security must be viewed as a continuous “process” rather than a one-time

implementation, referencing the maintenance requirements for secure systems.

2.Compare & contrast the implementation of “Least Privilege” & “Default Deny” in a

corporate network environment.

3. Discuss the role of “Simplicity” in security architecture, explaining how complexity can

lead to architectural flaws & human error.

4.Explain the “Take-Grant” model & how its rules (Take, Grant, Create, Remove) allow

an architect to identify potential rights leakage.

5.Evaluate the importance of “Defense in Depth,” using the example of a perimeter

firewall, IDS, & encryption to explain layered protection.
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Glossary of Key Terms
o Access Control List (ACL): Columns in an Access Control Matrix that define access
permissions tied to specific objects.
o Bounds: Authority levels (User vs. Kernel) assigned to a process that dictate its allowed
actions.
o Capability List: Rows in an Access Control Matrix that define the rights or permissions
tied to a specific subject.
e Covert Channel: An illicit technique for transferring information secretly to or from an
organization.
o Data Diddling: The act of changing data before or during its entry into a computer
system.
o Defense in Depth: A security strategy involving multiple layers of controls to increase
the effort required for an attacker to gain access.
o Fail Secure: A design principle where a system blocks access during a failure to prevent
damage.
o Input Validation: The practice of checking parameters & data inputs to ensure they are
safe & valid.
o Kernel: The most privileged authority level (Ring 0) in a system’s architecture.
o Least Privilege: The principle of granting only the minimum permissions necessary for
a user or process to complete a task.
o Maintenance Hook: A trapdoor in software used by developers that can be exploited to
bypass security checks.
o Process Isolation: A technique that confines a process’s behavior to its own memory &

résources.
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o Salami Attack: An incremental attack where small, undetected actions accumulate into
a major security breach.

o Separation of Duties: A control policy that splits tasks or requires monitoring to prevent
any one person from having total control over a transaction.

o Trusted Recovery: Procedures that ensure a system remains secure following a failure
or operational discontinuity.

e Zero Trust: A security model that requires constant verification for every access request,

assuming no internal or external entity is inherently trustworthy.
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Security Vulnerabilities, Threats, & Countermeasures Across Systems Layers
Executive Summary
The integrity of modern computing depends on a multi-layered security architecture that
spans from physical hardware to cloud-based applications. This briefing document synthesizes
the vulnerabilities inherent in various system layers—hardware components, memory,
firmware, client/server architectures, databases, & emerging technologies like IoT & Cloud—
& outlines the specialized countermeasures required to mitigate these risks.
Key takeaways include:
e Hardware-Level Isolation: Security begins at the processor level through protection
rings & operating states that separate privileged kernel operations from user-level
applications.
e Memory Integrity: Robust memory protection mechanisms, such as ASLR & DEP,
are critical to preventing data corruption & unauthorized code execution.
e Endpoint Vulnerability: /O devices & mobile systems (especially under BYOD
policies) represent significant entry points for attacks, requiring strict physical &
software controls.
e Distributed Responsibility: Cloud security necessitates a “Shared Responsibility
Model,” where providers secure the infrastructure & customers secure their data &
access.
e Emerging Threats: [oT devices & legacy medical systems often run on unsupported
software, making them prime targets for botnets & large-scale DDoS attacks.
Hardware & Architectural Security
At the foundation of system security are the hardware components & the logic governing their
execution.

CPU Execution Types
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Processors h&le tasks through various execution models, each presenting different
architectural considerations:
e Multitasking: H&ling two or more tasks simultaneously.
e Multicore: A single chip containing multiple independent execution cores.
e Multiprocessing:
o Symmetric Multi-Processor (SMP): All processors share a single operating
system & memory space.
o Massive Parallel Processing (MPP): Each processor utilizes its own
dedicated operating system & memory.
e Multithreading: Allows multiple concurrent program parts to be performed on a
single processor core.
Protection Rings & Operating States
Systems use hierarchical protection rings to mediate access to resources. The deeper a

program resides within these rings, the higher its privilege level.

Ring Level Occupant Mode
Ring 0 OS Kernel / Memory (Resident Components) Supervisory / Privileged
Ring 1 Other Operating System Components Supervisory / Privileged
Ring 2 Drivers, Protocols, etc. Supervisory / Privileged
Ring 3 User-Level Programs & Applications User Mode

Operating States:
 Supervisory State: A privileged mode allowing execution of all machine instructions
& access to all memory offsets.
e Operating/Problem State: A user mode with limited access. Access requests must

be checked against credentials before authorization is granted.
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Process States
The process scheduler manages transitions between different hardware-level states: Ready,
Waiting, Running, & Terminated.
Memory Protection Mechanisms
Memory protection is essential for preventing processes from interfering with one another,
thereby preserving data integrity & system reliability.
Primary & Secondary Memory
e Primary Memory: Includes RAM (Real, Cache, Registers) & ROM (PROM,
EPROM, EEPROM, Flash).
e Secondary Memory: Non-volatile storage (HDDs, SSDs, Cloud) that retains data
without power.
Key Memory Defense Techniques
Memory protection is implemented through a combination of the Memory Management
Unit (MMU) in hardware & the OS Kernel in software.
ePaging & Segmentation: Divides memory into chunks with specific
read/write/execute rights.
e Address Space Layout R&omization (ASLR): R&omizes memory addresses to
prevent attackers from locating target code.
eData Execution Prevention (DEP): Marks regions as non-executable to block
malware.
e Protection Keys (MPK): Assigns numeric keys to blocks for rapid permission
changes.
« Buffer Overflow Mitigation: Blocks attempts to overwrite memory to alter program

flow.
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e Secondary Memory Protections: Includes full-disk encryption (At-Rest), immutable
backups (ransomware protection), & “Air-Gapping” (physical separation from
networks).

Infrastructure & Firmware Security

Firmware Vulnerabilities

Firmware, or microcode, is stored in ROM/EEPROM chips.

« BIOS/UEFI: Unified Extensible Firmware Interface (UEFI) replaced the traditional
BIOS in 2011 as a more advanced hardware-OS interface.
e Phlashing: A threat where malicious code embeds itself into the BIOS during an
update (flashing) process.
e Peripheral Firmware: Devices like printers & modems contain mini-operating
systems that must be secured against tampering.

Input/Output (I/0) Device Protection

Basic devices such as keyboards, USB drives, & routers present significant risks.

e Port Control: Physically removing or disabling unused ports (USB, CD/DVD) to
prevent data theft or malware insertion.
e Network Segmentation: Isolating peripheral & IoT devices on a separate network to
prevent lateral movement.
e Input Validation: Ensuring data from input devices does not contain malicious code.

System-Specific Security Strategies

Client-Side vs. Server-Side Security
¢ Client-Side: Focuses on user endpoints (laptops, mobile). Protection includes
Endpoint Detection & Response (EDR), Content Security Policies (CSP) for browsers,

& Code Obfuscation to deter reverse engineering of JavaScript.
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e Server-Side: Focuses on protecting applications & data. Key measures include Next-
Generation Firewalls (NGFW), Web Application Firewalls (WAF), & Server
Hardening (disabling unnecessary services & closing unused ports).
Database Security
Databases are high-value targets for SQL/NoSQL injection, insider threats, & ransomware.
e Best Practices: Applying the principle of Least Privilege, utilizing Data Masking
in non-production environments, & frequent vulnerability scanning.
Cloud Computing Security
Cloud security addresses risks such as misconfigurations (the leading cause of breaches),
insecure APIs, & account hijacking.
eShared Responsibility Model: The provider secures the infrastructure (“of” the
cloud), while the customer secures the data & applications (“in” the cloud).
eCloud Tools: Cloud Security Posture Management (CSPM) for configuration
monitoring & IAM for user access control.
Internet of Things (IoT) Security
IoT devices often lack built-in security & run on unsupported software (e.g., 83% of medical
IoT devices).
eDefense Strategies: Changing default credentials, disabling unused features
(Bluetooth/remote management), & implementing a Zero Trust model.
Mobile Device & BYOD Security
The “Bring Your Own Device” (BYOD) trend improves morale but complicates security
regarding data ownership & forensics.
Device & Application Security
o Application Whitelisting: A “deny by default” approach that only allows authorized

software to execute.
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« Key Management: Cryptosystems fail more often due to poor key management than
algorithm weaknesses.
e Security Features: Must include remote wiping, storage segmentation (to isolate
business data), & full device encryption.
BYOD Policy Concerns
Organizations must define clear policies addressing:
* Remote Wiping: Whether the company can wipe a personal device if it is lost.
e Support & Maintenance: Responsibility for repairs & patch management.
e Forensics: Legal & technical procedures for investigating incidents on personally
owned hardware.
Security Vulnerabilities, Threats, & Countermeasures Across System Layers
This study guide provides a comprehensive overview of security considerations across
multiple computing layers, ranging from hardware & firmware to cloud environments &
mobile systems. It is designed to assist in the review of core concepts related to system
architecture security, vulnerability mitigation, & defensive strategies.
Comprehensive Quiz
Instructions: Answer the following ten questions in two to three sentences each, based on the
information provided in the source materials.
1. What is the primary difference between Symmetric Multi-Processor (SMP) & Massive

Parallel Processing (MPP) in hardware architecture?

2.How do protection rings contribute to system security at the hardware level?

3.Describe the difference between the Supervisory state & the Problem state of a processor.
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4. What are the four primary process states managed by a process scheduler?

5.How does a Memory Management Unit (MMU) implement hardware-based memory

protection?

6. What is the “phlashing” threat in the context of system firmware?

7.Explain the Shared Responsibility Model as it applies to Cloud Service Providers (CSPs)

& their customers.

8. Why are Internet of Things (IoT) devices frequently targeted as attack vectors for broader

network breaches?

9. Contrast the security strategies of application whitelisting & application blacklisting.

10. What are the primary security concerns regarding data ownership in a Bring Your Own

Device (BYOD) environment?

Quiz Answer Key

1.What is the primary difference between Symmetric Multi-Processor (SMP) &
Massive Parallel Processing (MPP) in hardware architecture? SMP involves multiple
processors that share a single operating system & memory pool. In contrast, MPP
architectures assign each individual processor its own dedicated operating system &
memory.

2.How do protection rings contribute to system security at the hardware level?
Protection rings establish a hierarchy of privilege where code residing in inner rings (such
as Ring 0 for the OS kernel) has higher access levels than code in outer rings. This structure
ensures that user-level applications in Ring 3 cannot directly access or interfere with critical
system components without mediated access or system calls.

3.Describe the difference between the Supervisory state & the Problem state of a
processor. The Supervisory state is a privileged mode that allows the processor to execute
all machine instructions & reference all memory offsets. The Problem state, also known as
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User mode, limits access & execution based on specific authorizations, requiring all access
requests to be checked against credentials.

4. What are the four primary process states managed by a process scheduler? The
process scheduler manages transitions between the Ready, Waiting, Running, &
Terminated (or stopped) states. A process moves from Ready to Running when the CPU is
available, & may move to Waiting if it is blocked for I/O or other resources.

5.How does a Memory Management Unit (MMU) implement hardware-based
memory protection? The MMU is a hardware component within the CPU that translates
virtual addresses into physical addresses for every memory access. During this translation,
the MMU enforces access controls by checking permissions in real-time to ensure one
process does not access the memory space of another.

6. What is the “phlashing” threat in the context of system firmware? Phlashing refers
to a malicious attack where code embeds itself into the Basic Input/Output System (BIOS)
during the update process known as “flashing.” Because the BIOS is stored on a non-
volatile EEPROM chip, this malicious code can persist even after the operating system is
reinstalled or the power is cycled.

7.Explain the Shared Responsibility Model as it applies to Cloud Service Providers
(CSPs) & their customers. Under this model, the CSP is responsible for the security “of”
the cloud, which includes the physical infrastructure & underlying hardware. The customer
remains responsible for security “in” the cloud, encompassing their specific data,
application configurations, & identity & access management.

8. Why are Internet of Things (IoT) devices frequently targeted as attack vectors for
broader network breaches? 10T devices often lack robust built-in security, use default
credentials, & may run on unsupported or outdated operating systems. Once a single device
is compromised, attackers use it as a gateway to access more sensitive areas of the
connected corporate or home network.

9.Contrast the security strategies of application whitelisting & application
blacklisting. Application whitelisting is a “deny by default” approach that only allows
authorized software to execute, making it highly secure against unknown threats.
Blacklisting is an “allow by default” approach that only prohibits known malicious
software, leaving the system vulnerable to new or unidentified malware.

10. What are the primary security concerns regarding data ownership in a Bring
Your Own Device (BYOD) environment? BYOD policies often lead to the mixing of
personal & business data on a single device, complicating data isolation. These policies
must define whether a company has the right to perform a remote wipe of the device if it is
lost or stolen, which could result in the loss of the employee’s personal information.

Essay Questions
The following questions are designed for deeper reflection & synthesis of the material. No

answers are provided.
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1. The Evolution of Hardware Protection: Analyze how hardware-level mechanisms—
specifically protection rings & operating states—form the foundation of modern operating
system security. How would a failure at this layer impact software-based security

measures?

2.Strategies for Memory Integrity: Compare & contrast the effectiveness of Address
Space Layout Ré&omization (ASLR), Data Execution Prevention (DEP), &

Paging/Segmentation in defending against buffer overflow attacks.

3.Cloud Security Paradigms: Discuss the security implications of Infrastructure as a
Service (IaaS), Platform as a Service (PaaS), & Software as a Service (SaaS). How does
the shift in control between the provider & the user change the threat 1&scape for each

model?

4. Mitigating the IoT Threat L&scape: Given that 83% of medical [oT devices run on
unsupported software, propose a multi-layered defense strategy for an organization to

secure its [oT ecosystem using principles like network segmentation & Zero Trust.
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5.The BYOD Dilemma: Evaluate the organizational benefits of BYOD policies (such as
employee morale) against the security, forensic, & support risks. How can an organization

effectively balance employee privacy with the need for corporate data protection?
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Glossary of Key Terms

Term

Definition

Air-Gapping

Maintaining physical separation between a storage device or network & the public internet

to isolate it from cyber-attacks.

Address Space Layout R&omization; a technique that r&omizes memory addresses to make

ASLR
it harder for attackers to locate target code.
Basic Input/Output System; firmware stored on an EEPROM chip that initializes hardware
BIOS
during the booting process.
Bring Your Own Device; a policy allowing employees to use personal mobile devices for
BYOD
business purposes & network connectivity.
Data Execution Prevention; a security feature that marks certain memory regions as non-
DEP
executable to prevent malware execution.
The ability of cloud & virtualization solutions to exp& or contract resources based on current
Elasticity
demé&.
Also called Microcode; software stored in a ROM or EEPROM chip that provides low-level
Firmware
control for a device’s hardware.
Also called a Virtual Machine Monitor (VMM); the software or hardware component that
Hypervisor
creates, manages, & operates virtual machines.
Identity & Access Management; tools & policies used to manage & secure user identities &
1AM
their access to resources.
Microcode Another term for firmware; software stored directly on a hardware chip like ROM.
Massive Parallel Processing; a multiprocessing architecture where each processor has its
MPP
own dedicated operating system & memory.
Multitasking The ability of a system to h&le two or more tasks or processes simultaneously.
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Software as a Service; a cloud model where applications are provided over the internet &

SaaS

managed by a provider.

Symmetric Multi-Processor; an architecture where all processors share a single operating
SMP

system & memory pool.

Unified Extensible Firmware Interface; a modern, more advanced interface between
UEFI

hardware & the OS designed to replace BIOS.

Web Application Firewall; a security tool that filters & monitors HTTP traffic to protect web
WAF

applications from attacks like SQL injection.

A security framework that requires continuous authentication & treats every user, device, &

Zero Trust

connection as a potential threat.
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ICS/SCADA System Security for Cyber-Physical Systems
Executive Summary

Industrial Control Systems (ICS) & Supervisory Control & Data Acquisition (SCADA)
systems serve as the essential monitoring & control mechanisms for Cyber-Physical Systems
(CPS). These systems bridge the gap between information communication technology (ICT)
& the physical world, managing critical infrastructure such as smart grids, water treatment, &
oil & gas operations.

The security of ICS/SCADA is paramount; a successful cyber attack can result in physical
hazards, loss of human life, & severe economic disruption. Unlike traditional Information
Technology (IT) environments that prioritize data confidentiality, Operational Technology
(OT) environments prioritize Availability & Safety. Protecting these systems requires a multi-
layered approach involving architectural hardening, the use of secure communication protocols
(e.g., OPC UA, IEC 61850), & the implementation of robust governance frameworks to
reconcile the differing responsibilities of IT & OT departments.

Introduction to Cyber-Physical Systems (CPS) & ICS/SCADA

Cyber-Physical Systems (CPS) are collections of ICT & embedded microprocessors that
interact with the physical world via sensors & actuators. ICS/SCADA systems are the
specialized computing systems used to monitor & control these physical applications remotely
& in real-time.

Critical Infrastructure Applications
The security of ICS/SCADA is vital across several commercial & national sectors:
e Electricity: Power generation, transmission, & Smart Grids.
* Water Management: Supply, treatment, & distribution.
e Energy: Oil & gas industry operations.

e Transportation: Smart cities & transit infrastructure.
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e Manufacturing: Industrial automation & processing.

e Telecommunications: National communication networks.

Architectural Framework of ICS/SCADA

The architecture of these systems is often categorized using the Purdue Enterprise

Reference Architecture, which divides the environment into six levels:

Level Description
Level 5 Cloud & External Networks
Level 4 Enterprise IT Systems
Level 3 SCADA & Human-Machine Interface (HMI)
Level 2 Programmable Logic Controllers (PLCs) & Remote Terminal Units (RTUs)
Level 1 Sensors & Actuators
Level 0 Physical Process

Core Components

1. Field Instrumentation: Consists of sensors (which measure physical quantities like
voltage or pressure) & actuators (which perform mechanical or electronic actions).
2. PLCs & RTUs:
oPLCs: Rugged industrial computers that make logic-based decisions based on
custom programming to control output devices.
oRTUs: Telemetry devices that receive data from sensors & transmit it to the
control room. In sophisticated systems, PLCs can function as RTUs.
3. Master Terminal Unit (MTU): Known as the “heart” of the SCADA system, the
MTU initiates communications, collects & stores data in databases, & provides

interfaces for operators.
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4. HMI/SCADA Software: Provides graphical representations of field parameters &

allows operators to intervene in process control.

5. Communication Networks: The link between field devices & the control center,

utilizing technologies such as fiber optics, Ethernet, Wi-Fi, satellite, & radio.

Comparison: IT vs. OT Environments

A fundamental challenge in security is the differing priorities between Information

Technology (IT) & Operational Technology (OT).

Feature

Information Technology (IT)

Operational Technology (OT)

Primary Focus

Data processing

Physical processes

Security Priority

Confidentiality

Availability & Safety

Updates/Patching Frequent & regular Limited; requires downtime
System Lifecycle Short (3—5 years) Long (10-20+ years)
Downtime Often acceptable Highly restricted/not allowed

Communication Protocols & Security

Industrial environments use specialized protocols, many of which were designed before

security was a primary concern.

Protocol Port Security Level Notes
Modbus 502 Low No encryption or authentication.
DNP3 20000 Medium Supports Secure Authentication.
OPC UA N/A High Encrypted & authenticated.
IEC 61850 N/A High St&ard for Smart Grids.

Other utilized protocols include Fieldbus (Ports 1089-91), Ethernet/IP (Port 2222), EtherCAT

(Port 34980), & Profinet (Ports 34962-64).
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Vulnerabilities & Threat L&scape

Vulnerability Drivers
» Absence of Real-time Scanning: Lack of tools to detect suspicious activities as they
occur.
e Patching Delays: The systematic slowness in updating critical systems.
e Legacy Systems: Use of old hardware & software with limited security capabilities.
e Poor Practices: Neglected or unskilled authentication practices.

Categories of Threats
1. Unintentional (Inadvertent): Originate from internal sources such as human error
(carelessness/lack of knowledge), machine failure (equipment crashing), or natural
disasters (earthquakes, floods).
2. Purposeful: Targeted attacks including industrial espionage, sabotage by
disgruntled employees, cyber hackers, viruses/worms, & electronic terrorism.

Security Objectives & Requirements

The OT Security Triad

Security objectives in ICS/SCADA are prioritized differently than in IT:

1. Availability: The top priority. Systems must remain functional 24/7 to manage
critical life-safety infrastructure.
2. Integrity: The second priority. Operators must trust that the data received from
instruments is accurate to make correct decisions.
3. Confidentiality: The lowest priority. Field data is often state-based & time-
sensitive, losing its value quickly after transmission.

Security Countermeasures

To protect the environment, several layers of countermeasures must be implemented:
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« Physical Security: Secure fences, gates, electronic locks, & motion detectors linked
to CCTV. Mantrap techniques (scanning compartments for single access) are
recommended for restricted areas.
e Network Security Monitoring: Utilization of Network Detection & Response
(NDR) for behavior-based monitoring & Security Information Event Management
(SIEM) for data aggregation & forensics.
eSystem Hardening: Eliminating unnecessary modules, services, or ports, &
implementing secure configuration parameters.
e Access Control: Strong multifactor authentication (MFA) & application whitelisting
at the server level.
Governance & Strategic Planning
The IT/OT Governance Gap
A major organizational challenge is the division of responsibility. OT devices are typically
managed by engineering or automation departments, while IT components are maintained by
the IT department. Without a unified governance structure, serious gaps in security
competencies emerge.
Recommended Security Policies (ISO27001)
Organizations should adopt formal policies, including:
e Access Control & Password Policies.
« System/Data Backup & Recovery.
« Physical Security & Mobile Computing policies.
o Third-party access & Malware protection policies.
Seven Phases of Security Planning
To develop a comprehensive ICS/SCADA security program, the following phases are

suggested:
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—_

. Assessing existing systems.

2. Documenting policies & procedures.

(98]

. Training employees & contractors.

N

. Segmenting the network & security layers.

93]

. Controlling access to the system.

o)

. Hardening system components.

~

. Monitoring & maintaining security continuously.
Al-Enabled SCADA
The integration of Artificial Intelligence represents a shift from reactive to proactive
management:
e Predictive Maintenance: Moving away from scheduled or manual checks.
e Anomaly Detection: Utilizing machine learning rather than simple rule-based
systems.
e Decision-Making: Shifting from human-driven to Al-assisted or automated
processes.
e Threat Detection: Transitioning from signature-based detection to Al-driven
insights.
ICS/SCADA System Security for Cyber-Physical Systems (CPS) Study Guide
This study guide provides a comprehensive overview of Industrial Control Systems (ICS) &
Supervisory Control & Data Acquisition (SCADA) security within the context of Cyber-
Physical Systems (CPS). It covers architectural frameworks, vulnerability analysis, security
objectives, & governance strategies.
1. Fundamentals of ICS/SCADA & CPS

Definition & Applications
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Cyber-physical systems (CPSs) are collections of information communication technology
(ICT) & embedded microprocessors that interact with the physical world via sensors &
actuators. ICS & SCADA systems are specialized computing environments used to monitor &
control the remote activities of these CPS applications.

Key sectors utilizing ICS/SCADA include:
e Smart Grids: Electricity power generation & transmission.
e Water Supply: Treatment & distribution.
¢ Oil & Gas Industry: Extraction & management.
e Transportation: Smart cities & traffic control.
e Manufacturing: Industrial automation.

IT vs. OT Environments

A critical distinction exists between Information Technology (IT) & Operational Technology

(OT) environments, which influences security priorities.

Feature Information Technology (IT) Operational Technology (OT)
Primary Focus Data processing Physical processes
Top Priority Confidentiality Availability & Safety
Updates/Patching Frequent updates & patching Limited downtime allowed; slow patching
System Lifecycle Short Long

2. System Architecture
The Purdue Enterprise Reference Architecture
The Purdue model defines the logical levels of an ICS environment:
e Level 0: Physical Process
e Level 1: Sensors & Actuators

eLevel 2: PLCs & RTUs
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eLevel 3: SCADA & HMI
e Level 4: Enterprise IT Systems
e Level 5: Cloud & External Networks

Core Components
1. Field Instrumentation: Includes sensors (which measure physical quantities like
voltage or pressure) & actuators (which perform mechanical or electronic actions).
2. Programmable Logic Controllers (PLCs): Rugged industrial computers that use
custom programming to control output devices based on sensor input.
3. Remote Terminal Units (RTUs): Telemetry electronic devices that receive data
from field sensors & transmit it to the control room.
4. Master Terminal Unit (MTU): The “heart” of the SCADA system. It initiates
communication, collects & stores data, & provides the interface for operators.
5. Human-Machine Interface (HMI): Software that provides a graphical
representation of field parameters & allows operators to intervene in process control.
6. Communication Networks: The link between the control center (MTU) & the field
(RTUs/PLCs). These can use fiber, Ethernet, Wi-Fi, satellite, or radio.

3. Vulnerabilities & Threats

Common Vulnerabilities
e Lack of real-time network scanning for threat detection.
« Slow systematic updating & patching of legacy systems.
e Unencrypted communication (clear text) between remote connections.
» Unskilled or unsafe authentication practices, such as shared accounts.
e Exposure of OT networks to public networks.

Threat Categories

The security of ICS operations is threatened by two primary categories:
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1. Unintentional (Inadvertent): Originate from human error (neglect or lack of
knowledge), machine failure, or natural disasters (earthquakes, floods).
2. Purposeful: Intentional attacks from disgruntled employees, industrial espionage,
hackers, or electronic terrorism.

4. Security Objectives & Requirements

Security Objectives (CIA Triad in OT)

In an OT/SCADA environment, the traditional CIA triad is prioritized differently than in IT:
1. Availability: The top priority. Systems must operate 24/7 to monitor critical
infrastructure & ensure life safety.

2. Integrity: The second priority. Operators must trust that the physical information
received from instruments is accurate to make correct decisions.
3. Confidentiality: The lowest priority. Physical data is often state-based & time-
sensitive, losing value shortly after transmission.

Security Countermeasures
e Physical Security: Secure fences, electronic locks, & “Mantrap” techniques
(compartments that scan for single access).
e Network Monitoring: Utilizing Network Security Monitoring (NSM), Network
Detection & Response (NDR), & Security Information Event Management (SIEM).
eSystem Hardening: Eliminating unnecessary modules, services, or ports &
implementing secure configuration parameters.
e Authentication: Adopting strong multifactor authentication (MFA) & application
whitelisting.

5. Governance & Planning

OT/IT Governance Challenges
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Governance is often complicated because OT devices are managed by engineering or

automation departments, while IT components are managed by the IT department. Without

coordination, responsibility for SCADA security can fall into gaps between these departments.

The 7-Phase Planning Process
Developing a security plan involves:

1. Assessing existing systems.

2. Documenting policies & procedures.

3. Training employees & contractors.

4. Segmenting the network.
5. Controlling access.

6. Hardening components.

7. Monitoring & maintaining security.

6. AI-Enabled SCADA

Al-enhanced systems move SCADA from reactive to proactive management.

Feature Traditional SCADA Al-Integrated SCADA
Monitoring Reactive Predictive & proactive
Maintenance Scheduled or manual Predictive maintenance

Decision-Making

Human-driven

Al-assisted or automated

Anomaly Detection

Rule-based

Machine learning-based

Security

Signature-based

Al-driven threat detection

Quiz: ICS/SCADA Security Review

Questions

1. What defines a Cyber-physical system (CPS) according to the text?
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2.Explain why “Availability” is the highest priority in an OT environment compared to an

IT environment.

3. What is the specific role of a Master Terminal Unit (MTU) in a SCADA system?

4. Distinguish between a sensor & an actuator in the context of field instrumentation.

5. List three common vulnerabilities identified in [CS/SCADA systems.

6. Describe the difference between “Unintentional” & “Purposeful” threats.

7. What are the security levels of the Modbus & IEC 61850 protocols?

8. How does the “Mantrap” technique contribute to physical security?

9.Identify two specific challenges related to the governance of OT & IT security.

10. What are the benefits of integrating Al into SCADA for maintenance & monitoring?

Quiz Answer Key
1.Answer: A CPS is a collection of information communication technology (ICT) &
embedded microprocessors that communicate with the physical world through sensors &
actuators. They are used to manage critical functions in real-time.
2. Answer: Availability is the top priority in OT because these systems control critical
infrastructure or life-safety systems that must function 24/7. Any downtime can result in
physical hazards, loss of human life, or significant economic damage.
3.Answer: The MTU acts as the “heart” of the SCADA system, initiating all
communication & collecting data from remote field units (RTUs). it stores data in
databases, provides operator interfaces, & sends information to other systems.
4. Answer: Sensors are electronic devices that measure physical quantities (like
temperature or pressure) & send that data to control servers. Actuators receive comm&s
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from the control room to perform physical actions, such as moving a valve or starting a
pump.

5.Answer: Vulnerabilities include the absence of real-time network scanning, slow
updating/patching of systems, & the use of clear text for transmitting messages without
encryption.

6. Answer: Unintentional threats arise from human error (carelessness), machine failure,
or natural disasters without malicious intent. Purposeful threats are deliberate attacks, such
as sabotage, industrial espionage, or cyber terrorism.

7.Answer: Modbus has a “Low” security level because it lacks encryption &
authentication. IEC 61850 has a “High” security level & is commonly used in smart grid
environments.

8.Answer: The Mantrap technique uses a secure compartment that opens only upon
authorized credentials. Once inside, an overhead system scans the area to ensure only a
single person is granted access, preventing “tailgating.”

9. Answer: Governance challenges include the fact that OT & IT are typically managed by
different professional departments & the resulting ambiguity regarding which department
is responsible for the overall security of the ICS/SCADA infrastructure.

10. Answer: Al integration allows for predictive & proactive monitoring rather than
reactive monitoring. It also enables predictive maintenance, which moves away from
manual or scheduled maintenance to data-driven interventions.

Suggested Essay Questions

Note: Do not supply answers for these questions.
1. Critical Infrastructure Protection: Discuss why the Smart Grid is considered a critical
application of ICS/SCADA & explain the potential impacts of a successful cyber attack on

a nation’s safety & economy.

2.0T/IT Convergence: Analyze the fundamental differences between IT & OT
environments. How do these differences complicate the implementation of a unified

security strategy within an organization?
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3. Architectural Layering: Detail the Purdue Enterprise Reference Architecture (Levels
0-5). Why 1is it important to segment these levels when designing a secure ICS

environment?

4.Modernizing Legacy Systems: Many ICS/SCADA systems rely on old technology (like
dial-up modems or unencrypted protocols). Discuss the challenges & risks associated with

securing these legacy components in a modern threat 1&scape.

5.The Role of Al in Future Security: Evaluate how Al-enabled SCADA systems change
the paradigm of threat detection & decision-making. What are the potential advantages &

risks of moving toward automated decision-making in critical processes?
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Glossary of Key Terms
o Actuator: A device responsible for taking mechanical or electronic action in the physical
environment based on control commé&s.
 Availability: The security property of ensuring that systems & data are accessible &
functioning continuously when needed.
e Cyber-Physical Systems (CPS): Systems where ICT & microprocessors interact with
physical processes via sensors & actuators.
o Distributed Control Systems (DCS): A type of control system included under the
general term ICS, used for managing industrial processes.
« HMI (Human-Machine Interface): A graphical tool that presents field parameters to
human operators & allows them to interact with the control process.
e ICS (Industrial Control System): A general term encompassing SCADA & DCS used
to monitor & control critical physical functions.
o IED (Intelligent Electronic Device): Modern substation components, such as electronic
circuit breakers, that cooperate with PLCs/RTUs to transmit data.
e MTU (Master Terminal Unit): The central controller in a SCADA system that initiates
communication & manages data from field devices.
e NDR (Network Detection & Response): A tool that uses passive, behavior-based
monitoring to detect abnormal activity in real-time.
e NSM (Network Security Monitoring): The practice of gathering & analyzing
indications to detect & respond to network intrusions.
e OPC (OLE for Process Control): A software interface that allows Windows
applications to communicate with industrial hardware.
e PLC (Programmable Logic Controller): A rugged industrial computer used to observe

input devices & control output devices based on custom logic.
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e RTU (Remote Terminal Unit): A telemetry device that collects data from remote
sensors & transfers it to a central control room.

e SCADA (Supervisory Control & Data Acquisition): A system for remote monitoring
& control of industrial processes across large geographical areas.

e Sensor: A small electronic device that measures physical quantities like voltage, speed,
or temperature.

e SIEM (Security Information Event Management): A system that performs data

aggregation, real-time analysis, & alerting for security investigations.
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