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Prince Sultan University
College of Computer and Information Sciences
CYS401 — Fundamentals of Cybersecurity

Practical 4: Hacking Web Application - Perform a Brute-force Attack
using Burp Suite in Kali Linux

Disclaimer: All the labs in this course are prepared for educational purposes. we can't
harm anyone all the commands are done within our own system and network.

Instructions:

a. The assignment must be done individually.
b. The assignment is of 10 marks. You’ll have to demonstrate the assignment on your PC OR submit a
report. For each assignment, there will be an assessment.
c. The assignment should preferably be done on a laptop.
d. Required Tools: Kali- Linux, Burp Suite (available in kali Linux).
Requirements:
a. Select the user whose password you want to know, in order to get access to his/ her account.
b. It works only for less complex passwords (E.g., Combination of Alphanumeric, Alphabets with
uppercase letters at start and end).
c. Download a word dictionary from internet or need to create your own word dictionary.
Burp Suite:
Burp Suite is an integrated platform for performing security testing of web applications. It has
various tools that work together to support the entire testing process from the initial mapping and analysis

of an application’s attack surface to finding and exploiting security vulnerabilities. Burp Suite contains key
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components such as an intercepting proxy, application-aware spider, advanced web application scanner,
intruder tool, repeater tool, and sequencer tool.

Here, we will perform a brute-force attack on the target website using Burp Suite.

Tasks:

a. Download Burpsuite https://portswigger.net/burp/communitydownload. Also available in kali Linux.

b. First of all, you need to create an account on any website which you want to attack. In this case we

are using demo website. “demo.testfire.net” Below you can find the details below:
1. Create the fake website Portal.
2. InKali Linux, go to applications, select social engineering.

3. Type password kali = type 1 “Social Engineering Attack” = Type 2 “Website
Attack Vectors” = Type 3 “Credential Harvester Attack Method” = Type 2 “Site

Cloner”.

4. Tt will ask for the IP Address (Copy the given IP somewhere for later use

192.168.42.129). This is the address of Kali Machine. Just Hit “ENTER”.

5. Go to the browser, open http://demo.testfire.net/login.jsp

6. Paste the copied URL in “enter the URL to clone” option in the kali terminal. And

hit “ENTER”

7. Go to your web browser. In the search URL type the IP address of Kali Machine

and hit “ENTER”.

8. You will see the fake portal has been generated successfully.


https://portswigger.net/burp/communitydownload
http://demo.testfire.net/login.jsp
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9. Now login with the “username” and “password” and click Sign in. Your credential
will directly go to your Kali Machine IP address (which is acting as an attacker).

(Note: Don’t close the browser window).

10. Go to your Kali Terminal and check, you will see the username and password there.

Now you can use this username and password to access other accounts of this user.
11. It looks very simply but the issue is that user will not click on this URL directly.

12. Do not Close the Previous Terminal of Kali Linux.

¢. Secondly, you need to setup your Firefox proxy in order to allow it to work with burp suite.
Firefox-> settings -> options -> Proxy -> set proxy -> 127.0.0.1 and port -> 8080

Check box -> Sock 5.

Connection Settings

Configure Proxy Access tothe Internet
Neo proxy

Auto-detect praxy settings for this netwark

Use system proxy settings

0 Manual prexy conflguration

HTTD Prowy| 127.0.0.1 [Port| 8080 |

n |U§e this proxy server for all protocolsl

SEL Proxy| 127.0.01 Port 8080
ETP Prexy 127.0.0.1
S Hest| 127.0.0.1
SOCKSv4 @ SOCKSyS

Automatic proxy configuration URL

d. Open your burp suite -> under proxy -> set the http connection to -> 127.0.0.1 and port 8080.
e. Whatever traffic you are sending on internet goes through burp suite. It works as sniffing tool.
f. First open your website on which you created account and go to login page.

g. Open burp suite -> go to proxy -> press intercept in off.

h. Once you press it, intercept gets on.



Shoug Alomran

i. Now go back to your Firefox, enter username and Password of the user. But keep in mind the

password

should be incorrect. Assume you only know the user name and wants to find the password

using dictionary attack.

j- Now go back to burp suite, whatever username and password you entered on web page, it is shown

in burp suite.

k. On Burp suite perform the following actions:

a.

b.

Press action and select send to intruder

Go to Intruder tab.

Here you need to press $clear$

Then select only username and password and click $Add$ from right panel.

Select Cluster Bomb from drop down menu.

Choose payload tab -> select payload 1 and start entering the username/ names.

Select payload 2 and start creating your dictionary. (Note: you can also load dictionary
that you have downloaded from internet, but it takes almost 10 hours to process that
dictionary)

Click on Start Attack button
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urp Project Intruder Repeater Window Help
[ Dasil.hoara T Target | Arosy l .lntrudar Tkepemr T Sequencer Tbacod}ar T Comparer TExtenaer T Project options TUser options ]
_[mx,gr.gg_m, T HTTP history ] WebSockets history T Options ]
/ Requestto http://10.10.10.16:8080
| Forward J [ Drop | | interceptis on } | Action | [ Open Browser | e ¥ (
Rl!ll Params | Headers | Hex
1 POST /CEH/wp-login.php HTTP/1.1
2 Host: 10.10.10.16:8080
3 User-Agent: Mozilla/S.0 (Windows NT 10.0; rv:68.0) Gecko/20100101 Firefox/638.0
4 Accept: text/html,application/xhtml+xnl,application/xnl;qg=0.9,%/4;:q=0.8
S Accept-Language: en-US,en;g=0.5
6 Accept-BEncoding: gzip, deflate
7 Referer: http://10.10,10.16:8080/CEH/wp-login.php?
g Content-Type: application/x-www-forn-urlencoded
1:’ g:‘?t.e;t -Length: 117 Send to Repeater Ctri+R
11 Connection: close Send to' Sequencer
12 Cookie: wordpress_test_cookie=wP+Cookie+check Send to Comparer
13 Upgrade-Insecure-Requests: 1 Send to Decoder
71." 1 dnin&pwd=adninl234, bnit=Log+In&redi to=http%3A%27%2F10 SEquestiooowser =k 1
S log=adnin&pwd=adnmin Svp-subnit=Log+In&redirect_to=http%3A%s2/ ' Engagement tools [Pro version only} ~ 1e=
Change request method
Change body encoding
Copy URL
Copy as curl command
Copy to file
Paste from file
Save item
Don'tinterceptrequests >
Do intercept »
Converts jon »
URL-encode as you type
Cut i< X
p tris
Paste Ctri+v
Message editor documentation
®{§} <|[=> 25 Proxy interception documentation ] 0 matches wi| 8

l. A new Pop-up window appears that start matching your user-name and with the dictionary of
passwords that you created.

m. For correct password, It shows different length & size.

Attack Save Columns

[[Beaults | Target | Postions | Payioads | options

| Fiter: Showing all tems

Request 4 Payloadl | Payload2 |Status | Emor | Timeout| Length | Comment
17 admin L P ) 200 0] O 3117
18 administrator abcl23 200 =] @] 3717
19 Administrator abcl23 200 =] a 37117
20 adminstat abcl23 200 (=] a 3z
21 adminstrator abcl23 200 o (2] 37117
22 adminttd abcl2s 200 (o} (&} 3n7
23 adminuser abcl23 200 (@] g 3717
24 adminview abcl23 200 [m} o 3717
25 admn abcl23 200 o g
26 ananymous abcl23 200 o g 337
27 admin qerty@123 302 o O [5
28 adminl23 qwery@123 200 o] =] 3717
29 adminz qwery@123 200 o g 33
30 admin_1 qwery@123 200 o g 7
N administrator qwerty@123 200 u o 3717
32 istrat qwerty@123 200 o] £ 377

luygl Params | Headers | Hex

POST /CEM/wp-logan.php HTTP/1.1

2 Most: 10.10.10.16:8080

User-Agent: Mozilla/5.0 (Windows NT 1€.0; rv:68.0) Gecko/2010CLCL Firefox/68.0
Accept: text/htnl .application/xhnlexnl . application/x¥l g=0.9,%/%;q=0.8
Accept-Language: en-Us,enig=0.5

Accept-Encoding: gzip, deflate

Referer: http://10.10.10.16:8080/CER/vp-10gin.php?

Content-Type: application/x-www-forn-urlencoded

Content-Length: 118

DNT: 1

Cennection: close

Cookie: wordpress_test_cookie=WP+Cookie=chack

3 Upgrade-Insecure-Requests: 1

210 MO bW

[
SRR

> log=rdnindpvdsauert y@l 234wn-subnit=Loa-In&rediract toshttpWIAS2M2710.10.10.15% 3880805 2FCEML2Fvp -adnint 2FGt est cookie=1
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Bonus Marks:

Task:

Find your own vulnerable site that runs on “http”, create account on it and perform dictionary attack on it.

LR R S R R R S R Password Found Successfully @******************
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MY SOLUTION P1

shoug@ali ~

Session Actions Edit View Help

Securs Login ONLINE BANKING LOGIN  PERSONA "

Online Banking Login

Username
Password:
=
M USINESS
posit Prodycts
Services
+ Retiremen
« Other Sery

INSIDE ALTORO MUTUAL

« About Us
+ Contact

+ Locations
« Invesior Relation:
Bross Room

RESTAPL | © 2026 Altoro Mutual, Inc.

Online Banking Login

you will
ternal IP

icate

IP add

the POST back

website to
you want

the website you importe ://demo.testfire.net/logi

GET / HTTP/1.1" 200
“GET /style.css HTTP
GET /im

GET /images/1

/images/h:

[*] WE GOT A HIT! Printing the output: POSSIBLE PASSWORD FIELD FOUND:

uid=jsmith POSSIBLE PASSWORD FIELD FOUND: passw=demol234
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MY SOLUTION P2

HTTP/1.1 302 Found

Server: Apache-Coyote/1.1

Set-Cookie:
AltoroAccounts="ODAwWMDAyf1NhdmluZ3N+LTIuMEU50Xw4MDAwWMDN+Q2h1Y2tpbmd+MS
4wMDASMDAWMDE2ND YxXxMTg5RTMwEDQ1MzkwODIwMzkzOTYyODh+Q3J1ZG10IENhcmR+LTIu
MzU40TMOODgxXNTYwMTAyMkUyMHwAMDAWMTF+Q2h1Y2 tpbmd+NC450Tk50Tgx0Tg1OTkwMD
A1RTEwfDgwMDAxM35DaGVja2luZ34t0S440Dg40DcxNzRFMTBSODAWMDEO £f1NhdmluZ3N+
Mi4dwRTk5 £fDgwMDAxXNX5JUkF+MS4wMDAWMDAWMDAWMDAWMT I4RTE4 £fDgwMDAXNn5TYXZpbm
dzfi0xMjMwMC4wfDgwMDAXN35TYXZpbmdz£i0xLjBFMjF80DAwWMDE4 f1NhdmluZ3N+MS4w
RTIxfDgwMDAxXOX5TYXZpbmdzfi05MC4wfDgwMDAYMHS5TYXZpbmdz £ jEuNDAYyOTE OMTg0OD
YyMzQ1RTIxfDgwMDAyMX5DaGVja2luZ34 tNTE1MC4wfDgwMDAyMn5DaGVija2luZ342MDQw
0S4wfDgwMDAyM35DaGVja2luZz34tNDIyLjB8ODAWMDIOf1NhdmluZ3N+MS42Mzk4MDc2Nz
MwMTgzNTQyRTIxfDgwMDAYNX5TYXZpbmdzfi0xMDcwMS4wfA=="; Version=1
Location: /bank/main.jsp

Content-Length: 0

Date: Fri, 11 Sep 2026 20:23:20 GMT
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Database Setup

Setup Check

Setup Chwck

MY SOLUTION BONUS

View Help

Welcome to the Mariad® monitor.
Yoor Mariade connectica id is 31
-8.3-Rar{abe-14b1 from Debian — Please help got to 10k stars at https://github.con/Mariade/Server

Server versioa: 11
Copyright (<) 2000, 2018, Or

Type “help;® or ‘\h' for help. Type

/vat/ v /NtRL/dvwa/ config/config. nc.php. 41T /var/wes/hinl/dvwa/config/ config. inc.php

/et /WAL / v/ config/config. Anc..php

Commands end with ; o

le, Naria08 Corporation Ab and others,

"\¢' to clear the currest input statesent

VAt WL/ dvn hackable/ uploads,

Ivar/ et /el /vea contig/

- DVWA Security »
e : ot Secuity Level
o - x
- General Instructions e i e
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Task 1: Credential Harvesting using SET

A simulated attack using the Social Engineering Toolkit (SET) was
performed on Kali Linux where the demo.testfire.net login page was
cloned. SET was started by using the command "“sudo setoolkit’, then moved
to Website Attack Vectors > Credential Harvester Attack Method and Custom
Import function (as the Site Cloner was unsuccessful because the page
used chunked HTTP) to host an imitation of the AltoroMutual login page
on the IP address of my Kali machine (192.168.64.2). When a victim
accesses this web page and enters his credentials, SET will obtain this
information in plain text.
Task 2: Brute Force Attack using Burp Suite Intruder

First, I set up Firefox to connect to Burp Suite's proxy
(127.0.0.1:8080) . Using the Intercept feature, I made a login attempt
to “demo.testfire.net” with the known username Jjsmith but incorrect
password. Then I sent the captured POST request to the Intruder module,
selected the payload positions (username and password), defined attack
type as Cluster Bomb, and added a custom password list. In the result
table, I saw that “demol234° caused the response with a significantly
different length (837 bytes compared to 126 bytes for all other requests
with incorrect passwords). Moreover, the server's response contained a
"Set-Cookie: AltoroAccounts  session cookie, the signs of the successful
login with the identified password.
Bonus: Brute Force on the Second Target (DVWA)

For this part, I set up DVWA on Kali with Apache, MariaDB, and PHP,
configured the database, and changed the security level to Low. Then I

ran the same Cluster Bomb attack using Burp Suite Intruder on the Brute

10
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Force module of DVWA, targeting the “admin’® account and determining the

correct password ( password ) based on the length of the response.
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