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Analysis of Physical Network Topologies

Executive Summary

This briefing document provides a detailed examination of various physical network
topologies used in data communications and networking. Based on the provided technical
illustrations, a network topology defines the geometric representation of the relationship of all
links and linking devices to one another. The analysis covers five primary configurations: Mesh,
Star, Bus, Ring, and Hybrid/Tree structures. Key takeaways include the specific connectivity
requirements of Mesh networks, the centralized nature of Star and Tree topologies, and the

sequential flow within Ring configurations enhanced by repeaters.

Detailed Analysis of Network Topologies

The source material identifies and illustrates several distinct ways in which devices (referred

to as stations, nodes, or laptops) can be interconnected.

1. Mesh Topology
The Mesh topology is characterized by a high degree of redundancy and direct connectivity
between nodes.
e Full Connectivity: In a fully connected mesh, every device has a dedicated point-to-point
link to every other device.

e Link Requirements: The source provides a specific example of a 5-node mesh network

o For a network with 5 devices, the configuration requires 10 links.

o This follows the mathematical principle where the number of links is determined

nn-1)
2

by
o Applications: The complexity and link density suggest its use in environments where high

reliability and redundancy are critical.
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2. Star Topology

The Star topology utilizes a centralized architecture for data distribution

Switch or Hub

e Central Controller: Each device is connected to a central hub or switch via a point-to-
point link.

e Indirect Communication: Unlike the mesh topology, devices in a star configuration do
not communicate directly with each other; all data must pass through the central controller.

o Structural Advantage: This setup is typically easier to install and reconfigure compared

to a mesh.

3. Bus Topology
The Bus topology represents a multipoint configuration where devices share a single

communication line

=, \ A, A,
A T ey

ll)rop line lep line ll)rop line
Cable end I:Il {:| Cable end

Tap Tap Tap

e Shared Medium: All stations are connected to a main cable (the “bus”) that serves as the
backbone of the network.

e Hub Integration: Advanced bus configurations may involve a central hub that manages
multiple bus segments, connecting various stations to a primary line.

o Termination: As seen in technical diagrams, the main cable typically requires terminators

at each end to prevent signal reflection.
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4. Ring Topology
In a Ring topology, each device has a dedicated point-to-point connection with only the two

devices on either side of it
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o Data Flow: Signals are passed along the ring in one direction, from device to device, until
they reach their destination.
e Role of Repeaters: To maintain signal integrity over the loop, the network utilizes
repeaters.
o Each station is associated with a repeater.
o The repeater receives the signal, regenerates the bits, and passes them along to the
next station in the loop.
5. Hybrid and Tree (Hierarchical) Topologies
For larger or more complex environments, networks often combine multiple topologies into
hybrid or hierarchical structures.
e Hybrid Topology: This configuration combines different basic topologies (e.g., a star-bus

or a star-ring) to leverage the benefits of each
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o Tree Topology: Also referred to as a hierarchical topology.

o It features a primary hub (root) connected to secondary hubs.
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o Stations are connected to these secondary hubs in a manner similar to a star

configuration, allowing for massive scalability and organized management of

network nodes.

Comparative Summary of Network Configurations

The following table summarizes the structural characteristics of the topologies identified

in the source context.

Topology Connectivity Type Primary Components Distinguishing Feature
Mesh Point-to-Point Nodes, Dedicated Links Highest redundancy; @ il
Star Point-to-Point (to Hub) Hub/Switch, Stations Centralized control; easy
reconfiguration.
Bus Multipoint Backbone cable, Stations Shared communication medium.
Ring Point-to-Point (sequential) Repeaters, Stations Data travels in a continuous loop.
Tree Hierarchical Primary & Secondary Hubs Scalable; branched structure.
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Term
Bus Topology

Data Communications
Hub
Hybrid Topology
Mesh Topology
Repeater
Ring Topology
Star Topology
Station

Topology

Glossary of Key Terms

Definition
A network configuration where all stations are connected to a single common
backbone or central cable.
The process of exchanging data between two nodes via some form of transmission
medium, as modeled by various network topologies.
A central controller or junction point in a Star topology to which all other devices
are directly connected.
A network structure that integrates two or more different types of physical
topologies into a single system.
A network layout where devices are interconnected with multiple redundant links;
in a full mesh, every device is connected to every other device.
A device used in a Ring topology to receive a signal and regenerate it at its original
strength before passing it to the next station in the loop.
A network arrangement where each device is connected to two others, forming a
continuous circular path for data transmission.
A topology in which each device has a dedicated point-to-point link only to a central
controller (the hub).
An individual device or node connected to a network, such as a computer, that acts
as a sender or receiver of data.
The physical or logical arrangement of the various elements (links, nodes, etc.) of a
computer network.

11
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Protocol Layering and Network Models

Executive Summary

Computer network architecture is inherently complex due to the vast number of components
and functions required for effective data exchange. To manage this complexity, network functions
are organized into logical groupings called layers. In a layered architecture, each layer (n) provides
services to the layer above it (n+1) through well-defined interfaces, while communicating with its
corresponding “peer” entity on another node.

The two primary standard protocol models are the Open System Interconnect (OSI) model
and the Transmission Control Protocol/Internet Protocol (TCP/IP) suite. While the OSI model
serves as a theoretical framework for standardization with seven layers, the TCP/IP suite is the
practical foundation of the internet, typically organized into five layers. Layering facilitates
modular development, allowing different manufacturers to innovate within a single layer without

disrupting the entire system, thereby encouraging both collaboration and competition.

The Rationale for Layered Architecture

The primary solution for handling the complexity of network architecture is the
implementation of a layered model. This approach offers several distinct advantages:

o Simplification of Processes: By breaking the complicated communication process into
smaller, simpler sub-processes, hardware and software implementation becomes more
manageable.

e Modular Independence: Each layer implements a distinct set of functions (protocols).
This allows for independent development; a change in the implementation of one layer
does not necessitate changes in others, provided the interfaces remain consistent.

o Interoperability: Well-defined interfaces allow different manufacturers to supply
hardware and software for different layers.

e Resource Allocation: Layers are distributed across all nodes in the network, though not

every device uses every layer. Complexity increases as an entity supports more layers.
Conceptual Foundations of Layering

To understand how data moves through a network, several core concepts regarding layer

interaction must be defined:

12
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Interfaces and Services

A well-defined interface exists at the boundary between any two adjacent layers. Layer n-1

provides services to Layer n. The interface defines exactly what information and operations a layer

must provide to the layer above it.

Peer-to-Peer Communication

Entities (processes or hardware devices) that exist at the same layer on different machines

are known as peers. While data physically travels vertically through the layers of a single machine,

peers communicate logically according to protocol rules established for that specific layer.

Protocol Data Units (PDUs) and Encapsulation

A Protocol Data Unit (PDU) is the combination of data (payload) received from a higher

layer and the control information (header) added by the current layer.

e Control Information: Contains specific requests and instructions that are read and

executed only by the peer entity at the receiving end.

e Headers and Trailers: Most layers add control information in header fields. The Data

Link layer is unique in that it typically adds both a header and a trailer.

The OSI Reference Model

Developed by the International Organization for Standardization (ISO) in the 1970s, the OSI

model provides a framework for how data moves from an application on one computer to an

application on another. It consists of seven layers:

Ni?lIIin Layer Name Primary Responsibility
7 Application Provides network access to user applications (e.g., HTTP, FTP). Data
6 Presentation Data representation, encryption, and compression. Data
5 Session Establishes and manages connections/dialogs between applications. Data
4 Transport Process-to-process delivery of the entire message. Segment
3 Network Source-to-destination delivery of packets across multiple networks. | Packet/Datagram
2 Data Link Node-to-node (hop-to-hop) delivery of frames. Frame
1 Physical Transmission of raw bits over a physical medium. Bits

Detailed Layer Functions

e Physical Layer: Defines physical characteristics of interfaces, transmission media, and

hardware connections (pins, voltages, etc.). It manages data rates, bit synchronization, and

transmission modes (duplex). Devices include network cards, hubs, and repeaters.

13
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Data Link Layer: Responsible for dividing the bit stream into units called frames. it handles
physical addressing (MAC/hardware addresses) to ensure delivery between nodes on the same
link.

Network Layer: Manages logical addressing (IP addresses) and routing. It ensures that
individual packets reach their ultimate destination, even if it requires crossing multiple
networks.

Transport Layer: While the network layer handles individual packets, the transport layer
ensures the entire message arrives intact and in order. it uses process addressing to distinguish
between different applications on the same host.

Session Layer: Acts as a dialog controller, keeping data from different applications separate
and providing synchronization checkpoints to allow transmissions to resume after a crash.
Presentation Layer: Ensures interoperability by translating between different data
representations (e.g., EBCDIC to ASCII).

Application Layer: Contains protocols that allow user software to access network services,

such as web browsing (HTTP), remote host access (Telnet), and file management.

The TCP/IP Protocol Suite

The TCP/IP suite is the functional protocol stack used in modern networking. While it shares

many similarities with the OSI model, there are key structural differences:

Layer Consolidation: The top three layers of the OSI model (Application, Presentation, and
Session) are represented in TCP/IP by a single Application Layer.
Five-Layer Structure: The standard TCP/IP model consists of the Application, Transport,
Network, Data Link, and Physical layers.
Implementation:

o The Application, Presentation, Session, and Transport functions are typically

implemented in software.
o The Network layer is often a mixed implementation of hardware and software.
o The Physical and Data Link layers are primarily implemented in hardware (e.g., in

the Network Interface Card).

14
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Data Flow through an Internetwork

When Host A communicates with Host B through an internet (involving routers and
switches), the data follows a specific path of encapsulation and decapsulation:

1. Source (Host A): The Application layer generates data. As it moves down the stack, the
Transport layer adds a TCP header (Segment), the Network layer adds an IP header
(Packet), and the Data Link layer adds an Ethernet header/trailer (Frame).

2. Intermediate Devices:

o Switches: Generally operate at the Data Link and Physical layers.

o Routers: Operate up to the Network layer. A router receives a frame, decapsulates
it to inspect the IP header for routing purposes, and then re-encapsulates it into a
new frame to send it toward the destination.

3. Destination (Host B): The process is reversed. Each layer strips away its corresponding
header, performs its function (e.g., checking the MAC address, then the IP address, then
the port/process ID), and passes the remaining payload up to the next layer until the original

data reaches the application.
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Glossary of Key Terms
TERM DEFINITION
APPLICATION LAYER "Sl“ehri il(a:le};er that allows user applications (like browsers or FTP clients) to access network
ASCII / EBCDIC leferept code sets used for da‘Fa represenjca}tlon; the Presentation layer handles
translation between them to ensure interoperability.
DATA LINK LAYER | Responsible for node-to-node (hop-to-hop) delivery, framing, and physical addressing.

DIALOGUE CONTROL

ENCAPSULATION

FRAMING

INTERFACE

IP ADDRESS

MAC ADDRESS

NETWORK LAYER

OSI MODEL

PACKET /
DATAGRAM
PEER ENTITIES

PHYSICAL LAYER
PROTOCOL STACK
ROUTING
SEGMENT
SESSION LAYER

SYNCHRONIZATION
CHECKPOINTS

TCP/IP SUITE

TRANSPORT LAYER

A function of the Session layer that determines whether processes send and receive data
simultaneously (full-duplex) or at different times (half-duplex).

The process of adding control information (headers/trailers) to data as it moves down the
protocol stack.

The Data Link layer function of dividing a stream of bits into manageable units called
frames.

The defined boundary between two adjacent layers that specifies the services and
operations provided by the lower layer to the higher layer.

A unique global logical address used by the Network layer to distinguish hosts connected
to the Internet.

Also known as a physical or hardware address; used by the Data Link layer for local
identification on a link.

Responsible for source-to-destination (host-to-host) delivery of packets across multiple
networks and routing.

A seven-layer framework for standardization developed by the ISO to allow different
systems to communicate.

The Protocol Data Unit (PDU) associated with the Network layer.

Processes or hardware devices on different machines that communicate at the same layer.
The lowest layer, defining the physical characteristics of media, bit synchronization, and
the mechanical specifications of connections.

The collective set of protocols used across the various layers of a network model.

The process of connecting devices (routers) to switch or direct packets toward their final
destination across networks.

The Protocol Data Unit (PDU) associated with the Transport layer.

Responsible for establishing, managing, and synchronizing interactions between
applications.

Marks added by the Session layer to allow long transmissions to resume from a specific
point after a system crash.

A five-layer protocol stack that serves as the standard for internet communication,
consolidating several OSI layers.

Responsible for process-to-process delivery of an entire message and ensuring it arrives
intact and in order.
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Physical Layer in Data Communications and Networking

Executive Summary

The physical layer serves as the foundational level of data communications, responsible for
the transmission of raw bits over physical media. To be transmitted, data must be converted into
electromagnetic signals, such as electrical currents over copper or light pulses over fiber-optic
cables.

This document outlines the core functions of the physical layer, including signal
representation, the distinction between analog and digital transmission, and the inevitable
impairments—attenuation, distortion, and noise—that affect signal integrity. It further analyzes
critical performance metrics such as propagation time, transmission time, and total latency. Key
takeaways include the industry preference for periodic analog and aperiodic digital signals, and

the superior error regeneration capabilities of digital transmission systems.
1. Role and Functions of the Physical Layer

The physical layer deals with the actual communication media and defines the mechanical
and electrical specifications for interfaces and transmission media. Its primary responsibilities
include:

o Physical Characteristics: Defining the way devices connect to links (topology) and the
physical properties of connectors (shape, size, and pin count).

o Signal Representation: Determining how bits are encoded into electrical or optical
signals, as well as the voltages and currents utilized.

o Data Rate and Bandwidth: Establishing the transmission rate, measured as the number
of bits sent per second (bps).

e Synchronization: Ensuring that the sender and receiver clocks are synchronized for
accurate bit interpretation.

o Hardware Operation: Devices operating at this level include Network Interface Cards

(NICs), hubs, and repeaters.
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2. Fundamentals of Transmission Systems

Transmission is the communication of data through the propagation and processing of
signals across a communication channel. A signal is defined as electromagnetic energy that carries
information through a medium.

The Transmission Model
1. Transmitter: Converts information into a signal suitable for the medium. For example, a
telephone converts voice into electric current, while a NIC converts bits into current or
light pulses.
2. Communication Channel: The medium through which the energy propagates.
3. Receiver: Receives energy from the medium and converts the signal back into a form

suitable for the user (e.g., converting pulses of light back into bits).
3. Signal Classification and Comparison

Data and signals are categorized into two primary forms: analog and digital.

Analog vs. Digital

Feature Analog Digital
Data Type Continuous values (sound, light, temperature). Discrete values (text, integers, symbols).
Signal Form | Continuously varying electromagnetic wave. Series of voltage pulses (square wave).
Values Infinite number of values over time. Limited number of constant levels.

Periodic and Aperiodic Signals
o Periodic Signals: Consist of repeated patterns (cycles) over identical time intervals. In
data communication, periodic analog signals are commonly used.
o Aperiodic Signals: Change without a repeating pattern over time. In data
communication, aperiodic digital signals are common.
Frequency and Period
Frequency (f) and Period (T) are inverse relationships (f= 1/T).
o High Frequency: Signifies a rapid change in a short span of time.
e Low Frequency: Signifies a change over a longer span of time.
o Simple Signals: Signals with just one frequency (e.g., a sine wave).

o Composite Signals: Signals composed of multiple frequencies.
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4. Digital Transmission Characteristics

Digital signals represent bits through voltage levels (e.g., positive voltage for ‘1’ and zero
voltage for ‘0’). Because most digital signals are aperiodic, the concept of frequency is generally
inappropriate for describing them.

Key Metrics
o Bit Interval: The time required to send a single bit; it is the digital equivalent of a signal
period.
o Bit Rate: The number of bits sent per second (bps), also referred to as digital bandwidth,
transmission speed, or link capacity.
e Mathematical Relationship: Bit interval is the inverse of the bit rate (Bit interval = 1 /

Bit rate).
Advantages of Digital Transmission

The transition toward digital technology is driven by several operational benefits:
o Low Cost: Digital technology is generally inexpensive.
o Long-Distance Reliability: Repeaters can regenerate digital signals to their original
form, allowing for longer transmission distances.
e Security: Digital information is easily protected through encryption.
o Noise Removal: Digital signals can be regenerated accurately despite interference.

e Multiplexing: Multiple data sources can efficiently share a single link.
5. Transmission Impairments

No transmission medium is perfect; signals inevitably change between the transmitter and
the receiver.
Primary Impairments
1. Attenuation: The loss of energy as a signal resists the medium. Strength falls off with
distance and increases with frequency.
o Solution: Analog signals use amplifiers, while digital signals use repeaters.
2. Distortion: A change in the signal’s shape. This often occurs in composite signals where
different frequency components may arrive at different times.
o Impact: Results in distorted images or audio delays in applications like video

calls.
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3. Noise: The addition of unwanted signals from various sources:
o Thermal Noise: Random motion of electrons in a wire.
o Induced Noise: Interference from motors and electrical equipment.
o Crosstalk: Interference between two wires placed beside each other.
o Impulse Noise: High-amplitude, short-duration spikes caused by power lines or

lightning. This is the primary source of error in digital communication.
6. Performance and Latency Metrics

Network performance is evaluated based on the time it takes for data to travel from source

to destination.
Time Definitions

o Propagation Speed: The speed at which light travels through a medium. In a vacuum,
this is 3 \times 10”8 m/s; in a cable, it is approximately 2/3 of that value.

e Propagation Time: The time required for a single bit to move between two nodes.

. . Distance
o Formula: Propagation Time = ———
Propagation Speed

e Transmission Time: The time required to push all bits of a message into the link.

Message Size (bits)

Transmission Time =
© Bandwidth (bps)

e Queuing Time: The time a message spends waiting in intermediate devices (like routers)
before processing.

Total Latency (Delay)

Latency is the cumulative time for a message to reach its destination and is calculated as:

Latency = Transmission Time + Propagation Time + Processing Time + Queuing Time
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Term
Analog Signal

Aperiodic Signal
Attenuation

Bandwidth

Bit Interval
Bit Rate
Composite Signal
Crosstalk

Digital Signal

Distortion
Frequency
Impulse Noise

Latency

NIC (Network
Interface Card)
Periodic Signal

Propagation Speed

Propagation Time
Repeater

Transmission Time

Glossary of Key Terms

Definition
A continuously varying electromagnetic wave that can have an infinite number of values over a
period of time.
A signal that changes over time without a repeating pattern or cycle.
The loss of signal energy due to the resistance of the transmission medium.
In digital contexts, the number of bits sent per second (bps); also referred to as data rate or
transmission rate.
The time required to represent or send a single bit; the inverse of the bit rate.
The number of bits transmitted every second, representing the link capacity or transmission speed.
A signal composed of multiple frequencies.
A type of noise caused by the interference of two wires running beside each other.
A series of voltage pulses (often represented as a square wave) that have only a limited number of
values.
A transmission impairment where the signal changes its shape.
The rate of change of a signal with respect to time (f = 1/T).
Irregular, high-amplitude noise spikes of short duration, often caused by lightning or power lines.
The total time required for a message to be delivered, including transmission, propagation,
processing, and queuing times.

A device that operates at the physical layer, converting bits into electrical or optical signals.

A signal consisting of patterns that repeat over identical time intervals called cycles.

The speed at which a bit travels through a medium, which depends on the medium’s properties
(e.g., speed of light in vacuum vs. cable).

The time required for a bit to move from one node to another (Distance / Propagation Speed).

A device used in digital transmission to handle attenuation by regenerating the signal.

The time it takes for a sender to put all the bits of a frame into the communication link (Frame
Length / Bandwidth).
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Physical Layer Communications

This briefing document synthesizes the technical specifications and operational principles of
transmission media as outlined in Chapter 02 of Data Communications and Networking with

TCP/IP Protocol Suite, Sixth Edition by Behrouz A. Forouzan.
Executive Summary

Transmission media, or channels, represent the physical path between a transmitter and a
receiver. Positioned below the physical layer and controlled by it, these media are broadly
categorized into Guided Media (wired) and Unguided Media (wireless).

Guided media utilize physical conduits such as copper wires or glass fibers, with Fiber-Optic
technology providing the highest bandwidth and security at a higher cost. Twisted-pair cabling
remains the standard for LANs and telephone networks, utilizing specific twisting techniques to
mitigate interference. Unguided media utilize electromagnetic waves through the air, ranging from
omnidirectional radio waves for multicast to unidirectional microwaves for point-to-point
communication. The selection of media involves balancing bandwidth requirements, distance,

immunity to interference, and installation costs.
1. Guided Transmission Media

Guided media provide a physical conduit from one device to another. The primary types are

twisted-pair cable, coaxial cable, and fiber-optic cable.
1.1 Twisted-Pair Cable

A twisted-pair cable consists of two insulated copper wires arranged in a regular spiral
pattern. The wire pair acts as a single communication link.

o Interference Mitigation: The wires are twisted to reduce electrical interference (crosstalk)
from similar pairs nearby. A higher frequency of twists generally results in better quality
and lower interference.

e Applications: Commonly used in the “subscriber loop” (the connection between a home
and a local telephone exchange) and Local Area Networks (LANS).

o Physics of Twisting: In parallel wires, unwanted electromagnetic radiation affects the
wires unequally, creating a significant difference in interference. In twisted-pair wiring, the

interference affects both wires equally overall, largely canceling the unwanted radiation.
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1.1.1 UTPvs. STP

Structure

Insulated pairs in an outer jacket. Metal braid/covering surrounding the pairs.
Cost Cheapest type of cable. More expensive.
Installation Easiest to install. Harder to handle (thick and heavy).
Interference Suffers from external EMI. Significantly reduces interference.

1.1.2 UTP Categories and Performance

Performance varies by the category (CAT) of the cable, defined by bandwidth and data rate

capabilities:
Category Bandwidth Max Data Rate Shielding Type
CAT5e 100 MHz 1000 Mbps UTP or STP
CAT6 250 MHz 1000 Mbps UTP or STP
CAT6a 500 MHz 10 Gbps UTP or STP
CAT7 600 MHz 10 Gbps Shielded only
CATS 2000 MHz 25 - 40 Gbps Shielded only (40Gbps up to 24m)

Note: The twist length for Category 5 UTP is 0.6 cm to 0.85 cm, whereas Category 3 UTP

is7.5cmto 10 cm.

1.1.3 Connectors and Ethernet Cabling

Twisted-pair cables primarily use the RJ-45 (Registered Jack) connector.

o Pin Configuration:

o

o

o

o Cabling Logic:

o

1 & 2: TD+ and TD- (Transmit Data Positive/Negative)
3 & 6: RD+ and RD- (Receive Data Positive/Negative)
4,5,7, 8: N/C (No Connection/Unused)

Straight-Through: Used for connecting different device types (e.g., PC to

Switch/Hub, Router to Switch/Hub).
o Crossover: Required for connecting similar device types (e.g., PC to PC, Hub to

Hub, Switch to Switch, or Hub to Switch).
1.2 Coaxial Cable

Coaxial cable is structured with a central copper wire core, surrounded by an insulating layer,

a copper mesh (braid or foil) for shielding, and an outer jacket.
1.3 Fiber-Optic Cable

Optical fiber transmits signals as light through glass or plastic strands.
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e Composition:
o Core: One or more thin strands of glass or plastic.
o Cladding: A coating with different optical properties that reflects light back into
the core.
o Buffer/Jacket: Protective layers against moisture and physical crushing.
e Properties and Performance:
o Bandwidth: Supports hundreds of Gbps.
o Distance: Low attenuation allows for runs of at least 50km (and up to 100,000
meters) without repeaters.
o Security: Highly secure as there is no light leaking and no crosstalk.
o Immunity: Completely immune to Electromagnetic Interference (EMI) and
electrical hazards.

o Trade-offs: It is the most expensive medium and requires specialized skills for installation.
2. Unguided Transmission Media (Wireless)

Unguided media transport electromagnetic waves without a physical conductor.
2.1 Radio Waves
e Frequency: Less than 300 MHz.
e Propagation: Omnidirectional (signals propagate in all directions).
e Characteristics: Can travel long distances and are primarily used for multicast
communications.
o Applications: AM/FM radio and television broadcasting.
2.2 Microwaves
e Frequency: 300 MHz to 300 GHz.
e Propagation: Unidirectional (Line-of-sight propagation; waves travel in straight lines).
o Characteristics:
o High-frequency microwaves have difficulty passing through obstacles such as
walls.
o Higher frequency results in shorter wavelengths, increasing the difficulty of passing

through physical barriers.
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e Applications: Point-to-point communication, such as connecting LANs between
buildings.
3. Comparative Summary: UTP vs. Fiber-Optic

The following table summarizes the implementation issues when choosing between the most

common wired standards:

Issue UTP Cabling Fiber-Optic Cabling
Bandwidth Supported 10 Mb/s - 10 Gb/s 10 Mb/s - 100 Gb/s
Distance Relatively short (1 - 100 meters) Relatively long (1 - 100,000 meters)
EMI/RFI Immunity Low High (Completely immune)
Electrical Hazard Immunity Low High (Completely immune)
Media/Connector Cost Lowest Highest
Installation Skills Lowest Highest
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Term

Attenuation
Crosstalk
EMI
Fiber-Optic Cable
Guided Media

Microwaves
Omnidirectional

Radio Waves
RJ-45

STP

Transmission
Medium

Twisted-Pair Cable

Unguided Media
Unidirectional

UTP

Glossary of Key Terms

Definition
The reduction in signal strength (signal loss) as it travels over a distance through a transmission
medium.
A type of electrical interference caused by signals from one wire pair leaking into an adjacent
wire pair.
Electromagnetic Interference; external electrical noise that can disrupt or degrade the signal in
copper cabling.
A guided transmission medium that uses thin strands of glass or plastic to transmit data as light
pulses.
Transmission media that provide a physical path (wires or cables) to direct signals from sender to
receiver.
Electromagnetic waves with frequencies ranging from 300 MHz to 300 GHz that propagate in a
unidirectional, line-of-sight path.
A property of signal propagation where waves are sent out in all directions simultaneously.
Electromagnetic waves with frequencies less than 300 MHz used for long-distance,
omnidirectional multicast communication.
Registered Jack-45; a standard 8-pin connector used for connecting UTP and STP cables to
networking equipment.
Shielded Twisted Pair; a cable containing twisted wire pairs wrapped in a metal braid or foil to
reduce interference.
The physical path (channel) located below the physical layer through which data is sent from a
transmitter to a receiver.
A medium consisting of two insulated copper wires spiraled together to minimize crosstalk and
interference.
Wireless transmission media, such as air, that allow signals to propagate without a physical
conductor.
A property of signal propagation where waves travel in a single, straight line-of-sight path.
Unshielded Twisted Pair; the most common and cost-effective copper cabling, lacking internal
metal shielding.

26



Shoug Alomran

Data-Link Layer: Key Functions and Protocols

Executive Summary

The Data-Link Layer (DLL) serves as a critical intermediary in the network stack,
responsible for transforming the raw transmission facility of the physical layer into a reliable link.
This briefing document outlines the primary services of the DLL, including framing, addressing,
and error control. Key takeaways include:

e Framing and Encapsulation: The DLL organizes data into distinguishable frames using
character-oriented or bit-oriented protocols, employing “stuffing” techniques to maintain
data integrity.

e Addressing: Layer 2 or physical (MAC) addresses are utilized within frame headers to
identify specific sources and destinations within a local network.

e Error Dynamics: As network bandwidth increases, the impact of burst errors becomes
exponentially more severe, necessitating robust detection methods.

e Detection Mechanisms: While simple parity checks provide basic protection, Cyclic
Redundancy Checks (CRC) offer superior performance and efficiency, particularly for
high-speed hardware implementation.

1. Core Services of the Data-Link Layer

The Data-Link Layer provides a suite of essential services to ensure organized and reliable
communication between adjacent nodes.
Framing and Deframing

The DLL packs bits into frames to ensure each unit of data is distinguishable from another.
This process involves:

e Encapsulation: Adding a header and a trailer to a network layer datagram (packet).

e Symmetry: The sender performs framing; the receiver performs deframing.

e Protocol Diversity: Different protocols utilize different formats for the DLL frame.

Addressing

In a Local Area Network (LAN), the DLL utilizes physical addresses (also known as MAC

addresses or Layer 2 addresses). These addresses are embedded in the frame header to identify the

specific source and destination of the message.
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Control Mechanisms
e Flow Control: Prevents a fast sender from overwhelming a slow receiver. It establishes
procedures defining how much data can be sent before the sender must wait for an
acknowledgment.
e Access Control: Managed by the Medium Access Control (MAC) sublayer, this service
coordinates access to shared media, such as a shared wire or wireless airwaves.

e Error Control: Employs detection and correction techniques to facilitate reliable delivery.
2. Framing Methodologies

Framing allows the postal-like separation of information by “enveloping” messages. Two

primary types of protocols define frame structure:

Character-Oriented vs. Bit-Oriented

Feature Character-Oriented Protocol Bit-Oriented Protocol
Frame Length Multiple of bytes (8 bits) Not necessarily a multiple of bytes
Separation Method | 8-bit flag (usually 01111110) at start and end 8-bit flag at start and end
. Byte Stuffing: Adds an ESC byte before any Bit Stuffing: Adds an extra 0 after five
Shimis sz g naigus flag or ESC character found in the data. consecutive 1s are detected in the data.

Stuffing and Unstuffing Mechanisms
To prevent the receiver from misinterpreting data as a frame-ending flag, “stuffing” is
performed at the sender:
o Byte Unstuffing: The receiver removes the ESC byte and treats the subsequent character
as literal data.
o Bit Unstuffing: When the receiver sees five 1s, it checks the next bit. If it is 0, the bit is
discarded. If it is 1, it indicates the end of the data set (a flag).

3. Error Analysis and Impact

Data corruption is a constant threat during transmission. The DLL must identify and, in some
cases, correct these errors.
Types of Errors

e Single-Bit Error: Only one bit in the data unit has changed (e.g., 0 to 1).
e Burst Error: Two or more bits in the data unit have changed.
o The length of the burst is measured from the first corrupted bit to the last corrupted

bit.
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o Errors in a burst are not necessarily consecutive.
The Bandwidth Factor
The severity of a burst error is directly proportional to the bandwidth. A 2 ms burst error
affects significantly more data as speeds increase:
o At 1 Kbps: Affects 2 bits.
e At 1 Gbps: Affects 2,000,000 bits.

4. Detection and Redundancy Methods

To detect or correct errors, the DLL must transmit extra (redundant) bits. The process
involves an Encoder at the sender to generate redundancy and a Decoder at the receiver to check
the “syndrome.”

Simple Parity-Check

A parity bit is added to a data unit so that the total number of 1s is either even (Even Parity)

or odd (Odd Parity).
o Effectiveness: Detects all single-bit errors. It only detects burst errors if the total number
of bits changed is odd.
e C(n,k) Notation: Represents a codeword of n bits for every k-bit data word (e.g., C(5, 4)).
Cyclic Redundancy Check (CRC)

Cyclic codes are widely used because they provide high performance in detecting single-bit,
double, odd-numbered, and burst errors. They are specifically optimized for fast hardware
implementation.

Generator Polynomials and Burst Detection

The ability of a cyclic code to detect burst errors depends on its generator polynomial:

o Polynomial x® + 1: Detects all burst errors < 6bits. For length 7, 3 out of 100 errors may
go undetected. For length 8+, 16 out of 1000 may go undetected.
e Polynomial x'® + x”7 + x + 1: Detects all burst errors with a length less than or equal to

18 bits.
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Term

Access Control

Bit-Oriented Protocol
Bit Stuffing

Burst Error

Byte Stuffing

Character-Oriented
Protocol

Codeword

Cyclic Redundancy
Check (CRC)
Dataword
Deframing
Error Control

ESC (Escape)

Flag

Flow Control

Framing

MAC Address

Glossary of Key Terms

Definition
The process of controlling access to a shared medium, such as a wire or air; managed by the
Medium Access Control (MAC) sublayer.
A framing protocol where the frame length is not necessarily a multiple of 8-bit bytes.
The process of adding an extra ‘0’ bit after five consecutive ‘1’s in a data stream to distinguish
data from flag sequences.
A condition where two or more bits in a data unit are changed; the length is the distance from
the first to the last corrupted bit.
The process of adding an ESC byte before any flag or ESC characters found within the data
of a character-oriented frame.

A framing protocol where the frame length must be a multiple of bytes (8 bits).

The combination of the original data bits (dataword) and the redundant bits (such as a parity
bit).

A highly efficient error-detection method using cyclic codes, often implemented in hardware
for speed.

The k-bit unit of data before redundant bits are added to create an n-bit codeword.

The receiver-side process of extracting the original datagram from the received frame.
Techniques used for error detection and correction to ensure the reliable delivery of frames.
A special byte used in byte stuffing to signal that the following character is data, even if it
matches a flag.

A specific bit pattern (often 01111110) used to define the beginning and end of a frame.
Procedures that prevent a sender from overwhelming a receiver by limiting the rate of
transmission based on acknowledgments.

The DLL service of packing bits into distinguishable units by adding headers and trailers to
encapsulated packets.

Also known as a physical address or Layer 2 address; used in frame headers to identify source

and destination nodes in a LAN.
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Parity Bit An extra bit added to a data unit to ensure the total number of ‘1’s is either even or odd for

error detection.

Redundancy The practice of sending extra bits along with data to facilitate the detection or correction of
errors.
Single-Bit Error An error where only one bit in a specific data unit has changed from 0 to 1 or 1 to 0.
Syndrome A value produced by the checker at the receiver to determine if a received codeword is

valid or corrupted.
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Multiple Access Protocols in the Data-Link Layer

Executive Summary

The following briefing document synthesizes key insights regarding the Data-Link Layer,
specifically focusing on the mechanisms required to manage communication over shared media.
As network nodes share physical links—such as cabled Ethernet, WiFi, or cellular radio—
coordination is required to prevent data collisions and bandwidth wastage.

The primary takeaways include:

e Functional Sublayering: The Data-Link layer is divided into Logical Link Control (LLC)
for error/flow control and Medium Access Control (MAC) for framing and addressing.

e The Collision Challenge: Simultaneous transmissions on a broadcast link result in
collisions, which waste link bandwidth.

e CSMA Strategies: Carrier Sense Multiple Access (CSMA) protocols reduce collisions by
sensing the medium before transmitting, though they cannot eliminate them due to
propagation delay.

e Collision Detection (CSMA/CD): Advanced protocols like CSMA/CD improve
efficiency by monitoring the medium during transmission and aborting immediately upon
detecting a collision.

o System Performance: While decentralized and efficient under low traffic, these protocols

face limitations in heavy traffic, where packet delays may become limitless.
Data-Link Layer Architecture

The Data-Link layer is structured into two functionality-oriented sublayers that manage

distinct aspects of node-to-node communication:

Sublayer Primary Responsibilities
Logical Link Control (LLC) Responsible for error control and flow control.

Medium Access Control (MAC) Eﬁ;sc%(;rrlj;l:llles for framing, MAC addressing, and Multiple Access Control

The Multiple Access Problem

A broadcast or shared link consists of multiple sending and receiving nodes connected to a
single shared medium. Examples of such links include:

e Shared Wire: Cabled Ethernet.
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e Shared RF: 802.11 WiFi, satellite communications, and 4G/5G radio.
The Core Conflict: When two or more nodes transmit at the same time, their frames collide.
These collisions result in the total wastage of link bandwidth for the duration of the collision. To
mitigate this, Medium Access Control (MAC) protocols are implemented to coordinate

transmission among active nodes.
Random Access Protocols

In random access protocols, no single station is superior to another, and no station is assigned
control over others. Each station with a frame to transmit decides whether to send based on a

predefined procedure.
Carrier Sense Multiple Access (CSMA)

CSMA is based on the principle of “sense before transmit.” Because propagation time in a
Local Area Network (LAN) is very small, a station can sense the medium for an existing
transmission (carrier) before starting its own.

e Vulnerable Time: The “unsafe” period for CSMA is the Maximum Propagation Time
(t_{prop}). This is the time it takes for a bit to travel between the two most widely
separated stations on the network.

e Collision Origins: Collisions occur only when multiple stations begin transmitting within
the propagation time period—before the first bit of a transmission has reached the other
stations.

e Protocol Sensitivity: The longer the propagation delay, the worse the performance of the

CSMA protocol.
Persistence Strategies

Stations use different “persistence” behaviors when they sense that a medium is busy:

Strategy Action if Medium is Busy Action if Medium is Idle Performance Characteristics

Non-Persistent Wait a random “backoft” Transmit immediatel Reduces collision probability; wastes
time and sense again. Y bandwidth if backoff is too large.

Continuously listen until | Transmit immediately | Selfish behavior; high risk of collision
idle. with probability 1. if multiple stations are waiting.
Transmit with probability
p; wait one time unit with
probability /-p.

1-Persistent

Balances the benefits of the other two
strategies to reduce collisions.

Continuously listen until

p-Persistent dle.
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Carrier Sense Multiple Access with Collision Detection (CSMA/CD)
CSMA/CD is an enhancement used extensively in wired LANs (IEEE 802.3 Ethernet). It

addresses the instability of the channel during the full transmission of colliding packets.
The CSMA/CD Process

1. Carrier Sensing: The station uses a persistence strategy (non-persistent, 1-persistent, or
p-persistent) to start transmission.

2. Continuous Monitoring: While transmitting, the sender listens to the medium for
collisions.

3. Collision Handling: If a collision is detected:

o The station immediately aborts the transmission to reduce channel wastage.

o The station transmits a 48-bit jam signal. This signal notifies all other stations of
the collision, ensuring they discard the fragmented frame and that the collision is
detected by even the furthest station.

o The station enters a backoff period, waiting a random amount of time before

attempting to retransmit.
Performance Analysis

The effectiveness of Multiple Access protocols is highly dependent on network traffic
volume.
Advantages
o Simplicity: Simple and easy to implement.
o Decentralization: There is no central device; therefore, there is no single point of failure
that can bring down the system.
o Low Latency: In low-traffic conditions, packet transfer experiences very low delay.
Limitations
o Heavy Traffic Constraints: Under heavy load, packet delays have no theoretical upper
limit.
e Starvation: In extreme cases, a specific station may never receive the opportunity to
transfer its packet.
o Efficiency: Channel wastage occurs during the propagation delay period before a collision

is detected and the jam signal is processed.

34



Shoug Alomran

TERM

Glossary of Key Terms
DEFINITION

1-PERSISTENT CSMA
BACKOFF
BROADCAST LINK
CSMA
CSMA/CD
JAM SIGNAL
LLC SUBLAYER

MAC SUBLAYER

MAXIMUM
PROPAGATION DELAY
(T_{PROP})
MULTIPLE ACCESS
CONTROL (MAC)
NON-PERSISTENT

CSMA

P-PERSISTENT CSMA

VULNERABLE
TIME

A “selfish” persistence method where a station listens to a busy medium and transmits
immediately with a probability of 1 once the medium becomes idle.

A random period of time a station waits before attempting to re-sense the medium or
retransmit a frame after a collision or busy signal.

A shared physical or wireless medium where multiple nodes can send and receive data
simultaneously.

Carrier Sense Multiple Access; a protocol where stations sense the medium for a carrier
signal before attempting to transmit data.

Carrier Sense Multiple Access with Collision Detection; a protocol that monitors for
collisions during transmission and aborts if one is detected.

A 48-bit signal transmitted by a station in a CSMA/CD network to notify all other nodes
that a collision has occurred.

Logical Link Control; the functionality-oriented sublayer of the Data Link layer
responsible for error and flow control.

Medium Access Control; the sublayer responsible for framing, MAC addressing, and
managing access to the shared medium.

The time it takes for a bit to travel between the two most widely separated stations on a
link.

Protocols belonging to a sublayer of the data link layer used to coordinate transmissions
on shared links to prevent collisions.

A persistence method where a station that finds the medium busy waits a random amount
of time before sensing the medium again.

A persistence method where a station, upon finding the medium idle, transmits with
probability p or waits one time unit with probability 1 - p.

The time interval during which a frame is at risk of a collision, equal to the maximum
propagation delay in CSMA.
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Ethernet and Local Area Network Standards

Executive Summary

Ethernet is a foundational Local Area Network (LAN) Data Link layer protocol that has
evolved from its commercial origins in 1980 to a globally recognized IEEE standard. Its
architecture is characterized by a split sublayer design—Logical Link Control (LLC) and Media
Access Control (MAC)—which facilitates interoperability across diverse hardware and network
layer protocols.

Significant advancements in Ethernet technology include the transition from shared medium
access (CSMA/CD) to dedicated full-duplex communication. Full-duplex mode effectively
doubles theoretical throughput and eliminates collision domains, provided specific hardware
requirements (switches and full-duplex NICs) are met. Modern Ethernet standards now support
transmission rates ranging from 100 Mbps (Fast Ethernet) to 10,000 Mbps (10 Gigabit Ethernet),

utilizing various media such as twisted-pair and fiber optic cabling.

1. Evolution and Standardization

Ethernet’s development is marked by two primary eras: its initial industrial creation and its
subsequent standardization by the IEEE.
e Original (Traditional) Ethernet: Developed in 1980 through a collaboration known as
DIX (Digital, Intel, and Xerox).
o IEEE Ethernet: In 1985, the IEEE Computer Society initiated Project 802 to establish
standards allowing equipment from different manufacturers to intercommunicate. This

version is the current industry standard.

IEEE 802 sublayers

Under the IEEE 802.3 standard, the Data Link layer is partitioned into two distinct sublayers:

Sublayer Identifier Primary Functions
IEEE Handles framing, provides error and ﬂgw control, a}nq makes the
802.2 MAC sublayer transparent to allow interconnectivity between
’ different LAN types.

Logical Link Control (LLC)

IEEE Manages MAC addressing, medium access control (CSMA/CD or
802.3 Token passing), and protocol-specific framing.

Media Access Control (MAC)
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2. Ethernet Frame Structure

The Ethernet frame is the data unit used to transmit information across the network. While

DIX and IEEE 802.3 have slight variations, they share core components.

Core Frame Fields

Preamble: Consists of 8 bytes (pattern 10101010) used to synchronize receiver and sender
clock rates. In IEEE 802.3, the eighth byte serves as the “Start of Frame” (10101011).
Addresses: 6-byte fields identifying the source and destination.

Type (DIX): Indicates the Network layer protocol (e.g., IP [0800], ARP [0806], Novell
IPX [8137]). This allows for multiplexing multiple protocols on a single machine.

Length (IEEE 802.3): Specifies the number of bytes in the data field, with a maximum of
1,500 bytes.

Data and Pad: Carries the encapsulated upper-layer data. If the data is smaller than 46
bytes, a Pad (zeros) is added to meet the minimum length requirement.

CRC (Cyclic Redundancy Check): A 32-bit CRC used by the receiver to detect errors; if

an error is found, the frame is discarded.

3. Addressing Categories

Ethernet uses specific bit patterns in the address field to determine the recipient(s) of a frame.
Unicast: Directed to a single recipient. The second hexadecimal digit from the left is even
(e.g., the least significant bit of the first byte is 0).

Multicast: Directed to a group of stations (e.g., conferencing). The second hexadecimal
digit from the left is odd (e.g., the least significant bit of the first byte is 1).
Broadcast: Directed to all stations on the network. All digits in the address are F’s (all

ones).

4. Ethernet Generations and Performance

As Ethernet has evolved, its transmission rates have increased significantly, shifting

primarily toward Star topologies.

Fast Ethernet 100 Mbps Twisted pair or fiber optic

Gigabit Ethernet 1,000 Mbps Twisted pair or fiber optic
10 Gigabit Ethernet 10,000 Mbps Fiber optic cable only
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5. Full-Duplex Transmission

Traditional Ethernet was half-duplex (stations could transmit or receive, but not both
simultaneously). Modern implementations utilize Full-Duplex Mode, which allows simultaneous
transmission and reception.

Benefits of Full-Duplex
e Doubled Throughput: The actual transmission rate is doubled (e.g., 100 Mbps becomes
a theoretical 200 Mbps).
o Elimination of Collisions: Each station constitutes a separate collision domain, rendering
the CSMA/CD algorithm unnecessary.
Implementation Requirements
To operate in Full-Duplex mode, four conditions must be met:
1. Stations must be equipped with full-duplex Network Interface Cards (NICs).
2. Two pairs of wire must be used: one for inbound traffic (host to switch) and one for
outbound traffic (switch to host).
3. A Switch must be used as the central device instead of a Hub.

4. Devices must be connected point-to-point (dedicated) to the switch.
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Glossary of Key Terms
TERM DEFINITION
1000 BASE T / F Standard designations for Gigabit Ethernet operating over twisted pair (T) or fiber (F) at
1000 Mbps.
A transmission method where a frame is received by all stations on the network;
BROADCAST identified by a MAC address of all ones (FF:FF:FF:FF:FF:FF).
CRC (CYCLIC An error-detecting code (specifically CRC-32 in Ethernet) used by the receiver to
REDUNDANCY CHECK) | determine if a frame was corrupted during transmission.
Carrier Sense Multiple Access with Collision Detection; the medium access method used
CSMA/CD . o .
in traditional Ethernet to manage data collisions.
DIX An acronym for Digital, Intel, and Xerox, the three companies that developed the original
Ethernet standard in 1980.
FCS (FRAME CHECK . .. .
SEQUENCE) The field in an Ethernet frame containing the CRC-32 value used for error detection.

FULL-DUPLEX

LLC (LOGICAL LINK
CONTROL)
MAC (MEDIA ACCESS
CONTROL)

MULTICAST
PREAMBLE

UNICAST

An operational mode that allows simultaneous transmission and reception of data,
doubling throughput and eliminating collisions.

The top sublayer of the IEEE 802.3 Data Link layer (IEEE 802.2) that handles framing
and provides error and flow control.

The bottom sublayer of the Data Link layer that handles addressing and medium access
control specific to the LAN protocol.

A transmission intended for a specific group of stations; identified by an odd second
hexadecimal digit in the MAC address.

An 8-byte field at the start of a frame used to synchronize the clock rates between the
sender and the receiver.

A transmission directed to a single recipient; identified by an even second hexadecimal
digit in the MAC address.
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Interconnecting Devices and Network Segmentation

Executive Summary

The modern network environment relies on three primary categories of connecting devices:
hubs, link-layer switches, and routers. These devices operate at different layers of the Internet
model to facilitate communication between hosts and the integration of separate networks into
internets.

The primary distinction between these devices lies in how they manage traffic and define
network boundaries. Hubs operate at the Physical Layer, acting as simple bit-repeaters that create
large, inefficient collision domains. Link-layer switches operate at the Data Link Layer, utilizing
MAC address learning and filtering to isolate collision domains and enhance throughput. While
redundancy in switched networks improves reliability, it introduces the risk of loops and broadcast
storms, necessitating protocols such as the Spanning Tree Protocol (STP). Routers provide the

highest level of segmentation, forwarding packets based on routing tables.
I. Hubs: Physical Layer Connectivity

Hubs are Physical Layer devices designed to connect station adapters in a physical star
topology. Despite this physical arrangement, they function as a logical bus.
Technical Characteristics and Operation
o Bit-Level Operation: Hubs operate on bits rather than frames. They do not implement
access methods or perform filtering.
e Forwarding Logic: When a hub receives a bit from an adapter, it copies and sends that bit
to all other connected adapters.
o Filtering Capability: Hubs lack the ability to check destination link-layer addresses; they
cannot decide which specific port a frame should be sent to.
e Connection Medium: Typically uses two pairs of twisted-pair wire (one for transmission,
one for receiving).
o Distance Limitations: The maximum distance between a host Network Interface Card
(NIC) and the hub is 100 meters. Consequently, the maximum network length between any

two nodes is 200 meters.
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Impact on Network Domains

e Collision Domain: The entire hub forms a single collision domain. A collision domain is
defined as the part of a network where a collision occurs if two or more nodes transmit
simultaneously.

e Broadcast Domain: The entire hub forms a single broadcast domain. A broadcast domain
is the part of the network where each device receives broadcast messages from any other
device.

e Performance: Interconnecting LAN segments with hubs extends the physical distance of
the network but merges individual collision domains into one large domain, which

significantly reduces overall performance.
II. Link-Layer Switches: Data Link Layer Segmentation

Link-layer switches are more sophisticated devices used to segment a LAN into smaller,
more efficient segments. Unlike hubs, they deal with frames and provide collision domain
isolation.

The Learning and Forwarding Process

Switches utilize a Switch Table (also known as a Forwarding or MAC Table) to manage
traffic. This table is initially empty and is populated through an automatic learning process.
1. The Learning Process
When a switch receives a frame, it examines the source address:
o If the address is not in the table: The switch records the source MAC address, the
interface (port) it arrived on, and the time of creation.
o If the address is in the table: The switch updates the interface number (if it has changed)
and refreshes the record time.
2. The Forwarding Process
The switch examines the destination address of the incoming frame and compares it against
the Switch Table:
e Match Found (Different Port): The switch forwards the frame only to the interface
specified in the table.
e Match Found (Same Port): The switch discards (drops) the frame.
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e No Match (Unknown Unicast): The switch “floods” the frame, sending it to all interfaces
except the one it arrived on.

e Broadcast/Multicast: The switch automatically sends these frames to all interfaces except
the source interface.

Performance Benefits

o Collision Isolation: Each switch port represents a separate collision domain. This isolation
reduces the possibility of collisions.

e Throughput: By isolating collision domains and performing filtering, switches provide
higher total maximum throughput compared to hubs.

e CSMA/CD Requirements: In bus or hub-based star topologies, the switch runs
CSMA/CD before sending a frame onto a link.

I11. Reliability, Redundancy, and the Loop Problem

To ensure a reliable network, administrators often employ multiple switches and links to
provide redundant paths between hosts. However, this redundancy can introduce critical logical
failures.

The Problem: Loops and Broadcast Storms

A loop occurs when there is more than one path between two hosts. Because switches flood
broadcast, multicast, and unknown unicast frames, these frames can circulate and replicate
continuously within a loop.

o Broadcast Storms: This continuous replication is known as a broadcast storm. It consumes
all available network resources and eventually causes the network to stop functioning.
The Solution: Spanning Tree Protocol (STP)

To retain the benefits of redundancy without the risks of loops, the Spanning Tree Protocol

is utilized. STP identifies and eliminates logical loops in the network, ensuring a single active path

while keeping redundant links available for backup.

I'V. Comparative Overview of Interconnecting Devices

Model Layer

Data Link Layer

Physical Layer Network Layer
Data Unit Bits Frames Packets
Core Function Regeneration/Copying Filtering and Forwarding Routing
Logic Basis None (sends to all) MAC Address (Switch Table) Routing Table
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Collision Domains One single domain One domain per port Isolated
Broadcast Domains One single domain One single domain Isolated
Access Method None Runs CSMA/CD N/A
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Term

Broadcast Domain
Broadcast Storm
Collision Domain

Filtering
Flooding
Forwarding Table
Hub
Link-Layer Switch

Router

Spanning Tree
Protocol

Unknown Unicast

Glossary of Key Terms

Definition
The portion of a network where every device can receive broadcast messages sent by any
other device within that set.
A state where a network is overwhelmed by continuous replication of frames due to loops,
consuming all resources and halting network operation.
A section of a network where simultaneous transmissions from two or more nodes will result
in a data collision.
The process by which a device checks the destination MAC address of a frame to decide
which specific outgoing port should be used for transmission.
A forwarding method where a switch sends a frame out of all ports except the one it arrived
on; used for broadcast, multicast, or unknown unicast frames.
Also known as a Switch Table or MAC Table, this is a database used by switches to map host
MAC addresses to specific physical interfaces.
A physical layer device that connects host adapters in a star topology and copies received bits
to all other ports without filtering.
A device that operates on frames to segment LANs into smaller parts, isolating collision
domains and performing filtering based on MAC addresses.
A connecting device that operates at the network layer and forwards packets between
networks using a routing table.
A network protocol used by switches to eliminate logical loops in a redundant network
topology.
A frame with a specific destination MAC address that is not currently stored in the switch’s
forwarding table, resulting in the frame being flooded.
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Network Layer Services and IPv4 Addressing

This briefing document provides a comprehensive analysis of network layer duties, packet-
switching methodologies, and the technical specifications of Internet Protocol Version 4 (IPv4)

addressing, as outlined in the provided technical excerpts.
Executive Summary

The network layer serves as a carrier for data transfer, primarily responsible for packetizing,
routing, and forwarding payloads from source to destination. Modern networking relies on two
distinct switching approaches: the robust, connectionless datagram approach (utilized by the
Internet) and the connection-oriented virtual-circuit approach. Central to these operations is [Pv4,
a 32-bit unique addressing system. Understanding the transition from classful to classless
addressing, alongside the mechanics of subnetting and bitwise operations, is critical for effective

network configuration and routing table management.
1. Primary Duties of the Network Layer

The network layer functions similarly to a postal service, ensuring the delivery of packages
without altering or utilizing the contents of the payload. Its responsibilities are categorized into
three core duties:

o Packetizing: The process of encapsulating a payload into a network-layer packet at the
source and decapsulating it at the destination.

e Routing: The analytical process of determining the optimal path for a packet by running
protocols to populate a decision-making table known as a routing table.

o Forwarding: The physical action taken by a router upon receiving a packet. The router
uses its interfaces to decide the specific output port through which the packet should be

sent.
2. Packet Switching Methodologies

Switching at the network layer creates connections between input and output ports. The
sources identify two primary approaches to packet switching:
2.1 Virtual-Circuit Approach (Connection-Oriented)

In this model, a relationship exists between all packets in a message.
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Setup Phase: A virtual connection is established before any datagrams are sent. During
this phase, parameters such as buffer size, bandwidth, and delay requirements are set in
every switch along the path.

Pathing: All datagrams follow the same predefined path.

Identification: Packets must carry source and destination addresses as well as a virtual

circuit identifier (flow label).

2.2 Datagram Approach (Connectionless)

This approach treats each packet as an independent entity, a method foundational to the

Internet’s design.

Independence: Each packet is routed independently and may follow different paths to the
destination.

Efficiency: There is no setup delay (no handshaking).

Robustness: The system is resilient; if a router crashes, only the packets currently inside
it are lost, as subsequent packets can be rerouted.

Requirements: Every packet must carry the full address of both the source and destination.

3. IPv4 Addressing Fundamentals

An IPv4 address is a 32-bit unique and universal identifier. These addresses are managed

globally by ICANN (International Corporation for Assigned Names and Numbers), which assigns

blocks to regional authorities and manages the Domain Name System (DNS).

3.1 Structure and Notation

IPv4 addresses consist of four octets (bytes). They are commonly represented in dotted-

decimal notation, where each octet (8 bits) is converted to a decimal number between 0 and 255,

separated by dots.

Notation Type Example

Binary 10000001.00001011.00001011.11101111

Dotted-Decimal 129.11.11.239

3.2 Address Types Within a Network

1.

Each network contains three specific types of IP addresses:

Network Address: Identifies the network block. The host portion is set to all zeros (e.g.,
192.168.10.0).
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2. Host Address: Identifies a specific interface on a network. These are the valid range of
addresses between the network and broadcast addresses.
3. Directed Broadcast Address: Used to send a message to all nodes on a specific network.

The host portion is set to all ones (e.g., 192.168.10.255).

4. Classful vs. Classless Addressing

4.1 Classful Addressing Hierarchy

Traditionally, IPv4 addresses were divided into five classes (A through E) based on the
leading bits of the first octet.

Class Leading Bits Decimal Range Purpose/Notes
A 0 1.x.x.x to 126.x.X.xX Large networks; 1 byte for Net ID.
B 10 128.x.x.x to 191.x.X.X Medium networks; 2 bytes for Net ID.
C 110 192.x.x.X t0 223.Xx.X.X Small networks; 3 bytes for Net ID.
D 1110 224 x.x.X t0 239.X.x.X Multicast; no Net/Host hierarchy.
E 1111 240.x.X.X t0 255.X.X.X Reserved/Experimental.

4.2 Classless Addressing and Subnetting
To mitigate the shortage of [Pv4 addresses, classless addressing allows ISPs to subdivide
large blocks into smaller subnets.
o Slash Notation: Represents the mask by counting the number of “1” bits (e.g., /16 means
the network ID is 16 bits).
e Subnet Mask: A 32-bit value used to distinguish the network/subnet portion of an address

from the host portion.

5. Operations and Configuration

5.1 Bitwise AND Operations
Network devices determine the subnet address by performing a bitwise AND operation
between the host IP address and the subnet mask.
e Logic: 1 AND 1 = 1; all other combinations = 0.
o Application: If a mask octet is 255, the IP octet is preserved. If the mask octet is 0, the
result is 0.
5.2 Subnet Calculations
The following formulas are utilized to determine network capacity:

e Number of Subnets: 2" {(\text{subnet mask length} - \text{classful mask length})}
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o Hosts per Subnet: 2" {(32 - \text{subnet mask length})} - 2
o Note: Two addresses are subtracted because the first is the network address and
the last is the broadcast address; neither can be assigned to a host.
5.3 Host IP Configuration
Every host connected to a network requires four critical configurations:
1. Unique IP Address: Assigned from the correct subnet.
2. Subnet Mask: Defines the network boundaries.
3. Default Gateway: The IP address of the router interface connected to the same subnet,
used for traffic destined for external networks.
4. DNS Server IP: Required for domain name resolution.
5.4 Routing Logic
Routers primarily organize their routing tables by network addresses rather than individual
host addresses to maintain efficiency.
o Ifadestination is on the same network, the network layer passes the packet directly to the
data link layer for delivery.
o If the destination is on a different network, the network layer directs the packet to the

Default Gateway (router) to be forwarded to the next hop.
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Term

Bitwise AND
Classless Addressing
Datagram
Default Gateway

Directed Broadcast
DNS (Domain Name System)
Dotted-Decimal Notation

Forwarding
ICANN
Limited Broadcast
Packetizing
Routing
Slash Notation
Subnet Mask

Virtual Circuit

Glossary of Key Terms

Definition
A Boolean operation used to determine a subnet address by comparing an IP address
and a mask bit by bit.
An addressing architecture where the network address is defined by a subnet mask
rather than a fixed class (A, B, or C).
A packet in a connectionless network layer service that is routed independently of
other packets.
A router interface connected to the same subnet as local hosts, used to forward packets
to outside networks.
An address used to reach all hosts in a specific remote network; it contains the network
ID and all ones in the host portion.
A system managed by ICANN used to map domain names to IP addresses.
A format for writing IP addresses where each of the four bytes is written as a decimal
number (0-255) separated by dots.
The router’s process of transferring a packet from an input port to the appropriate
output port.
The International Corporation for Assigned Names and Numbers; a nonprofit that
manages [P addresses and DNS to avoid conflicts.
The address 255.255.255.255, used to communicate with all hosts on the current local
network only.
The process of encapsulating a payload into a packet at the source and decapsulating
it at the destination.
The process of running protocols to determine the best path for data and filling the
routing table.
Also known as CIDR notation; it represents a mask by counting the number of one-
bits (e.g., /24).
A 32-bit number that distinguishes the network/subnet portion of an IP address from
the host portion.
A connection-oriented approach to packet switching that establishes a predefined path
for all packets in a message.
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Network Layer: Packet Routing and Forwarding

This briefing document synthesizes the fundamental principles, algorithms, and structural
hierarchies of unicast routing within the network layer. It examines how data packets are directed

across complex internetworks using mathematical modeling and standardized protocols.
Executive Summary

Unicast routing is the process of moving a packet from a source to a destination through a
series of intermediate routers. Because the modern internet consists of a massive number of hosts
and routers, this process relies on hierarchical routing and graph theory. Routing is divided into
two distinct functional components: routing, which involves filling and updating tables to find the
shortest path, and forwarding, which is the hop-by-hop decision-making process for incoming
packets. The efficiency of the network is determined by the cost metrics assigned to links and the
choice between Distance Vector and Link State algorithms. Ultimately, the global internet is
organized into Autonomous Systems (AS) to manage administrative boundaries and scale routing

protocols.
1. Core Concepts of IP Routing

Routing protocols are the software components of the network layer that implement
algorithms to determine the “best path” for a packet.
1.1 Routing vs. Forwarding
The routing protocol is responsible for two primary tasks:
e Routing: The process of filling and updating routing tables by calculating the shortest
(best) paths from each source to every destination.
o Forwarding: The action of referring to the routing table to decide which output interface
an incoming packet should be transmitted on.
1.2 Hierarchical and Hop-by-Hop Delivery
In a unicast environment, packets are moved “hop by hop.” While the source and destination
hosts generally do not require complex forwarding tables—relying instead on their local default
routers—the routers connecting various networks must maintain detailed tables. To manage the
scale of the internet, routing is performed in several steps using different algorithms, a method

known as hierarchical routing.
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2. Graph Theory and Network Modeling

To calculate optimal paths, an internetwork is modeled as a weighted graph.
Nodes: Represent routers.
Edges: Represent the physical links or networks between a pair of routers.
Costs: Each edge is associated with a “cost” value. The shortest path is defined as the path

with the minimum total cost (the sum of link costs) between source and destination.

2.1 Cost Metrics

Costs are assigned based on specific metrics or a combination thereof:
Hops: The number of networks or routers a packet must pass through.
Geographic Distance: Physical length of the link.

Link Delay: The time required for data to transit the link.
Capacity: The speed or bandwidth of the link.
Reliability: The historical stability of the link.

3. Routing Classifications
Networks utilize different approaches to table management based on their size and required
flexibility.
Feature Static Routing Dynamic (Adaptive) Routing
Computation | Precomputed offline by a special computer. Computed in real-time by routers.
Updates Manually entered by an administrator. Automatic updates via neighbor communication.
Adaptability | Cannot adapt to network changes or failures. | Learns and reacts to link states and topology changes.
Usage Primarily used in small, stable networks. Used in large, complex internetworks.

4. Shortest Path Algorithms

The internet primarily utilizes two types of algorithms to determine the least-cost path.

4.1 Distance Vector (Bellman-Ford Algorithm)

In Distance Vector routing, every router maintains a table (vector) containing the distances

from itself to all possible destination nodes in the domain.

Communication: Routers periodically send their entire distance vector table to their
immediate neighbors.
Recalculation: Triggered when a router receives a vector from a neighbor with new

information or detects a link failure/topology change.
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Protocols: RIP (Routing Information Protocol) and EIGRP (Enhanced Interior Gateway
Routing Protocol).

Limitation: Reacts slowly to link failures.

4.2 Link State (Dijkstra’s Algorithm)

In Link State routing, routers focus on the state of their immediate connections rather than

the entire path.

Communication: Each router builds a packet describing its local links and floods this
information to a// other routers in the area.

Database: Every router builds a complete map (database) of the entire network topology.
Computation: Routers use Dijkstra’s algorithm to independently compute the shortest
path to every other node.

Advantages: Reacts quickly to network failures; information is sent only when a change

occurs to reduce traffic.

5. Forwarding Table Logic and Optimization

Routing tables can become excessively large, leading to the use of specific techniques to

reduce entry counts:

Next-Hop Routing: Only the address of the next router is stored, not the entire path.
Network-Specific Routing: Entries point to network addresses rather than individual host
addresses.

Default Routing: If no specific match is found for a destination, the packet is sent to a

default interface (often designated as 0.0.0.0/0).

5.1 The Masking Process

When a packet arrives, the router applies masks to the destination IP address to find a match

in the forwarding table.

Example Case: A router applies a mask (e.g., /26, /25, or /24). If the result of applying the
mask to the destination IP matches a network address in the table, the packet is forwarded
to the corresponding next-hop address. If no match is found after checking all specific
masks, the packet is sent to the default route (e.g., 180.70.65.200 via interface m2). If no

default route exists, a “host unreachable” error is generated.
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6. Autonomous Systems (AS)

The global internet is organized into Autonomous Systems to maintain administrative and
technical control.

e Definition: An AS is a group of networks under the control of a common network
administrator, identified by a unique Autonomous System Number (ASN).

o Intra-AS Routing (Interior): Routing protocols used within a single AS. All routers in
the AS must run the same protocol.

o Inter-AS Routing (Exterior): Routing between different Autonomous Systems.

o Gateway Routers: Specialized routers at the edge of an AS. They run both intra-AS
protocols for internal traffic and inter-AS protocols (such as BGP - Border Gateway

Protocol) to communicate with other systems.
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Term

Autonomous System (AS)
BGP (Border Gateway Protocol)

Border / Gateway Router

Cost

Distance Vector Routing

Dynamic Routing
Flooding
Forwarding

Hop

Inter-AS Routing
Intra-AS Routing

Link State Routing
Metric
Shortest Path
Static Routing

Unicast Routing

Glossary of Key Terms

Definition
A group of networks controlled by a common administrator, identified by a unique
ASN.
An exterior routing protocol used for routing between different Autonomous
Systems.
Special routers that connect Autonomous Systems and handle both interior and
exterior routing.
A value assigned to a link based on a metric, used by algorithms to determine the
shortest path.
A routing method where each router maintains a table of distances to all
destinations and shares it with neighbors.
An adaptive process where routers automatically learn the network state and
update tables via communication with neighbors.
The process in Link State routing where a router distributes link information to
every other router in the area.
The network layer function of moving a packet from an input interface to the
appropriate output interface.
A measure of the number of routers or networks a packet must pass through to
reach its destination.
Routing that occurs between different Autonomous Systems (exterior routing).
Routing that occurs within a single Autonomous System (interior routing).
A routing method where each router builds a complete map of the network and
calculates paths using Dijkstra’s algorithm.
A standard of measurement (like delay or reliability) used by routing algorithms to
assign costs to links.
The path between two nodes that has the least total cost (the minimum sum of link
costs).
A non-adaptive routing method where paths are manually entered into tables by a
network administrator.
The process of routing a packet from one specific source to one specific
destination, hop by hop.
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Transport Layer Services and Protocols

This briefing document provides a comprehensive analysis of transport-layer services and
the primary protocols used in the TCP/IP suite, based on the provided technical documentation. It
outlines the fundamental duties of the transport layer, its addressing mechanisms, and a
comparative study of the Transmission Control Protocol (TCP) and the User Datagram Protocol

(UDP).
Executive Summary

The transport layer serves as the critical intermediary between the application layer and the
network layer, providing logical, process-to-process communication. While the network layer
handles host-to-host delivery, the transport layer ensures that data reaches specific applications
running on those hosts through the use of port numbers and socket addresses.

Two primary protocols define the operational landscape of this layer:

e Transmission Control Protocol (TCP): A connection-oriented, reliable protocol that
employs a three-way handshake, sequence numbering, and sliding windows to ensure data
integrity, flow control, and error recovery.

e User Datagram Protocol (UDP): A connectionless, unreliable, yet highly efficient
protocol designed for speed and simplicity. It is preferred for applications where low
latency is more critical than perfect reliability, such as multimedia streaming or short

request-response cycles like DNS.
1. Fundamental Transport-Layer Services

The transport layer provides a logical connection between two application layers—one at the
local host and one at the remote host. It is responsible for several core functions that ensure
effective communication across a network.

Process-to-Process Communication

Unlike the network layer, which is responsible for host-to-host communication, the transport
layer is responsible for process-to-process communication. A process is defined as an
application-layer entity or a running program.

Core Duties

1. Addressing: Utilizing port numbers to identify specific network applications.
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2. Encapsulation and Decapsulation: Adding headers at the sender site and removing them
at the receiver site.

3. Multiplexing and Demultiplexing: Accepting items from multiple sources (multiplexing)
and delivering them to multiple destinations (demultiplexing).

4. Connection Control: Managing both connection-oriented and connectionless services.

5. Reliability: Implementing flow control and error control.

6. Congestion Control: Utilizing techniques to ensure the network load remains below
capacity.

2. Addressing and Identification

To identify specific processes, the transport layer uses port numbers and socket addresses.
Port Numbers
Port numbers are 16-bit integers ranging from 0 to 65535. They are categorized into different
ranges:
e  Well-known Ports (0-1023): Assigned and controlled by the Internet Assigned Numbers
Authority (IANA). These are provided to destination processes.

7 Echo Echoes back a received datagram
20/21 FTP File Transfer Protocol (Data and Control)
23 TELNET Terminal Network
25 SMTP Simple Mail Transfer Protocol
53 DNS Domain Name System
67 DHCP Dynamic Host Configuration Protocol
80 HTTP Hypertext Transfer Protocol
123 NTP Network Time Protocol
161/162 SNMP Simple Network Management Protocol
Socket Addresses

A socket is the interface between the application layer and the transport layer within a host.
A Socket Address is the combination of an IP address and a Port Number. To define a
connection in a multiuser environment, four entities are required:
e Local Host IP and Local Process Port Number.

¢ Remote Host IP and Remote Process Port Number.
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3. Transmission Control Protocol (TCP)

TCP is a reliable, connection-oriented protocol designed for applications that require
guaranteed data delivery.
Connection Management: The Three-Way Handshake

Before data exchange, TCP establishes a connection using a three-step process:

1. Step 1 (SYN): The client sends a segment with the SYN flag set to 1 and a randomly
selected initial sequence number.

2. Step 2 (SYN+ACK): The server responds with SYN and ACK flags set. It acknowledges
the client’s SYN, provides its own initial sequence number, and defines a “receive
window” (the number of bytes the client can send without further acknowledgement).

3. Step 3 (ACK): The client acknowledges the server’s segment and defines its own receive
window for the server.

Reliability and Sequence Numbers

e Sequence Numbering: Every segment is assigned a unique sequence number based on the
number of bytes carried. The sequence number of a segment is the sequence number of the
previous segment plus the number of bytes carried by that previous segment.

e Cumulative Acknowledgement: TCP uses cumulative ACKs. If a receiver sends an ACK
for “X”, it implies all bytes up to “X-1" have been received, and it is ready for byte “X”.

e Retransmission: The sender starts a timer upon sending a segment. If the timer expires
before an ACK is received, the segment is retransmitted.

Flow and Error Control

e Sliding Windows: TCP uses windows to prevent a receiver from being overwhelmed. The
window size specifies the maximum number of segments a sender can forward without an
ACK. Window sizes are variable and can be adjusted during the connection’s lifetime.

e Error Control Goals: To ensure the entire message arrives without error, loss, duplication,

and in the correct order.
4. User Datagram Protocol (UDP)

UDP is a simple, connectionless protocol that provides minimum overhead and no

connection delay.

58



Shoug Alomran

Operational Characteristics
e No Handshaking: There is no communication between the sender and receiver before data
is sent.
e Independent Segments: Each UDP segment (datagram) is handled independently of
others.
e Unreliable Service: UDP does not provide flow or error control. If a segment is corrupted,
it is simply discarded, and the application must take responsibility for error recovery.
e Queueing: A server using UDP serves only one request at a time; all other incoming
requests are stored in a queue.
Advantages
e Minimal overhead (no sequence numbers or window management).
e No delay for connection establishment.

e Supports multiplexing/demultiplexing via port numbers.
5. Comparative Application Analysis

The choice between TCP and UDP is driven by the specific requirements of the application-

layer process.
When to use TCP

TCP is essential for applications where data integrity is paramount and long messages are
common:

e  World Wide Web (HTTP): Requires precise delivery of page data.

e Electronic Mail (SMTP): Long messages with attachments (images, audio, video) must
arrive in the correct order. UDP is unsuitable for SMTP because if a long email were split
into multiple datagrams, UDP’s connectionless nature might result in out-of-order delivery
that the application cannot reassemble.

e Telnet: Requires a reliable terminal session.

When to use UDP
UDP is ideal for short messages or time-sensitive data:

e Domain Name System (DNS): Clients send short requests and need quick responses.

Since the entire message usually fits in one datagram, the lack of ordering and connection

management is not an issue.
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e Multimedia and Real-time Services: Internet telephony, video conferencing, and audio
streaming prioritize speed over the occasional lost packet.

e Routing Protocols: Used by certain protocols for efficient route updates.
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Term

Acknowledgment (ACK)

Checksum

Connectionless Service

Cumulative Acknowledgment
Demultiplexing
Ephemeral Port

Flow Control

Initial Sequence Number (ISN)
Logical Connection

Multiplexing

Port Number
Process
Segment

Socket Address
Three-way Handshake

Well-Known Ports

Glossary of Key Terms

Definition
A signal or segment sent to confirm that specific data has been received; in
TCP, the ACK number indicates the next byte expected.
A field used in UDP (and TCP) to check for errors in the entire segment; if an
error is found in UDP, the segment is discarded.
A communication method (like UDP) where each packet is handled
independently, and no fixed path or handshake is established before data
transfer.
A mechanism where an acknowledgment of byte X implies that all bytes up
to X-1 have been successfully received.
The process at the destination transport layer of delivering data segments to
the correct application-layer processes.
A temporary port number used by a client to uniquely identify a connection,
often contrasted with well-known ports.
Techniques used to manage the rate of data transmission between two nodes
to prevent the sender from overwhelming the receiver.
A random number selected by each side during connection establishment to
start the numbering of data bytes.
A virtual point-to-point link created by the transport layer that makes
processes appear directly connected despite physical network complexity.
The process at the source transport layer of gathering data from multiple
application processes to be sent over the network.
A 16-bit integer (0-65535) used by the transport layer to identify a specific
process on a host.
An application-layer entity or running program that utilizes transport-layer
services for communication.
The unit of data at the transport layer, created by grouping bytes from the
application layer and adding a header.
The combination of an IP address and a port number, serving as the unique
identifier for a process in the network.
The three-step process (SYN, SYN+ACK, ACK) used by TCP to establish a
reliable connection before data is exchanged.
Port numbers ranging from 0 to 1023, assigned and controlled by IANA for
universal services like HTTP (80) or FTP (20/21).
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Domain Name System (DNS) and Application Layer
Operations

Executive Summary

The Domain Name System (DNS) serves as the indispensable “Internet Directory Service,”
facilitating the mapping between human-readable alphanumeric host names and the numeric IP
addresses required for network communication. To manage the vast scale of the internet, DNS
operates as a distributed, hierarchical database system rather than a centralized one, which would
be prone to failure and congestion.

Critical takeaways include:

o Hierarchical Structure: Names are organized in a tree-like structure using labels to ensure
global uniqueness and allow for decentralized administrative control.

o Distributed Architecture: Information is spread across a global network of name servers,
including 13 root servers, to ensure reliability and efficiency.

e Resolution Methodologies: Name resolution—the process of mapping a name to an IP
address—occurs through two primary methods: recursive resolution (where servers query
on behalf of the client) and iterative resolution (where the local server queries a sequence

of servers directly based on referrals).
The Role and Necessity of DNS

The primary function of DNS is name resolution (also referred to as name translation,
mapping, or address resolution). This application-layer service is necessitated by a fundamental
gap between human usability and technical requirements:

e The Problem: Network protocols only understand numeric IP addresses, which are
difficult for humans to remember.
e The Solution: DNS allows users to refer to hosts using alphanumeric names, while the

protocol automatically maps these names to their corresponding IP addresses.
The Hierarchical Name Space

Because IP addresses must be unique, host names must also be unique. DNS manages this

through a hierarchical name space structured as an inverted tree with a root at the top.
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Labels and Uniqueness

e Each node in the tree is assigned a label.

e To guarantee uniqueness, DNS requires that children of the same node must have different
labels.

e Decentralized Control: This structure allows the Internet Assigned Numbers Authority
(IANA) to manage top-level domains (e.g., .com, .sa) while local organizations (e.g.,
university departments) manage subdomains.

Fully vs. Partially Qualified Domain Names

Mapping and translation can only be performed on Fully Qualified Domain Names
(FQDN), which provide the complete path to the root. Partially Qualified Domain Names
(PQDN) are site-specific and must be completed by a DNS client program, known as a resolver,
which adds the necessary suffix to create an FQDN.
Generic Domain Labels

The following table outlines standard generic domains used to define the nature of an

organization:

Label Description Label Description

aero Airlines and aerospace int International organizations
biz Businesses or firms mil Military groups

com Commercial organizations museum Museums

coop Cooperative organizations name Personal names (individuals)
edu Educational institutions net Network support centers
gov Government institutions org Nonprofit organizations
info Information service providers pro Professional organizations

Database Distribution and Storage

Storing the entire internet name space on a single, centralized server is inefficient and
unreliable due to heavy global traffic, the risk of total system failure if that server crashes, and
maintenance difficulties.

Distributed Database System
DNS is a distributed system using a vast number of name servers organized hierarchically:
e Root Servers: There are 13 root servers distributed globally that hold information about

top-level domains.
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Primary and Secondary Servers: A primary server maintains the master database. A
secondary server provides redundancy by loading information from the primary server
through a process called zone transfer.

Domains: A domain is a subtree of the name space under the administrative control of a

single entity. It may be subdivided into subdomains or represent a single host.

Resolution Mechanics and Resolver Operations

The DNS architecture consists of two main components: the name resolver (client-side) and

the name server (server-side). The resolver receives requests from application-layer protocols

(like HTTP) and communicates with name servers to retrieve information.

1. Recursive Resolution

> wn

In recursive resolution, the local name server takes full responsibility for finding the address.
The host queries the local name server.
If the local server does not have the data, it queries a root server.
The root server queries the next level (e.g., a .com server).
The process repeats down the tree until the answer is found.

The answer is then transmitted back through the chain to the original host.

2. Iterative Resolution

In iterative resolution, the local name server performs multiple queries itself based on

referrals.

1.
2.
3.

The host queries the local name server.

If the local server does not have the data, it queries the root server.

The root server does not fetch the answer; instead, it provides the local server with the IP
address of the next relevant server (e.g., the .com server).

The local server then queries that next server directly.

This continues until the local server receives the final mapping and provides it to the host.
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Term

Address Resolution

Country Domain

DNS (Domain Name
System)

Domain

FQDN
Generic Domain

TANA
Iterative Resolution
Label
Name Resolver

Name Server

PQDN
Primary Server

Recursive Resolution
Root Server
Secondary Server

Zone Transfer

Glossary of Key Terms

Definition
The process of mapping a host name into its corresponding IP address; also called name
resolution or name translation.
A top-level domain that uses two-character country abbreviations (e.g., SA, CA, US) to
identify geographical regions.
A distributed, hierarchical protocol and client-server application used to map alphanumeric
host names to numeric IP addresses.
A subtree of the domain name space representing hosts under the administrative control of a
single entity.
Fully Qualified Domain Name; a complete domain name that can be mapped to an IP address.
A top-level domain that defines the nature of an organization (e.g., com, edu, gov, org).
Internet Assigned Numbers Authority; the central authority that assigns top-level domain
names and organization-level labels.
A resolution technique where the local name server receives the IP address of the next level’s
server and queries it directly.
An alphanumeric string used to identify a node in the hierarchical name space; children of the
same node must have unique labels.
The client-side part of the DNS application that handles requests from the application layer
and communicates with name servers.
A computer in the distributed DNS system that stores mappings and responds to queries for
name resolution.
Partially Qualified Domain Name; an incomplete name that requires a suffix to be added by a
resolver before translation.
A name server that stores and manages the master file for all names in its administrative zone.
A resolution technique where each server in the chain queries the next level on behalf of the
requester until the answer is found.
A high-level name server that possesses knowledge of all top-level domains and serves as the
starting point for resolution.
A name server that provides redundancy by downloading and storing a copy of the database
from a primary server.
The process by which a secondary DNS server downloads and updates its information from a
primary DNS server.
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