alogleollg quulall pgle ayls
COLLEGE OF COMPUTER &
INFORMATION SCIENCES

CCIS

CS331: Data Communications and Computer Networks

Wireshark Lab

Packet Capture and Display Filtering

SHOUG FAWAZ ABDULLAH ALOMRAN

Instructor: Ms.Nada ALALYANI

Jlalw poll acnln
PRINCE SULTAN

1


mailto:223410392@psu.edu.sa
mailto:nalalyani@psu.edu.sa

Part 1: Lab Setup 3

Step 1: Finding the TP and MAC address.........ccveviieriiiriieciieiiiie ettt sie e e seesaese s 3
Step 2: Starting WIreSharki..........c.occiiiiiiiiiiicie sttt e e e b e esseesseesseesseesseenseans 3
Steps 3—4: CaPtUIING PACKETS.....cvvieiieeciieeeiiecie et este e st e sreeebeesbeeeteeeteeeseeessseessseessseessseessseessseesssens 4
SEEP 5121 FIIEOIINE. .eueeeeeteeieee ettt ettt s h e s bt e s bt e bt e bt e bt e beebe e bt e be e beeneeenteenteenee 4
Part 2: Packet Filtering Practice 5
Q1. IP address of Google.com.sa: 142.250.203.3.......cccueiiirierierienierieesieeieesieesreeteeseeseesseessesssesssesnns 5
Q2. Time for the first Echo packet: 121.913 MS......cccviviiiiiieciieiiiieeie ettt sra e 6
Q3. ACHIVE INEETTACE: ... viii ettt ettt e et e e e te e e e etae e e e tbeeeeeabaeeeentbeeeeesseeaeeaseeaeensreas 6
Q4. Filter: icmp and ip.Sr¢ == 172.217.17.35. . .oe oottt ettt e et ev e s veeeavee s 7
Q5. FAIEOT: TCIMP .ttt ettt et ettt b et e bbbt et e b e bt ebt et et bt et entes 7
Q6. ICMP PACKELS FIIEIEA ... ..vietieiieiiciieie ettt see st esteesseessaessaessaesseesseesseensaensaens 7
Q7. Packets With MY IP @S SOUICE:......ccviiriiiiieiieiieie ettt ereeteeve v e saestbestaestveseaesssesssessaesssessnessnenens 7
Q8. Packets with GOOZIE’S TP S SOUICE:........ceiiiiiiiieiiieeiieeiee et et e ereeeteeeee e e sereeebeeseseeseseessseesnneas 7
Q9. Frame source and destination addreSSES:.........ievuiiiiiiiiiieiiieeteecteecteeeteeeieeeteeesteeesteeesereeseseeseseees 9
QL1 Type fIeld VAIUE:....c.viiiiiieiiiieiet ettt ettt st b e bttt sbe bt eneens 9
Q12. Source and destination IP addreSSes:........cecuiiiuiiiiriieeie ettt ettt ettt et e eaeeere e 9
Q13. Time for the ECRO TESPONSE:......cciiiieiieiieitieieeie ettt ere e eve b e b e etbeeaeesbessresssessbesssessnesssesssensnes 9



Part 1: Lab Setup
Note: This lab was performed on macOS (MacBook Air M2). macOS equivalents were used for
the Windows commands: ifconfig en0 instead of ipconfig /all, and ping -c 4 instead of ping -4.

Step 1: Finding the IP and MAC address

The private Wi-Fi Address was turned off so the real hardware MAC address is shown.

Privacy Warning
Private Wi-Fi address is turned off for this network.
Rotating a private address helps reduce tracking of your Mac across different
Wi-Fi networks.
Learn more...

Automatically join this network ( @)

Private Wi-Fi address

Using a private address helps reduce tracking of your Mac by Fixed
Wi-Fi network operators. Private Wi-Fi address is turned off

and this Mac can be identified and tracked on this network, and Rotating
across other networks.

Command used: ifconfig en0

shougalomran@Mac ~ % ifconfig en®@

en@: flags=8863<UP,BROADCAST, SMART, RUNNING, SIMPLEX, MULTICAST> mtu 1500
options=6460<TS04, TSO6, CHANNEL_IO, PARTIAL_CSUM,ZEROINVERT_CSUM>
ether aB8:8f:d9:4T:26:6f
ineté fe80::188b:dacc:bfea:b9c6%en® prefixlen 64 secured scopeid @xb

inet 192.168.1.229 netmask Oxffffff@e broadcast 192.168.1.255
ndé6 options=2@1<PERFORMNUD, DAD>
media: autoselect
status: active
shougalomran@Mac ~ %

Step 2: Starting Wireshark

The active interface Wi-Fi: en0 was selected for capturing.




Wireshark
4.4 (v4.7.4-0

Capture
using this filter: 1 v Allinterfaces shown
Wi-Fi: en0 P S U —
Apple Wireless Direct Link: awdio A
‘Tunnel (System Services, VPN): utund A

Loopback: 100

Wi-Fi Access Point: ap1

Low-Latency WLAN: w0

‘Tunnel (System Services, VPN): utun0
Tunnel (System Services, VPN): utunt
Tunnel (System Services, VPN): utun2
Tunnel (System Services, VPN): utun3
Tunnel (System Services, VPN): utun5,
‘Tunnel (System Services, VPN): utun6
Tunnel (System Services, VPN): utun?
Tunnel (System Services, VPN): utung
‘Tunnel (System Services, VPN): utun9
‘Tunnel (System Services, VPN): utunt0

Tunnel (System Services, VPN): utunit
‘Apple Network Peer Injection: anpi0
Apple Network Peer Injection: anpil
Ethernet Adapter (en3): en3
Ethernet Adapter (end): end
Thunderbolt 1: enl
Thunderbolt 2: en2
Thunderbolt Bridge: bridge0
Tunnel: gifo
6tod Tunnel: stf0

@ Cisco remote capture: ciscodump

@ Random packet generator: randpkt

8 SSH remote capture: sshdump

& UDP Listener remote capture: udpdump

@ Wi-Fi remote capture: wifidump

Ready to load or capture No Packets

Steps 3—4: Capturing packets
While capturing, www.psu.edu.sa was opened in the browser and an HTTP request was

sent to neverssl.com, then the capture was stopped.

shougalomran@Mac ~ % curl -I http://neverssl.com
HTTP/1.1 200 OK

Date: Sun, 18 Oct 2026 10:50:19 GMT

Server: Apache/2.4.68 ()

Upgrade: h2,h2c

Connection: Upgrade

[
u
1]

@aaB@

Last-Modified: Wed, 29 Jun 2022 08:23:33 GMT
ETag: "f79-5e28b29d38e93"

Accept-Ranges: bytes

Content-Length: 3961

Vary: Accept—Encoding

Content-Type: text/html; charset=UTF-8

A B4 OB B !5

No. |Time Delta Source Destination Protoc Leng Info
2.. 199.445292 192.168.1.229 34.223.124.45 HTTP 142 HEAD / HTTP/1.1
2. 199.813242 0.367950 34.223.124.45 192.168.1.229 HTTP 366 HTTP/1.1 200 0K

0O
™
N2
il
5
o
T
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Step 5-12: Filtering
Note: www.psu.edu.sa only accepts HTTPS (port 80 is closed), so its traffic appears as

encrypted TLS rather than HTTP. A plain HTTP request was sent to http://neverssl.com to
4
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demonstrate the http filter. The result shows the HEAD request from my machine and the

HTTP/1.1 200 OK response.

4an =] BB Q¢ > ETLE QaeaBa a8 8 B BB Qe > ETLE Qaaae8d

]

(AT TR

All packets to or from my machine. Only packets sent by my machine.

4an 8 B BB Q¢ > =T L5 = Qaeaea8s a8 8 B BB Q¢ >=ET LS Qeaea8s

Only packets received by my machine. All DNS and HTTP packets.

4an 8 B BB Q¢ >ETLE = Qaaasa

Only HTTP packets received by my machine.

Part 2: Packet Filtering Practice

Q1. IP address of Google.com.sa: 142.250.203.3

shougalomran@Mac ~ % nslookup google.com.sa 8.8.8.8
Server: 8.8.8.8
Address: 8.8.8.8#53

Non—authoritative answer:
Name: google.com.sa
Address: 142.250.2083.3




shougalomran@Mac ~ % ping -c 4 google.com.sa

PING google.com.sa (172.217.17.35): 56 data bytes

64 bytes from 172.217.17.35: icmp_seq=0 ttl=114 time=121.913 ms
64 bytes from 172.217.17.35: icmp_seq=1 ttl=114 time=91.989 ms
64 bytes from 172.217.17.35: icmp_seq=2 ttl=114 time=92.667 ms

64 bytes from 172.217.17.35: icmp_seq=3 ttl=114 time=106.484 ms

google.com.sa ping statistics -—
4 packets transmitted, 4 packets received, ©.8% packet loss
round-trip min/avg/max/stddev = 91.989/1083.263/121.913/12.223 ms
shougalomran@Mac ~ %

Note: nslookup via 8.8.8.8 returned 142.250.203.3, while the ping resolved
google.com.sa through the local DNS server (192.168.1.1) to 172.217.17.35. Google uses many
server IPs, so different DNS resolvers can return different addresses. The captured ICMP packets

use 172.217.17.35.

B 4a®s B

B Q<>

T 4

HEES

v+
Time Detta Source. Destination Protoc Leng| Info [

1 0.000000 192.168.1.220 198.41.200.63 wp. 83 52670 - 7844 Len=d1

2 e.037675 0.037675 198.41.200.33 192.168.1.220 we 63 7844 - 54637 Le —

3 0.063684 0.026009 192.168.1.229 198.41.200.33 WP 152 54637 « 7844 Len:

3 0.102000 0.079310 198.41.200.63 192.168.1.220 wp. 68 7844 - 52670 L

5 0.155605 0.012611 192.166.1.204 192.168.1.255 NN 52 Nane qury N SHE_TUk EPcans

6 0.155609 0000004 AR 60 Who has 192.168.1.517 Tell 192.168.1.53

7 0.156953 0.001344 ssyncp 802 Client->Server 1

8 0.462852 0.305899 Ubiquiti_65:04:45  Broadcast R S0 Who bas 192,168,107 Tel 192.360.1.5

9 0.462855 0.000003 192.165.1.142 192.168.1.255 wp. 80 42858 - 15600 Ler

10 0.46409 0.001241 192.168.1.183 255.255.255.255  UDP. S0 54261 - 12345 Len s

11 0464008 0.000002 192.168.1.178 255.255.255.255  UDP 145 1235 - 54 10:

12 0.468099 0.000001 192.168.1.110 Wossamass  Wp 145 1rads - sazel Ien-153

13 0.464100 0.000001 192.165.1.183 255.255.255.255  UDP 145 12345 - 54261 L

14 0.466621 0.002521 192.168.1.1 224.0.0.251 mNs 88

B 0o G Ty (T ey P T

15 0.466624 0.000003 192.168.1.119 224.0.0.251 MONS 185 Standard query response 0xd000 PTR _http. local PTR _Grandstrean-video. _tcp. local =
16 0.466626 0.000002 192.168.1.1 224.9.0.251 MONS 88 Standard query 9x5748 PTR _services. —
17 0.466627 0.000001 192.165.1.1 224.0.0.251 MONS 88 Standard query 0x5749 PTR _services.dns-sd._udp. local,

18 0.466629 0.000002 192.168.1.1 224.0.0.251 MONS 88 Standard query 9x574a PTR _services. w
19 0.466631 0.000002 192.168.1.119 224.0.0.251 YOS 185 Standard query resporse 6x3000 PR ity _tcp.local PTR _rtsp._tcp. local PTR _Grandstrean-video. _tcp. local
20 0.457030 0.000399 192.168.1.119 224.0.0.251 MO 365 Standard quary resporss exhees PTR W, . Local PR _rtsp._tcp-ocal TR _Grancetrase-vide. . local
21 0.559079 0.092049 192.168.1.229 173.194.76..188 Tep. 54 1 Ac 045
2 0.561077 0.001998 198.41.192.227 168.1. wp E
2 0588513 0.027436 192.168.1.229 198.41.192.227 we 155 S —
2 0.595416 0.006903 192.168.1.229 x MONS 166 Standard query response 0xB000 PTR _services._dns-sd.
25 0.595603 0.000187 192.168.1.229 192.168.1.1 MONS 166 Standard query response 0x5748 PTR _:
26 0.595728 0.000125 192.168.1.229 192.168.1.1 MONS 166 Standard query response 05749 PTR _services. _dns-sd
27 0.595824 0.000096 192.168.1.229 192.168.1.1 53 I o) Qo) o G ) Sy S A AL, L e s A TR (o S rEA] F LmrEpiT
28 0.626363 0.030539 160.79.104.10 192.168.1.229 TSV 106 Application Data
29 0.626631 0.000268 192.168.1.229 160.79.104.10 e 56 52750 ~ 443 [ACK) Seqs Acke Win=T795 Lened TouaI-ISZIBBEALD Tsecr=2521633060
30_0.628589 0.001958_192,168.1.229 160.79.104.10 TisiL 13 Kepiication
51 1 1042
32 0.734315 0.051626 160.79.104.10 192.168.1.229 ep RS Len=0 Toval=2521633169 Tsecr=19218964z2
33 0.770249 0.035934 192,168.1,119 224,0.0.251 WNS 165 Standard query response mm m Mtw _tep.local PTR _rtsp._tcp. local PTR _Grandstrean-video. _tcp. local
34 0.822819 . 192.168.1.229 51132193 100 Tcp. S4SSITL L 443 [hck) e o
36 1.039892 049917 192.168.1.229 198.41..200.33 we. T —
37 1078292 ProxnoxServe_42:23.. Broadcast 3 S0 o has 152,16, 517 Tl 192,168,153
38 1.079925 L el
39 1.079929 WNS | 137 Standard query response x0000 PTR _hone-assistant. tcp.local
0 1.079930 MONS 117 Standard query response 0xB099 PTR _hone-assistant._tcp. local
a1 1117938 P 3 L
2 115201 e Ler
43 1145087 wp 154
441154173 0.009085_198,41.200,33 192,168.1.229 wp 68
5 1.2 5252 173,196, 76,188 52.108.1..229 5
6 1563198 0.339773 192.168.1,229 198.41.152,227 wp. 5
47 1585910 0.022712 192.168.1.229 162.159.140.245  UDP 8
8 1.636350 0.050440 198.41.192.227 192.168.1.220 wp 68
49 1.691647 0.055207 EavizSoftwar_16:04. Broadcast g 60
50 1.696365 0.004718 162.159.140.265  192.168.1.229 wp. 6
e 220 Fackat, 73 ByEes o Wies IS0 BEEGl, 73 Eyies capeurad 8 BEA] on Sneartece doe, 30 W Mmacmaieams warncimmi s G ¢
Ethernet 11, Src: Apple d7:26:6f (a3:81: 6:61), Dst: Ubiquiti 81:24:16 (24:5a:4c:81:24:16) Qoo shsegodell St OaOLe Ol P e
Enternet Protocel Veraton 4. S 12.160,1,258, Lo il 00 00 0 a0 00 00 06 67 6 67 67 be 65 03 €3 61 g aoglasco
User Datagram Protocol, Src Port: 59814, Dst Port: 6 02 72 61 09 00 01 60 01 s
Donain Nane Systen (query
@ [ wireshark_ping.pcapng Packets: 4115 - Dropped: 0 (0.0%) Profile: Default

Q2. Time for the first Echo packet: 121.913 ms

Q3. Active interface:

MAC address a&:81:d9:41:26:6f

IP address 192.168.1.229




Q4. Filter: icmp and ip.src == 172.217.17.35

4dB 3% DB Q¢ >=7T 4 = ECEEENCEE
1 7 =

Time Delta Source Destination Protoc ' Leng Info
z_ 10.092348 172.217.17.35 192.168.1.229 1CHP 98 Echo (ping) reply  id=0xdab2, seq=0/0, ttl=114 (request in 228)
2. 11.074491 0.982143 172.217.17.35 192.168.1.229 1CHP 98 Echo (ping) reply  id=0xdab2, seq=1/256, ttl=114 (request in 237)
3. 12.077758 1.003267 172.217.17.35 192.168.1.229 1CHP 98 Echo (ping) reply  id=0xdab2, seq=2/512, t 4 (request in 296)
3. 13.097548 1.019790 172.217.17.35 192.168.1.229 1CHP 98 Echo (ping) reply  id=0xdab2, seq=3/768, ttl=114 (request in 350)

QS. Filter: icmp

A0 8@ DOBB Q¢ > =T 4 == @QaQap|s
IB-V+

Uil

Time Delta Source Destination Protoc Leng Info
z_ 10.013828 192.168.1.229 172.217.17.35 1P 98 Echo (ping) request id=0x4ab2, seq=0/@, ttl=64 (reply in 230)
2. 10.092348 0.078520 172.217.17.35 192.168.1.229 1CHP 98 Echo (ping) reply  id=0xdab2, seq=0/0, ttl=114 (request in 228)
2. 10.984633 0.892285 192.168.1.229 172.217.17.35 1cHP 98 Echo (ping) request id=dxdab2, seq=1/256, ttl=64 (reply in 238)
2. 11.074491 0.089858 172.217.17.35 192.168.1.229 1CHP 98 Echo (ping) reply  id=0xdab2, seq=1/256, t in 237)
2. 11.986483 0.911992 192.168.1.229 172.217.17.35 1cHP 98 Echo (ping) request id=dxdab2, seq=2/512, t 300)

275 ICHP 98 Echo (ping) reply  id=0xdab2, seq=2/5:
742 Destination

12.993154 0.384654 Echo (ping) request id=0x4ab2, seq=3/768, ttl=64 (reply in 359)

3. 13.097548 394 1CHP 98 Echo (ping) reply  id=0xdab2, seq=3/768, ttl=114 (request in 350)

4. 15.664519 971 192 9 cM 70 Destination unreachable (Port unreachable)

3. in 296)

Q6. ICMP packets filtered:

10 (8 ping packets: 4 Echo requests + 4 Echo replies, plus 2 Destination Unreachable
messages from other background traffic)

Q7. Packets with my IP as source:

6 (4 Echo requests + 2 Destination Unreachable)

Filter used: icmp and ip.src == 192.168.1.229

A0 DOHRB Q¢ >ET L QQaan| s

Ll icmp and ip.src == 192.168.1.229 0= v +
No. |Time Delta Source Destination Protoc. Leng| Info

2. 10.013828 .168.1. 172.217.17.35 0P 98 Echo (ping) request id=0xdab2, seq=0/0, ttl=64 (reply in 230)
- 10.984633 y . 172.217.17.35 00 Echo (ping) request
2. 1 5 Echo (ping) reques: h (reply in 300)

Q8. Packets with Google’s IP as source:

4 (the Echo replies)

Filter used: icmp and ip.src == 172.217.17.35

Using the first Echo request (frame 228):




Frane 228; Packet, 98 bytes on wire (784 bits), 9 bytes captured (784 bits) on interface end, 1d 0
Ethernet 11, Src: Apple_41:26:67 (aB:Bf:09:4f:26:61), Dst: Ublquiti 81:24:16 (24:5a:4c:81:24116)
Internet Protocol Version 4, Src: 192.168.1.229, Dst: 172.217.17.35

Internet Control essage Protocol

20 50 4c 9120 16 a8 B 49 41 26 61 03 00 45 00 2§ Do E
0 54 c3 98 00 00 40 01 36 87 co a8 01 05 ac 6 T o
1173 6 00 16 7d 4a b2 0 00 6o 04 a8 22 B0 95 4 3§ *
B 40 08 09 0a 0b dc 4 e of 10 11 12 13 14 15

1097 18 19 1a 1o 1c 2 le 1f 20 21 22 23 24 23 s
26272829 202 2 20 26 20 30 3132 33 34 35 6 (hwe,- /012385
%5 &

o 228 . Time: 10.013828 - Delta: - Source: 1921681229 - Destiation: 172.2171735 - Protocol: ICMP - Langth: 98 nfo Eh (ping) request id=Oxdab2, $6q-0/0, 1«64 (roply n 230)

Find in Packet (9 Show packetbytes  Layout:  Vertcal (Stacked) e

Frame 228: Packet, 98 bytes on wire (784 bits), 98 bytes captured (784 bits) on interface en0, id @

Ethernet II, Src: Apple_4f
Destination: Ubiquiti_81:24:16 (24:5a
Source: Apple_4f:26:6f (a8:8f:d9:4f:26:6f)
Type: IPv4 (0x0800)
[Stream index: 0]
Internet Protocol Version 4, Src: 192.168.1.229, Dst: 172.217.17.35
0100 Version: 4
.... 0101 = Header Length: 20 bytes (5)
Differentiated Services Field: 0x@@ (DSCP: CS@, ECN: Not-ECT)
Total Length: 84
Identification: 0xc398 (50072)
000. .... = Flags: 0x0
...0 0000 0000 0000 = Fragment Offset: @
Time to Live: 64
Protocol: ICMP (1)
Header Checksum: ©0x3687 [validation disabled]
[Header checksum status: Unverified]
Source Address: 192.168.1.229
Destination Address: 172.217.17.35
[Stream index: 23]
Internet Control Message Protocol

[TTIMN>4 5a 4c 81 24 16 a8 8f d9 4f 26 6f 08 QLT INNS7| -$- - -080- -

0010 00 54 c3 98 00 00 40 01 36 8/ cO a8 @1 e5 ac 9 T @ 6

020 08 00 6 7d 4a b2 00 00 - d4 a8 22 00 05  # - }] "

08 09 0a 0b Oc 0d e Of 10 11 12 13 14 15

18 19 1a 1b 1c 1d le 1f 20 21 22 23 24 25 11455
28 29 2a 2b 2c 2d 2e 2f 30 31 32 33 34 35 &' ()#+,~ ./0123d5

7 67

Using the first Echo request (frame 230):

Frame 230: Packet, 98 bytes on wire (784 bits), 98 bytes captured (784 bits) on interface en®, id @
Ethernet II, Src: Ubiquiti_81:24:16 (24:5a:4c:81:24:16), Dst: Apple_4f:26:6f (a8:8f:d9:4f:26:6f)
Destination: Apple_4f:26:6f (a8:8f:d9:4f:26:6f)
Source: Ubiquiti_81:24:16 (24:5a:4c:81:24:16)
Type: IPv4 (0x0800)
[Stream index: @]
Internet Protocol Version 4, Src: 172.217.17.35, Dst: 192.168.1.229
0100 . = Version: 4
+... 0101 = Header Length: 20 bytes (5)
Differentiated Services Field: 0x00 (DSCP: CS@, ECN: Not-ECT)
Total Length: 84
Identification: 0x0000 (0)
000. .... = Flags: 0x0
...0 0000 0000 0000 = Fragment Offset: @
Time to Live: 114
Protocol: ICMP (1)
Header Checksum: @xc81f [validation disabled]
[Header checksum status: Unverified]
Source Address: 172.217.17.35
Destination Address: 192.168.1.229
[Stream index: 23]
Internet Control Message Protocol

a8 8f d9 4f 26 6f 24 5a 4c 81 24 16 08 00 45 00 080$Z L-$ - 'E
00 54 00 00 00 00 72 @1 c8 1f ac d9 11 23 c0@ a8 T r #

01 e5 00 00 fe 7d 4a b2 00 00 6a d4 a8 22 00 05 3 jom
b8 do @8 09 0a @b 0c od Qe of 10 11 12 13 14 15

16 17 18 19 la 1b 1c 1d 1e 1f 20 21 22 23 24 25 1 #$%
26 27 28 29 2a 2b 2c 2d 2e 2f 30 31 32 33 34 35 &' ()*+,- ./012345
36 37 67




Q9. Frame source and destination addresses:

Source MAC: a8:8f:d9:4f:26:6f (my Mac)
Destination MAC: 24:58:4c¢:81:24:16 (Ubiquiti router)

Q10. Is the destination MAC the address of Google.com.sa?

No. It is the MAC address of the default gateway (my router, 192.168.1.1). MAC
addresses are only used for delivery within the local network, hop by hop. Since Google is on a
different network, the frame is sent to the router, which forwards the packet toward Google. The

IP addresses stay the same end to end, but the MAC addresses change at every hop.
Q11. Type field value:

0x0800, which means the Ethernet frame carries an IPv4 packet.

Q12. Source and destination IP addresses:

Source: 192.168.1.229, Destination: 172.217.17.35

Q13. Time for the Echo response:

Echo request (frame 228): 10.013828 s
Echo reply (frame 230): 10.092348 s
10.092348 — 10.013828 = 0.078520 s = 78.52 ms

It is lower than the 121.913 ms in Q2. Wireshark timestamps packets at the network
interface, so it measures only the network round-trip time. The ping command measures in the
application, so its time also includes operating-system processing delay, which is usually largest

for the first packet.


http://google.com.sa
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