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Chapter 1

Briefing Document: Software Engineering Practices and Ethics

I. Introduction to Software Engineering

Software engineering is an engineering discipline concerned with all aspects of

software production, from initial system specification through to post-deployment
maintenance. It is a critical field given that “the economies of ALL developed nations are

dependent on software” and “more and more systems are software controlled.”

A. Importance and Economic Impact:

Software costs often “dominate computer system costs,” with software on a PC
frequently costing more than the hardware itself.

Maintenance costs for long-life systems can be “several times development costs,”
making cost-effective development a primary concern.

The reliance on advanced software systems necessitates the ability to “produce reliable
and trustworthy systems economically and quickly.”

B. Software Defined:

What is software? “Computer programs and associated documentation.” Software can
be developed for specific customers (customized products) or for a general market
(generic products).

Unique Characteristics of Software:Developed, not manufactured: “Software is
developed or engineered, it is not manufactured in the classical sense.” It’s created
through design and coding, not an assembly line.

Does not “wear out” physically, but can “deteriorate”: While software doesn’t
physically age, it can “get worse/deteriorates over the time” due to accumulating bugs or
poor performance from maintenance and updates.

Not typically mass-produced in the classical sense: Once created, it can be copied
and shared, unlike physical products requiring new materials and effort for each copy.
Trend towards component-based construction: While reusable parts are becoming
more common, many projects are still built from scratch or heavily customized.

C. Attributes of Good Software:

Good software must deliver required functionality and performance while possessing four
essential attributes:

SE 201

Maintainability: “Software should be written in a way that it can evolve/progress to meet
the changing needs of customers.” This is crucial due to ever-changing business
environments.

Dependability: Includes “reliability, security and safety.” Dependable software should
not cause “physical or economic damage in the event of system failure” and resist
malicious access.
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3. Efficiency: Software “should not make wasteful use of system resources such as
memory and processor cycles.” This encompasses responsiveness and processing time.

4. Acceptability: Software “must be acceptable to the type of users for which it is
designed,” meaning it must be understandable, usable, and compatible with other
systems.

D. Software Project Failure:

Two key factors contribute to software project failure:

1. Increasing system complexity: As engineering techniques improve, expectations rise
for faster development, greater complexity, and previously impossible capabilities.

2. Failure to use software engineering methods: Many companies develop software
without proper methods, leading to “software [that] is often more expensive and less
reliable than it should be.”

II. The Software Development Process

The software process (also known as the Software Life Cycle) provides a “phased approach
to software development,” guiding what is created, when, and how.

A. Software Engineering Activities:

The “fundamental software engineering activities” are:

1. Software Specification: Defining what the software should do and its operational
constraints. This involves communication, requirements analysis, and modeling.

2. Software Development: The actual creation of the software, including design and
construction.

3. Software Validation: Checking that the software meets customer requirements through
testing.

4. Software Evolution: Modifying the software to adapt to changing customer and market
needs (maintenance).

B. Software Engineering as a Layered Technology:

Software engineering rests on an “organizational commitment to quality” and involves
several layers:

e Quality Focus (Base): Philosophical commitment to continuous process improvement.

o Process: Provides a “framework... for effective delivery of software engineering
technology.”

e Methods: “Provide the technical how-to’s for building software.”

e Tools (Top): “Provide automated or semi automated support for the process and the
methods.”

C. Generic Software Process Framework:

A generic framework encompasses five core activities:
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Communication & Planning: Establishing understanding with stakeholders.

Software Specification: Defining requirements and constraints.

Software Development: Designing and building the software.

Software Validation: Ensuring the software meets requirements.

Deployment & Software Evolution: Delivering, maintaining, and adapting the software.

A I e

D. Umbrella Activities:

These activities support the core framework throughout the software process:

e Software Project Management (tracking and control)

¢ Risk Management (identification, evaluation, prevention of risks)

e Software Quality Assurance (ensuring compliance with quality specifications)

o FormalTechnical Reviews (peer examination of product suitability)

e Measurement (ensuring accurate, objective, and repeatable results)

o Software Configuration Management (tracking and controlling changes, including
revision control)

e Reusability Management (promoting reuse of software components and artifacts to
increase productivity and decrease costs)

e Work Product preparation and production (creating models, documents, etc.)

[ll. General Issues and Diversity in Software Engineering

Software engineering faces several generalissues and requires diverse approaches due to
the variety of systems.

A. General Issues Affecting Software:

o Heterogeneity: Systems increasingly operate across diverse networks and devices.

o Business and social change: Rapid changes require adaptable and quickly developed
software.

e Security and trust: As software integrates into all aspects of life, trustworthiness is
paramount.

e Scale: Software development spans a vast range, from small embedded systems to
global cloud-based systems.

B. Software Engineering Diversity and Application Types:

“There are many different types of software system and there is no universal set of software
techniques that is applicable to all of these.” Methods and tools depend on the application,
customer requirements, and development team.

e Stand-alone applications: Run locally, e.g., Microsoft Word.

¢ Interactive transaction-based applications: Accessed remotely, e.g., Amazon, online
banking.

o Embedded control systems: Control hardware devices, e.g., smart thermostats.

e Batch processing systems: Process data in large batches, e.g., payroll systems.

o Entertainment systems: Primarily for user entertainment, e.g., Netflix.
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Systems for modeling and simulation: Model physical processes, e.g., weather
simulation.

Data collection systems: Collect environmental data via sensors, e.g., Fitbit.

System of systems: Composed of multiple other software systems, often requiring high-
performance parallel execution, e.g., Smart Cities.

C. Internet Software Engineering:

The web is now a dominant platform.

Web services: Specific application functions accessible over the internet, e.g., a weather
app fetching data.

Cloud computing: Applications and services running on remote servers, accessed over
the internet, e.g., Google Docs.

Web-based systems are complex distributed systems, but fundamental principles
still apply.

Key approaches for Web Software Engineering:Software reuse: “the dominant
approach for constructing web-based systems.”

Incremental and agile development: Recognizing that “itis impracticalto specify all the
requirements for such systems in advance.”

Service-oriented systems: Building software from independent web services that
perform specific functions.

Rich interfaces: Enabled by technologies like AJAX and HTML5.

Attributes of WebApps: Network intensiveness, concurrency, unpredictable load,
performance demands, high availability expectations, and data-driven nature.

IV. Software Engineering Ethics

“Software engineering involves wider responsibilities than simply the application of

technical skills.” Software engineers “must behave in an honest and ethically responsible way if

they are to be respected as professionals.” Ethical behavior goes “more than simply upholding

the law” and involves following “a set of principles that are morally correct.”

A. Issues of Professional Responsibility:

Confidentiality: Respecting employer/client confidentiality.

Competence: Not misrepresenting skill levels and avoiding work beyond one’s abilities.
Intellectual property rights: Awareness of laws (patents, copyright) and protecting
client/employer IP.

Computer misuse: Not using technical skills to misuse others’ computers, from trivial
(game playing) to serious (virus dissemination).

B. Professional Code of Ethics:
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Purpose:”essential to a profession”
Provides an “ethical starting point”
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“ensures quality in treatment of members of the profession and those, the profession
serves”

“provides a guide for dealing with ethical situations”

“Defines and promotes a standard for external relations with clients and employers.”
“Expresses ideals to aspire to.”

“Offers lines in ‘gray areas.’”

Nature: Not laws, not intended to encourage lawsuits, but “statements of professional
belief” to inform decision-making.

C. ACM/IEEE Code of Ethics:

PN RODd =

Rationale: Given the “central and growing role” of computers and the “significant
opportunities to do good or cause harm” for software engineers, the code aims to ensure
efforts are used “for good” and to make software engineering “a beneficial and respected
profession.”

Eight Principles (Summary):PUBLIC: Act consistently with the public interest.
CLIENT AND EMPLOYER: Act in their best interests, consistent with public interest.
PRODUCT: Ensure products meet the highest professional standards.

JUDGMENT: Maintain integrity and independence in professional judgment.
MANAGEMENT: Promote an ethical approach to management.

PROFESSION: Advance the integrity and reputation of the profession.
COLLEAGUES: Be fair and supportive to colleagues.

SELF: Engage in lifelong learning and promote ethical practice.

D. Ethical Dilemmas:

Software engineers frequently encounter dilemmas where personal ethics or professional

standards clash with other pressures. Examples include:

Disagreement with senior management policies on principle.

Employer releasing a “safety-critical system without finishing the testing,” creating a risk
of harm.

Participation in the development of military or nuclear weapons systems, raising moral
implications about potential destruction.

V. Case Studies (Introduction)

The chapter introduces three case studies used in later discussions to illustrate software

engineering principles and ethical considerations:

A personal insulin pump: An embedded, “safety-critical system” that controls insulin
delivery for diabetics. Failure to meet requirements would violate Principle 1 (PUBLIC)
by directly threatening patient safety and Principle 3 (PRODUCT) by failing to meet
professional standards for a critical product.

A mental health patient management system (Mentcare): A medical information
system handling sensitive patient data. Key concerns include privacy (confidentiality of
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patient information) and safety (warning staff about potentially dangerous or suicidal
patients, and system availability for correct medication).
3. Awilderness weather station: A data collection system for remote weather conditions.
4. iLearn: Adigital learning environment to support education.

VI. Key Takeaways

e Software engineering is a comprehensive discipline spanning all aspects of software
creation and maintenance.

e (Good software is maintainable, dependable, efficient, and acceptable.

o Adhering to a managed software development process is crucial for success.

e Software engineers have significant ethical responsibilities that extend beyond technical
skills, guided by professional codes like the ACM/IEEE Code of Ethics.

e Ethical considerations, particularly concerning public interest, product quality, and
patient safety, are paramount in safety-critical and sensitive information systems.

FAQ

1. What is software engineering and why is it important?

Software engineering is an engineering discipline that encompasses all aspects of
software production, from initial system specification and development to ongoing
maintenance. Itis crucial because developed nations’ economies are heavily reliant on software,
and an increasing number of systems are software-controlled. Software engineering methods
ensure the cost-effective, reliable, and timely creation of trustworthy systems, addressing issues
like rising system complexity and the high costs associated with software development and
maintenance.

2. What are the essential attributes of good software?

Good software should possess several key characteristics:

¢ Maintainability: It must be designed to evolve and adapt to changing customer needs,
as software modification is an unavoidable part of a dynamic business environment.

e Dependability: This includes reliability, security, and safety. Dependable software
should prevent physical or economic harm in case of failure and be resistant to malicious
access or damage.

o Efficiency: Software should optimize its use of system resources like memory and
processor cycles, ensuring responsiveness and efficient processing.

e Acceptability: It must be user-friendly, understandable, and compatible with other
systems used by its target audience.

3. How does software differ from physical products, and what are the implications?

Software is unique in several ways compared to physical products:

o Development, not manufacture: Software is engineered through design and coding,
solving problems and writing code, rather than being assembled on a production line.
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¢ Deterioration, not wear out: While software doesn’t physically age, it can “deteriorate
over time due to accumulating bugs, poor performance from maintenance, or outdated
architecture.

e Component-based construction (but still custom): The industry moves towards
reusable components, but many projects remain custom-built, requiring significant effort
and planning.

o Not mass-produced in the classical sense: Once created, software can be copied and
shared without the need for new materials or manufacturing effort for each copy, unlike
physical goods.

4. What are the key challenges and general issues facing software engineering today?

Software engineering faces several significant challenges:

e Increasing Diversity: Systems are required to operate across varied platforms and
devices (heterogeneity).

e Rapid Business and Social Change: The need to quickly adapt existing software and
develop new systems to meet evolving market and societal demands.

e Security and Trust: With software integrated into all aspects of life, ensuring its
trustworthiness and security is paramount.

e Scale: Software development spans a vast range, from tiny embedded systems in
wearable devices to massive, cloud-based, Internet-scale systems.

e Reduced Delivery Times: Constant pressure to deliver software faster without
compromising quality.

5. What s the structure of software engineering as a layered technology?

Software engineering is organized as a layered technology, built upon a foundation of quality:

1. Quality Focus (Foundation): An organizational commitment to quality is fundamental,
driven by philosophies like Total Quality Management.

2. Process Layer: Defines a framework for effective software delivery, including activities,
actions, and tasks. It provides guidance on what and when things should be created.

3. Methods Layer: Provides the technical “how-to” for building software, encompassing various
techniques and approaches.

4. Tools Layer: Offers automated or semi-automated support for the processes and methods,
enhancing efficiency and consistency.

6. What are the core activities in the generic software process framework?

The generic software process framework consists of five fundamental activities that apply to
almost any software development lifecycle:

1. Communication & Planning: Involves interacting with stakeholders to define
requirements and outlining the project strategy.

2. Software Specification: Customers and engineers collaborate to define what the
software should do, including requirements analysis and modeling.

SE 201 13



Shoug Alomran

3. Software Development: The actual building phase, including design (architectural,
interface, component, data) and construction (coding).

4. Software Validation: Checking the software to ensure it meets customer requirements
through various testing methods.

5. Deployment & Software Evolution: Delivering the software and subsequently modifying
it to adapt to changing customer and market needs. These core activities are supported
by “umbrella activities” like project management, risk management, and quality
assurance.

7. What are the professional and ethical responsibilities of software engineers?

Software engineers have responsibilities extending beyond technical skills, requiring honest
and ethically responsible behavior to be respected professionals. Key professional
responsibilities include:

o Confidentiality: Respecting the privacy of employer and client information.

e Competence: Not misrepresenting their skills and avoiding work beyond their expertise.
¢ Intellectual Property Rights: Being aware of and protecting intellectual property laws.

e Computer Misuse: Not using technical skills to misuse others’ computers.

Professional codes of ethics, like the ACM/IEEE Code of Ethics, provide principles such as
acting in the public interest, upholding product quality, maintaining independent judgment, and
ensuring fair treatment of colleagues. These codes serve as a guide for navigating ethical
dilemmas and promoting the integrity of the profession.

8. How do ethical principles guide software engineers, especially in safety-critical systems?

Ethical principles, such as those outlined in the ACM/IEEE Code of Ethics, provide a
framework for software engineers to make responsible decisions. For example, in safety-critical
systems like an insulin pump control system, the failure to meet requirements directly violates
key ethical principles:

e Principle 1 (PUBLIC): Software engineers must act consistently with the public interest.
If an insulin pump fails to deliver the correct amount of insulin, it directly endangers
public health and safety.

e Principle 3(PRODUCT): Software engineers must ensure their products meetthe highest
professional standards. A safety-critical system that doesn’t reliably perform its function
fails to meet these standards.

These principles obligate engineers to prioritize patient safety, ensure rigorous testing, and
uphold the highest quality standards, even when facing pressures like deadlines or management
directives that might compromise safety. Ignoring these principles can lead to severe
consequences, highlighting the importance of ethical judgment in software engineering.
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Study Guide

This study guide is designed to help you review and solidify your understanding of software
engineering principles, practices, and ethical responsibilities.

A. Core Concepts of Software Engineering
1. What is Software Engineering?

o Definition: An engineering discipline concerned with all aspects of software production,
from system specification to maintenance.

e Emphasis on theories, methods, and tools for professional, cost-effective software
development.

e Contrast with computer science (theory and fundamentals) and system engineering
(broader scope including hardware and process).

2. Software and Its Types:

o Definition of Software: Computer programs and associated documentation.

e Software Products:Generic Products: Stand-alone systems marketed and sold to any
customer (e.g., PC software like graphics programs, CAD software). Specification owned
by the developer.

e Customized Products: Software commissioned by a specific customer to meet their
needs (e.g., embedded control systems, air traffic control software). Specification owned
by the customer.

3. Essential Attributes of Good Software:

e Maintainability: Ability to evolve to meet changing customer needs.

e Dependability: Includes reliability, security, and safety; should not cause physical or
economic damage.

o Efficiency: Optimal use of system resources (memory, processor cycles), including
responsiveness and processing time.

e Acceptability: Understandable, usable, and compatible with other systems for its target
users.

4. Why Software Engineering is Important:

¢ Developed nations’ economies depend on software.

e Increasing number of software-controlled systems.

e Software costs dominate computer system costs, especially maintenance.

e Ensures reliable and trustworthy systems are produced economically and quickly.
e Cheaperinthe long run to use structured methods.

5. Unique Characteristics of Software:

e Developed or engineered, not manufactured in a classical sense (no assembly line).
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e Does not “wear out” physically but can deteriorate over time (bugs, poor performance).

e Moving towards component-based construction, but many projects are still custom-
built.

e Typically not mass-produced in the physical sense; once created, it can be copied and
shared.

6. Generallssues Affecting Software:

o Heterogeneity: Systems operating across diverse networks and devices.

e Business and Social Change: Rapid changes necessitate adaptable and quickly
developed software.

e Security and Trust: Essential for software intertwined with all aspects of life.

e Scale: Development across a wide range, from tiny embedded systems to global cloud-
based systems.

7. Software Engineering Diversity and Application Types:

e No universal set of techniques; methods depend on application type, customer
requirements, and development team.

o Application Types:Stand-alone applications (e.g., Microsoft Word).

e Interactive transaction-based applications (e.g., Amazon, online banking).

e Embedded control systems (e.g., smart thermostats).

e Batch processing systems (e.g., payroll).

e Entertainment systems (e.g., Netflix, Spotify).

¢ Systems for modeling and simulation (e.g., weather models).

e Datacollection systems (e.g., medical monitoring devices).

e System of systems (e.g., smart cities).

8. Software Engineering Fundamentals (Applicable to All Systems):

e Managed and understood development process.

e Importance of dependability and performance.

e Understanding and managing software specification and requirements.
e Emphasis on software reuse where appropriate.

B. The Software Process and Layered Technology

Software Engineering - A Layered Technology:

e Quality Focus (Foundation): Organizational commitment to quality (e.g., Total Quality
Management, Six Sigma).

e Process Layer: Framework for effective delivery of software engineering technology.

e Activities: Broad objectives (e.g., communication).

e Actions: Sets of tasks producing major work products (e.g., architectural design).

e Tasks: Small, well-defined objectives (e.g., unit test).

e Methods Layer: Technical “how-to’s” for building software.
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Tools Layer: Automated or semi-automated support for processes and methods.

Generic Software Process Framework (Core Activities):

Communication & Planning: Establishing understanding with stakeholders.

Software Specification: Defining what the software should do and its constraints
(analysis of requirements, modeling).

Software Development: Design and construction of the software.

Software Validation: Checking software against customer requirements (testing).
Deployment & Software Evolution: Modifying software to meet changing requirements
after release.

Umbrella Activities (Support Framework Activities):

Software Project Management (tracking and control).
Risk Management.

Software Quality Assurance (SQA).

Formal Technical Reviews.

Measurement.

Software Configuration Management.

Reusability Management.

Work Product Preparation and Production.

C. Internet Software Engineering (Web-Based Systems)

The Web as a Platform:

Increasingly used for applications; organizations develop web-based systems over local

ones.

Web Services: Specific functions accessible over the web (e.g., weather data API).
Cloud Computing: Entire applications/services run on remote servers, accessed over
the internet (e.g., Google Docs).

Web-Based Software Engineering Principles:

SE 201

Fundamental SE principles apply equally to web-based systems.

Software Reuse: Dominant approach; assembling systems from pre-existing
components.

Incremental and Agile Development: Preferred due to the impracticality of specifying
all requirements upfront.

Service-Oriented Systems (SOSE): Building software from independent web services
that can be combined.

Rich Interfaces: Use of technologies like AJAX and HTML5 for enhanced user experience
in browsers.
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Attributes of WebApps:

¢ Network Intensiveness: Reside on a network, serve diverse clients.

e Concurrency: Large number of simultaneous users.

e Unpredictable Load: User count varies significantly.

e Performance: Users expect quick responses.

e Availability: High demand for 24/7/365 access.

e Data Driven: Primary function often involves presenting hypermedia content.

D. Software Engineering Ethics and Professional Responsibility

Importance of Ethics:

e Software engineers have wider responsibilities beyond technical skills.
e Must be honest and ethically responsible to be respected professionals.
e Ethical behavior goes beyond legality; it involves morally correct principles.

Issues of Professional Responsibility:

e Confidentiality: Respecting employer/client confidentiality.

e Competence: Not misrepresenting skill level; avoiding work beyond abilities.

¢ Intellectual Property Rights: Awareness of laws (patents, copyright); protecting IP.

e Computer Misuse: Not using technical skills to misuse others’ computers (trivial to
serious).

Professional Code of Ethics:

e Purpose: Provides an ethical starting point, ensures quality, guides ethical situations,
defines external relations, protects group interests, codifies rights, expresses ideals,
offers guidance in “gray areas.”

o Nature: Statements of professional belief, not laws; not intended for lawsuits.

ACM/IEEE Code of Ethics:

e Acollaborative code from professional societies (Association for Computing Machinery,
Institute of Electrical and Electronics Engineers).

e Members commit to the code.

o Rationale: Software’s central role; engineers’ opportunity to do good or harm; need to
make SE a beneficial and respected profession.

a) Eight Principles:PUBLIC: Act consistently with public interest.

b) CLIENTAND EMPLOYER: Actin bestinterests of client and employer, consistent with
public interest.

c) PRODUCT: Ensure products meet highest professional standards.

d) JUDGMENT: Maintain integrity and independence in professional judgment.

e) MANAGEMENT: Promote ethical management of software development.
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f) PROFESSION: Advance integrity and reputation of the profession.
g) COLLEAGUES: Be fair and supportive of colleagues.

h) SELF: Participate in lifelong learning and promote an ethical approach to the
profession.
i) Ethical Dilemmas (Examples):

o Disagreement with senior management policies.
e Employer releasing an untested safety-critical system.
e Participation in military or nuclear systems development.

E. Case Studies (Examples)

Personal Insulin Pump:

e Type: Embedded system, safety-critical.

e Function: Collects blood sugar data, calculates insulin dose, delivers via micro-pump.

e Risks: Low blood sugar (brain damage, coma, death); high blood sugar (long-term organ
damage).

o Requirements: Availability, reliability, correct dosage.

e Ethical Violations (if failed): Principle 1 (PUBLIC - direct threat to safety), Principle 3
(PRODUCT - failure to meet professional standards for critical system).

Mentcare (Mental Health Patient Management System):

e Type: Medical information system, centralized database, PC-based access
(disconnected use possible).

e Goals: Generate management information, provide timely patient treatment info.

o Key Features: Individual care management (records, history, summaries), patient
monitoring (warnings for problems), administrative reporting.

e Concerns:Privacy: Confidentiality of patient information is paramount.

o Safety: Warning staff about suicidal/dangerous patients; system availability for correct
medication.

Quiz
MCQ

Answer the following questions in 2-3 sentences each.

1. What is the primary difference between computer science and software engineering, as
described in the course material?

2. Name and briefly describe two essential attributes of good software.
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3.

10.

Why does software “deteriorate” over time, even though it doesn’t physically “wear out”?

List two general issues that currently affect software development and explain why they are
significant.

What are “generic products” in software, and how does their product specification differ from
“customized products™?

Briefly explain the “Process” layer in the layered technology model of software engineering.

What is the main reason why incremental and agile development are often preferred for web-
based systems?

According to the ACM/IEEE Code of Ethics, what is the first and most important principle for
software engineers?

Describe an ethical dilemma a software engineer might face when their employer wants to
release a safety-critical system.

In the context of the insulin pump case study, why is the system considered “safety-critical,”
and what are the direct consequences if it fails to meet its requirements?

Essay Format Questions (No Answers)

1.

Discuss the critical importance of software engineering in modern developed nations,
elaborating on how software costs, increasing complexity, and the unique characteristics of
software necessitate a structured engineering approach.
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2. Analyze the four essential attributes of good software (maintainability, dependability,
efficiency, acceptability). Explain why each attribute is crucial for a successful software

product and provide an example of how a deficiency in one attribute could lead to significant
problems.

3. Compare and contrast the general issues affecting software development today
(heterogeneity, business and social change, security and trust, scale) with how software itself
is unique. How do these issues shape the demands on software engineering practices?

4. Elaborate on the “Software Engineering — A Layered Technology” model. Describe each layer
(quality focus, process, methods, tools) and explain how they interact to support effective

software production. Provide examples of activities that would occur within the “Process”
layer.

5. Discussthe ACM/IEEE Code of Ethics, focusing on at least three of its eight principles. Explain
the rationale behind having such a code and analyze an ethical dilemma from the source
material (e.g., the untested safety-critical system) in the context of these principles.
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Answer Key (MCQ)

10.

What is the primary difference between computer science and software engineering, as
described in the course material? Computer science focuses on the theory and
fundamentals of how computers work, including algorithms and mathematics. Software
engineering, in contrast, is concerned with the practicalities of building, developing, and
delivering useful software products.

Name and briefly describe two essential attributes of good software. Maintainability
means software can evolve to meet changing customer needs, which is crucial in dynamic
business environments. Dependability encompasses reliability, security, and safety, ensuring
the software does not cause harm or damage and protects against malicious access.

Why does software “deteriorate” over time, even though it doesn’t physically “wear
out”? Software does not physically age, but it can deteriorate due to the accumulation of
bugs, poor performance, or outdated design choices resulting from maintenance and
updates. This makes it seem worse over time, even without physical aging.

List two general issues that currently affect software development and explain why they
are significant. Heterogeneity is significant because systems must operate across diverse
networks and devices, demanding complex integration. Security and trust are critical
because software is deeply integrated into daily life, requiring users to have confidence that
the systems are safe and reliable.

What are “generic products”in software, and how does their product specification differ
from “customized products”? Generic products are stand-alone systems marketed and
sold to any customer, like PC software. For these, the software developer owns the product
specification and makes decisions on changes, whereas for customized products, the
customer owns the specification.

Briefly explain the “Process” layer in the layered technology model of software
engineering. The Process layer defines a framework for the effective delivery of software
engineering technology. It outlines a phased approach to development, providing guidance
on what, when, and how work products are created and evaluated through a collection of
activities, actions, and tasks.

What is the main reason why incremental and agile development are often preferred for
web-based systems? Incremental and agile development are preferred for web-based
systems because it is generally impractical to specify all requirements upfront for such
complex and rapidly evolving systems. This approach allows for continuous delivery and
adaptation to changing demands.

According to the ACM/IEEE Code of Ethics, what is the first and most important principle
for software engineers? The first and most important principle in the ACM/IEEE Code of
Ethicsis “PUBLIC,” which states that software engineers shall act consistently with the public
interest. This means prioritizing the well-being and safety of the public in all software
engineering endeavors.

Describe an ethical dilemma a software engineer might face when their employer wants
to release a safety-critical system. An engineer might face an ethical dilemma if their
employer decides to release a safety-critical system without completing necessary testing,
creating a risk of harm. The engineer must choose between their professional judgment and
the public’s safety, potentially conflicting with employer directives and jeopardizing their job.
In the context of the insulin pump case study, why is the system considered “safety-
critical,” and what are the direct consequences if it fails to meet its requirements? The
insulin pump system is safety-critical because it directly manages blood glucose levels,
which are vital for life. If it fails to deliver the correct amount of insulin, low blood sugars can
lead to brain malfunction, coma, and death, while high blood sugars can cause long-term
organ damage.
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Glossary of Key Terms

e Acceptability: An essential attribute of good software meaning it must be understandable,
usable, and compatible with other systems for its target users.

e ACM/IEEE Code of Ethics: A set of ethical principles and professional practices developed
collaboratively by the Association for Computing Machinery and the Institute of Electricaland
Electronics Engineers for software engineers.

e Agile Development: An incremental approach to software development, often used for web-
based systems, that emphasizes flexibility and quick adaptation to changing requirements.

e Cloud Computing: A broad concept where entire applications and services run on remote
servers (“the cloud”) rather than on a local computer, accessed over the internet, typically on
a pay-for-use basis.

e Computer Misuse: The unethical or unauthorized use of other people’s computers, ranging
from trivial actions to serious activities like virus dissemination.

e Confidentiality: The ethical responsibility of engineers to respect and protect the private
information of their employers or clients.

e Customized Products: Software commissioned by a specific customer to meet their unique
needs, where the customer typically owns the product specification.

o Dependability: An essential attribute of good software that encompasses reliability, security,
and safety, ensuring the system does not cause harm or damage and is resilient to failures or
malicious access.

o Efficiency: An essential attribute of good software meaning it should make optimal use of
system resources, such as memory and processor cycles, including responsiveness and
processing time.

o Embedded Control Systems: Software systems that control and manage hardware devices,
often numerically the most common type of system (e.g., smart thermostats).

e Ethical Dilemma: A situation where an individual faces a conflict between their personal or
professional ethics and other pressures, such as employer policies or job security.

e Generic Products: Stand-alone software systems marketed and sold to any customer, where
the software developer owns the product specification.

o Heterogeneity: A general issue affecting software where systems are required to operate as
distributed systems across networks that include different types of computers and mobile
devices.

¢ Incremental Development: A development approach where software is built and delivered

in small, functional pieces, allowing for early feedback and adaptation.
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¢ Intellectual Property Rights: Legal rights governing the use of creations of the mind, such as
patents and copyrights, which software engineers must be aware of and protect.

¢ Maintainability: An essential attribute of good software, indicating that it is written in a way
that allows it to evolve and meet changing customer needs over time.

e Mentcare: A case study example of a patient information system for mental health care,
highlighting concerns regarding privacy and patient safety.

o Process Framework: A generic set of activities (communication, specification,
development, validation, evolution) that describes almost any software development
process or life cycle.

e Professional Code of Ethics: A set of principles and core values that define the expected
standards of behavior for members of a particular occupational group, guiding them in ethical
situations.

o Safety-Critical System: A system whose failure could result in significant harm, injury, or
death to people or severe environmental damage (e.g., an insulin pump).

e Service-Oriented Software Engineering (SOSE): An approach to building software by
composing independent, stand-alone components known as web services, which can be
accessed over the web.

o Software Configuration Management: An umbrella activity that involves tracking and
controlling changes in software, including revision control.

e Software Engineering: An engineering discipline concerned with all aspects of software
production, from early system specification through to maintaining the system after it has
gone into use.

o Software Quality Assurance (SQA): An umbrella activity comprising a set of engineering
processes to ensure that developed software meets defined or standardized quality
specifications.

o Software Reuse: The practice of constructing software systems by assembling them from
pre-existing software components and systems, especially dominant in web-based
development.

e Software Specification: The activity where customers and engineers define what the
software is to be produced and the constraints on its operation, including requirements
analysis and modeling.

o Software Validation: The activity where the software is checked to ensure that it is what the

customer requires, often through testing.
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e Umbrella Activities: Activities that support the core framework activities of the software
process and are ongoing throughout the software development life cycle (e.g., project
management, risk management).

e Web Services: Specific functions or features of an application that can be accessed over the

web or internet, often used to fetch data or perform specific tasks.
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Chapter 2

Software Engineering Process Briefing Document

|. Introduction to Software Processes

A software process is a structured set of activities required to develop a software system. While
numerous different software processes exist, they all fundamentally involve four core activities:

e Specification: Defining what the system should do.

¢ Design and Implementation: Defining the system’s organization and building it.
e Validation: Checking that the system meets customer requirements.

e Evolution: Adapting the system in response to changing customer needs.

A software process model serves as an abstract representation of a process, offering a
specific perspective on its description. Process descriptions detail activities (e.g., “specifying a
data model,” “designing a user interface”) and their sequencing. They can also include:

e Products: Outcomes of process activities.

e Roles: Responsibilities of individuals involved.

e Pre- and Post-conditions: Statements true before and after an activity or product
creation.

[l. Plan-Driven vs. Agile Processes

Software processes generally fall into two categories:

e Plan-driven (Prescriptive) processes: “All of the process activities are planned in
advance and progress is measured against this plan.”

o Agile processes: “Planningisincremental and itis easierto change the process to reflect
changing customer requirements.”

It’s important to note that “in practice, most practical processes include elements of both
plan-driven and agile approaches,” and “there are no right or wrong software processes.”

[1l. Traditional/Planned Software Process Models

These models describe the organization of software processes and include distinct phases.

A. The Waterfall Process Model

e Description: A “Plan-driven model” with “Separate and distinct phases of specification
and development.”

Phases:Requirements analysis and definition
System and software design

Implementation and unit testing

Integration and system testing

PObd
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5.

Operation and maintenance

Each phase is marked by milestones and deliverables.

When to Use: Ideal for “well understood problems with minimal or no changes in the
requirements such as governmental projects” and is “simple and easy to explain to
customers.”

Drawbacks:”The main drawback of the waterfall model is the difficulty of
accommodating change after the process is underway.”

“In principle, a phase has to be complete before moving onto the next phase.”

“It is often difficult for the customer to state all requirements explicitly.”

“Inflexible partitioning of the project into distinct stages makes it difficult to respond to
changing customer requirements.”

Modification: The model has been “modified to allow going back to previous phases and
this opened the door for other iterative models.”

B. Incremental Process Model

a s wbh=

Description: “Combines the elements of linear and parallel process flow.” Instead of a
single delivery, “the system is broken down into increments with each increment adding
a part of the required functionality.”

Focus: “Delivery of an operational product with each increment.”

Requirements: “User requirements are prioritised then the highest priority requirement
are included in early increments. Once the development of an increment is started the
requirements are frozen though requirements for later increments can continue to
evolve.”

Activities:Choose features for the increment.
Refine feature descriptions.

Implement and test features.

Integrate features and test.

Deliver system increment.

Benefits:”Reduced cost of accommodating changing customer requirements.”

“Easier to get customer feedback.”

“More rapid delivery and deployment of useful software.”

“Highest Priority system services tends to receive most system testing.”

“Reduce risk of overall project failure (compared to waterfall).”

Problems: “System structure tends to degrade as new increments are added,” requiring
“refactoring to improve the software.” A key difference from evolutionary models is that
“The list of features is defined from the beginning in the classical incremental model.”

IV. Evolutionary Process Models

These models are “iterative” and enable the development of “increasingly more complete

versions of the software in increments.” They are used “when core or system requirements are

well understood but additional system requirements have yet to be defined.”
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A. Prototyping Model

Description: Useful when “a customer defines a set of general objectives for software,
but doesn’t identify details for the functions and features” or when “developers may be
unsure of the efficiency of an algorithm.”

Prototype: Can serve as “thefirst system,” either “throw away” or “evolutionary” (evolving
into the actual system).

Process: Begins with communication, quick design, prototype construction, deployment
and evaluation by stakeholders, and iterative refinement based on feedback.

Benefits: Both stakeholders and developers benefit; “Users get a feel for the actual
system, and developers get to build something immediately and improve the system
before deploying the system.”

Drawbacks: Stakeholders might perceive the prototype as the final working software,
unaware of potential “software quality or long-term maintainability” issues (e.g.,
“inappropriate operating system, programming language, or inefficient algorithm?).

B. Spiral Model

Description: “Couples the iterative nature of prototyping with controlled and systematic
aspects of waterfall.” Itis “a risk-driven process model generator.”

Distinguishing Features:”Cyclic nature for incrementally growing a system’s degree of
definition and implementation while decreasing its degree of risk.”

“Set of milestones for ensuring stakeholders commitment to feasible and mutually
satisfactory system solution.”

Process: Each circuit around the spiral moves through communication, planning,
modeling, construction, and deployment, with adjustments based on feedback and risk
analysis. “The spiral model uses prototyping as a risk reduction mechanism.”

V. Specialized Process Models

A. Component-Based Development (CBD)

Description: “Based on software reuse where systems are integrated from existing
components or application systems (sometimes called COTS -Commercial-off-the-shelf
systems).”

Reusability: “Now the standard approach for building many types of business system,”
offering “a reduction in development time and a reduction in project cost.”

1. Types of Reusable Software:Stand-alone application systems.
2. Collections of objects integrated with frameworks (e.g., .NET, J2EE).
3. Web services for remote invocation.
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Advantages: “Reduced costs and risks,” “faster delivery and deployment.”
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Disadvantages: “Requirements compromises are inevitable,” “loss of control over
evolution of reused system elements.”

B. The Unified Process (UP)

Description: “An iterative and incremental development process.”

Phases: Elaboration, Construction, and Transition are divided into “timeboxed
iterations.”

Output: “Each iteration results in an increment, which is a release of the system that
contains added or improved functionality compared with the previous release.”

VI. Agile Software Engineering

Context: Driven by the need for “rapid software development and delivery” and the quick
market introduction of products.

Focus: “Delivering functionality quickly, responding to changing product specifications
and minimizing development overheads.”

Exclusion: Generally not suitable for “safety-critical systems: in direct opposition with
agile manifesto and development principles.”

A. Agile Manifesto

o
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Mindset: Defined by 4 values, guided by 12 principles, and manifested through various
practices.

Four Values (2001):”Individuals and interactions over processes and tools”
“Working software over comprehensive documentation”

“Customer collaboration over contract negotiation”

“Responding to change over following a plan”

The manifesto states, “That is, while there is value in the items on the right, we value the
items on the left more.”

Twelve Principles (Key Highlights):”Highest priority is to satisfy the customer through
early and continuous delivery of valuable software.”

“Welcome changing requirements, even late in development.”

“Deliver working software frequently, from a couple of weeks to a couple of months.”
“Business people and developers must work together daily.”

“Build projects around motivated individuals.”

“Face-to-face conversation is the most efficient and effective method of conveying
information.”

“Working software is the primary measure of progress.”

Promote “sustainable development.”

“Continuous attention to technical excellence and good design enhances agility.”

. “Simplicity... is essential.”
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11. “Best architectures, requirements, and designs emerge from self-organizing teams.”
12. Teams “reflect on how to become more effective, then tunes and adjusts its behavior
accordingly.”

B. Agile Approaches:

“Agile is a Blanket Term for Many Approaches” including Scrum, XP, Kanban, Lean, Crystal, FDD,
DSDM, and AUP.

VIl. Key Takeaways

e Software processes encompass activities for creating software, with process models
providing abstract representations.

e Core activities: specification, design/implementation, validation, and evolution.

o Processes can be plan-driven (prescriptive) or agile (incremental planning and change
adaptability), with many practical approaches combining elements of both.

e Traditional models like Waterfall are suitable for well-understood, stable requirements but
struggle with change.

e Incremental and Evolutionary models (Prototyping, Spiral) offer iterative development,
allowing for earlier feedback and reduced risk, especially when requirements are evolving.

e Specialized models like Component-Based Development emphasize reuse for efficiency,
while the Unified Process is an iterative and incremental framework.

o Agile software engineering prioritizes rapid delivery, customer collaboration, and
responsiveness to change, valuing individuals, working software, and collaboration over rigid
plans and extensive documentation.

e Processes should include activities like prototyping and incremental delivery to effectively
manage change.

FAQ

1. What is a software process, and what are its core activities?

A software process is a structured set of activities essential for developing a software system.
While various software processes exist, they all typically involve four fundamental activities:

o Specification: Defining precisely what the system is intended to do.

e Design and Implementation: Outlining the system’s architecture and then writing the
code to build it.

e Validation: Verifying that the developed system fulfills the customer’s requirements and
expectations.

o Evolution: Adapting and changing the system over time in response to new or modified
customer needs. A software process model is an abstract representation that describes
these activities from a specific viewpoint, often detailing activities, their order, products,
roles, and pre/post-conditions.
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2. What are the key differences between plan-driven and agile software processes?

Plan-driven (Prescriptive) processes involve planning all process activities in advance, with
progress measured against this predefined plan. The Waterfall model is a classic example of a
plan-driven approach, where phases like requirements, design, implementation, testing, and
maintenance are distinct and generally completed sequentially. This approach is best suited for
well-understood problems with stable requirements, such as governmental projects, but
struggles to accommodate changes once the process is underway.

Agile processes, in contrast, emphasize incremental planning and are designed to be highly
adaptable to changing customer requirements. They prioritize individuals and interactions,
working software, customer collaboration, and responding to change. Agile methods focus on
rapid delivery of functionality, minimizing overheads, and continuous feedback. In practice,
most modern software development incorporates elements of both plan-driven and agile
approaches.

3. What are the main characteristics, benefits, and drawbacks of the Waterfall Model?

The Waterfall Model is a plan-driven software process model characterized by distinct,
sequential phases: Requirements analysis and definition, System and software design,
Implementation and unit testing, Integration and system testing, and Operation and
maintenance. Each phase is marked by milestones and deliverables.

Benefits:

e Works well for problems with clear, stable, and well-understood requirements (e.g.,
governmental projects).
e Simple and easy to explain to customers.

Drawbacks:

o Difficulty accommodating change: Its primary limitation is the inflexibility in responding
to changing requirements once a phase is complete. Moving back to previous phases is
difficult and costly.

e Late feedback: Customers may not see a working system until late in the development
cycle, making it hard for them to explicitly state all requirements upfront.

o Limited applicability: Only suitable when requirements are extremely stable and well-
defined from the outset.

e How does the Incremental Model improve upon the Waterfall Model, and what are its
advantages and disadvantages?

The Incremental Model combines elements of linear and parallel process flow by breaking
down the system into smaller, manageable increments. Instead of a single, large delivery, each
increment adds a part of the required functionality, with the highest priority requirements
addressed in earlier increments.

Benefits:
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e Reduced cost of accommodating change: Easier to incorporate changes as
requirements for later increments can still evolve.

o Earlier customer feedback: Customers get functional software increments sooner,
allowing for quicker feedback.

o Rapid delivery and deployment: Useful software is delivered and deployed more
quickly.

o Reduced project risk: Spreads risk across multiple increments, reducing the chance of
overall project failure compared to the Waterfall model.

o Prioritized testing: Highest priority services tend to receive the most rigorous system
testing.

Problems:

o System structure degradation: Without dedicated time and effort for refactoring, the
system’s architecture can degrade as new increments are continuously added.

e Pre-defined feature list: Unlike evolutionary models, the classical incremental model
defines the full list of features from the beginning, though theirimplementation is staged.

4. Whatis an Evolutionary Model, and what are the two common types discussed?

Evolutionary models are iterative processes designed to develop increasingly more complete
versions of software in increments. They are particularly useful when core system requirements
are understood, but additional detailed requirements need to be defined through development.
These models emphasize iteration and refinement.

The two common types discussed are:

e Prototyping Model: This model is used when customer objectives are general or
developers are uncertain about specific implementation details (e.g., algorithm
efficiency). A quick, initial prototype is built based on general requirements, deployed for
stakeholder evaluation and feedback, and then iteratively refined. The prototype can
either be “thrown away” after requirements clarification or evolve into the actual system.
Benefits include early user feedback and immediate system building, but drawbacks
include potential for rushed design leading to poor quality or maintainability issues.

o Spiral Model: This model integrates the iterative nature of prototyping with the
controlled, systematic aspects of the Waterfall model. It’s a risk-driven process model
where each “circuit” around the spiral involves communication, planning, modeling,
construction, and deployment, with continuous risk analysis. It incrementally grows the
system’s definition and implementation while systematically decreasing risk, using
prototyping as a risk reduction mechanism.

5. What is Component-Based Development (CBD) and what are its advantages and
disadvantages?

Component-Based Development (CBD) is a specialized process model based on software
reuse. It involves building systems by integrating existing software components or entire
application systems, often referred to as Commercial-off-the-shelf (COTS) systems. These
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reusable elements can be configured to adapt their behavior and functionality to specific user

requirements. Reuse is now a standard approach for many business systems.

Advantages:

Reduced costs and risks: Less software needs to be developed from scratch, saving
time and resources and mitigating development risks.

Faster delivery and deployment: Leveraging existing components significantly
accelerates the development and deployment of systems.

Disadvantages:

Requirements compromises: Since existing components are used, there may be
inevitable compromises, meaning the system might not perfectly meet all specific user
needs.

Loss of control over evolution: Relying on external, reused components can lead to a
loss of control over their future evolution, as changes or updates might be dictated by the
component provider.

6. What are the four core values of the Agile Manifesto?

The Agile Manifesto, published in 2001, defines the core values of agile software

development. While acknowledging the value of traditional approaches, it prioritizes a different
set of values:

Individuals and interactions over processes and tools: Emphasizes the importance of
effective communication and collaboration among team members.

Working software over comprehensive documentation: Prioritizes delivering
functional software that provides value to the customer over extensive, often outdated,
documentation.

Customer collaboration over contract negotiation: Stresses continuous engagement
and collaboration with the customer throughout the development process to ensure the
system meets evolving needs.

Responding to change over following a plan: Highlights the ability to adapt to changing
requirements and market conditions as a competitive advantage, rather than rigidly
adhering to an initial plan.

7. What are some of the key principles that guide agile software development?

The Agile Manifesto is supported by twelve guiding principles that elaborate on its values.

Some of the most important include:
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Customer Satisfaction: The highest priority is to satisfy the customer through early and
continuous delivery of valuable software.

Welcome Change: Embrace changing requirements, even late in development, to
leverage them for the customer’s competitive advantage.
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Frequent Delivery: Deliver working software frequently, ideally every few weeks or
months.

Collaboration: Business people and developers must work together daily throughout the
project.

Motivated Individuals: Build projects around motivated individuals, providing them with
the necessary environment and support.

Face-to-Face Communication: The most efficient and effective method of conveying
information is face-to-face conversation.

Working Software as Progress: Working software is the primary measure of progress.
Sustainable Development: Promote sustainable development by maintaining a
constant pace indefinitely.

Technical Excellence: Continuous attention to technical excellence and good design
enhances agility.

Simplicity: The art of maximizing the amount of work not done is essential.
Self-Organizing Teams: The best architectures, requirements, and designs emerge from
self-organizing teams.

Reflection and Adjustment: At regular intervals, the team reflects on how to become
more effective and adjusts its behavior accordingly.

Study Guide

The Software Process

The software process is a structured set of activities required to develop a software system.
All software processes involve four fundamental activities:

PoObd

Specification: Defining what the system should do.

Design and Implementation: Defining the organization of the system and building it.
Validation: Checking that the system meets customer requirements.

Evolution: Changing the system in response to changing customer needs.

A software process model is an abstract representation of a process, describing it from a

particular perspective.

Software Process Descriptions may include:
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Activities or Actions: Specific tasks like specifying a data model or designing a user
interface, and their ordering.

Products: The outcomes of a process activity (e.g., design document, working code).
Roles: Responsibilities of people involved in the process.

Pre- and Post-conditions: Statements true before and after an activity or product
creation.
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Plan-Driven vs. Agile Processes

Plan-driven (Prescriptive) processes: All activities are planned in advance, and
progress is measured against this plan.

Agile processes: Planning is incremental, allowing easier adaptation to changing
customer requirements.

Most practical processes combine elements of both approaches. There is no single
“right” or “wrong” software process.

Traditional/Planned Software Process Models

These models describe the organization of software processes.

1. The Waterfall Process Model
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Type: Plan-driven model.
Characteristics: Separate and distinct phases of specification and development. Each
phase must be completed before moving to the next.

Phases:Requirements analysis and definition
System and software design

Implementation and unit testing

Integration and system testing

Operation and maintenance

Milestones: Each major phase is marked by milestones and deliverables (artifacts).
When to Use:For well-understood problems with minimal or no changes inrequirements
(e.g., governmental projects).

Simple and easy to explain to customers.

Drawbacks:Difficulty accommodating change after the process is underway.

Inflexible partitioning makes it hard to respond to changing requirements.

Customers often find it difficult to state all requirements explicitly upfront.

Modified Waterfall: Allows going back to previous phases, paving the way for iterative
models.

2. Incremental Process Model
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Type: Plan-driven model, combining elements of linear and parallel process flow.
Characteristics: System is broken down into increments, with each increment adding a
part of the required functionality. Focuses on delivering an operational product with each
increment.

Requirements: User requirements are prioritized; high-priority requirements are in early
increments. Requirements for an increment are frozen once development begins, but
later increments’ requirements can evolve.

Activities:Choose features for an increment.
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Refine feature descriptions.

Implement and test features.

Integrate feature into the system and test.
Deliver system increment.

Benefits:Reduced cost of accommodating changing requirements.

Easier customer feedback.

More rapid delivery and deployment of useful software.

Highest priority services receive the most testing.

Reduced risk of overall project failure compared to Waterfall.

Problems:System structure can degrade over time if refactoring efforts are not made.
Difference from evolutionary models: The complete list of features is defined from the
beginning.

3. Evolutionary/lIterative Process Models

SE 201

Type: Iterative models that enable the development of increasingly more complete
versions of software in increments.

When to Use: When core system requirements are understood, but additional
requirements are yet to be defined. Emphasis on risk management.

Two Common Models:Prototyping Model:Purpose: Used when customer objectives
are general or developers are unsure about algorithm efficiency.

Process: Begins with communication (stakeholders define objectives, known
requirements, areas needing more definition). Quick planning and design lead to
prototype construction. Prototype is deployed and evaluated by stakeholders for
feedback, leading to refinement. Can be “throw-away” or evolve into the actual system.
Benefits: Users get a feel for the system, developers build something immediately and
improve it before deployment.

Drawbacks: Stakeholders might perceive a working system, unaware of underlying
quality or maintainability issues (e.g., inappropriate tech choices).

Spiral Model:Characteristics: Couples the iterative nature of prototyping with the
controlled aspects of the Waterfall model. A risk-driven process model generator.

Distinguishing Features:Cyclic nature: Incrementally grows system definition and
implementation while decreasing risk.
Milestones: Ensure stakeholder commitment to feasible and satisfactory solutions.

Process: Each circuit around the spiral involves communication, planning, modeling,
construction, and deployment/feedback. The first circuit might produce a specification,
subsequent passes develop prototypes and more sophisticated versions. Prototyping is
used as arisk reduction mechanism.
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Specialized Process Models

1. Component-Based Development (CBD)

Focus: Software reuse, where systems are integrated from existing components or
Commercial-Off-The-Shelf (COTS) systems.

Process Objective: Apply when reuse is a development objective.

Benefits:Reduced costs and risks (less software developed from scratch).

Faster delivery and deployment.

Disadvantages:Requirements compromises are inevitable; system may not perfectly
meet user needs.

Loss of control over the evolution of reused system elements.

Types of Reusable Software:Stand-alone application systems (configured for an
environment).

Collections of objects (packages integrated with frameworks like .NET or J2EE).

Web services (developed to standards for remote invocation).

2. Unified Process (UP)

Type: Iterative and incremental development process.

Phases: Elaboration, Construction, and Transition phases are divided into timeboxed
iterations.

Increments: Each iteration results in an increment, a release with added or improved
functionality.

Agile Software Engineering

Context: Rapid software development and delivery are essential in fast-changing
markets. Most non-safety-critical systems use agile approaches.

Focus: Delivering functionality quickly, responding to changing specifications, and
minimizing development overheads.

Agile Mindset: Defined by 4 values, guided by 12 principles, and manifested through
various practices. Practitioners select practices based on needs.

Four Agile Values (Agile Manifesto, 2001):

obn 2

Individuals and interactions over processes and tools.
Working software over comprehensive documentation.
Customer collaboration over contract negotiation.
Responding to change over following a plan.

(While there is value in the items on the right, the items on the left are valued more.)
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Twelve Agile Principles:

1. Highest priority is customer satisfaction through early and continuous delivery of
valuable software.

Welcome changing requirements, even late in development.

Deliver working software frequently (weeks to months, prefer shorter).

Business people and developers must work together daily.

Build projects around motivated individuals, providing support and trust.

Face-to-face conversation is the most efficient and effective communication.

Working software is the primary measure of progress.

PN R LN

Agile processes promote sustainable development (constant pace).

9. Continuous attention to technical excellence and good design enhances agility.
10. Simplicity (maximizing work not done) is essential.

11. Best architectures, requirements, and designs emerge from self-organizing teams.
12. Atregular intervals, the team reflects and adjusts behavior.

Agile Approaches:

Agile is a blanket term for many approaches, including Scrum, XP (Extreme Programming),
Kanban, Lean, FDD, DSDM, AUP, Crystal, and ScrumBan.

Key Points Summary

e Software processes are the activities for producing software; process models are
abstract representations.

e Traditional models (Waterfall, Incremental) describe process organization.

o Requirements engineering is developing specifications.

e Design and implementation transform specifications into executable systems.

e Software validation checks conformance to specification and user needs.

e Software evolution means changing existing systems to meet new requirements to
remain useful.

e Processes should include prototyping and incremental delivery to cope with change.

e Processes can be structured for iterative development and delivery to allow changes
without disrupting the system.

Quiz
MCQ

Instructions: Answer each question in 2-3 sentences.

1. What are the four fundamental activities involved in every software process?

2. Briefly differentiate between a “plan-driven” and an “agile” software process.
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3.

10.

Explain a major drawback of the Waterfall Model and under what conditions it might still be
suitable.

How does the Incremental Process Model address some of the limitations of the Waterfall
Model, particularly concerning customer requirements?

What is the primary purpose of the Prototyping Model within the evolutionary approach?

Describe the key feature that distinguishes the Spiral Model from other evolutionary models.

What is Component-Based Development (CBD) and what are its main advantages?

According to the Agile Manifesto, which is valued more: “working software” or
“comprehensive documentation”? Explain why briefly.

Name two principles from the Agile Manifesto that emphasize the importance of human
interaction and team dynamics.

Looking at the Process Feature Matrix, identify two process models that explicitly support
“Timeboxed Iterations.”

Essay Format Questions

1.

Compare and contrast the Waterfall Model and the Incremental Model. Discuss their
respective benefits, drawbacks, and scenarios where each would be most appropriate.
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2. Analyze the role of “change” in software development processes. How do plan-driven and
agile approaches differ in their philosophy and mechanisms for handling evolving customer
requirements?

3. Explainthe core values and principles of the Agile Manifesto. Discuss how these values guide
development practices and how they contrast with more traditional, documentation-heavy
approaches.

4. Describe the Prototyping Model and the Spiral Model, both categorized as evolutionary.
Evaluate their commonalities and differences, particularly in how they manage risk and
stakeholder involvement.

5. Discuss the concept of software reuse as implemented in Component-Based Development
(CBD). Analyze its advantages and disadvantages, and explain how it influences the overall
software development lifecycle.

Quiz Answer Key (MCQ)

1. The four fundamental activities are Specification (defining system behavior), Design and
Implementation (structuring and building the system), Validation (checking if it meets
customer needs), and Evolution (adapting to changes).

2. Aplan-driven process plans all activities in advance with progress measured against a fixed
plan. An agile process uses incremental planning, making it easier to adapt to changing
customer requirements throughout development.

3. A major drawback of the Waterfall Model is its difficulty in accommodating change once the
process is underway, as phases are distinct and generally completed sequentially. It’s
suitable for well-understood problems with stable requirements, such as certain
governmental projects.

4. Thelncremental Model addresses Waterfall’s limitations by breaking the system into smaller,
functional increments. This allows for earlier delivery of working software, easier customer
feedback, and the ability to freeze requirements for one increment while later increments’
requirements can still evolve.
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5. The primary purpose of the Prototyping Model is to help define detailed requirements when
initial customer objectives are general or when developers need to explore technical aspects.
It allows users to “feel” the system and developers to learn before full-scale implementation.

6. The Spiral Model’s key distinguishing feature is its risk-driven nature, coupling the iterative
aspects of prototyping with controlled, systematic elements of the Waterfall model. Each
cycle focuses on identifying and mitigating risks.

7. Component-Based Development (CBD) is an approach based on software reuse, integrating
systems from existing components or COTS. Its main advantages are reduced development
costs and risks, and faster delivery and deployment.

8. According to the Agile Manifesto, “working software” is valued more than “comprehensive
documentation.” This reflects the agile belief that functional software provides more
immediate and concrete value to the customer and is a better measure of progress.

9. Two principles emphasizing human interaction and team dynamics are: “Business people
and developers must work together daily throughout the project,” and “Build projects around
motivated individuals. Give them the environment and support their needs and trust them to
getthe job done.”

10. Based on the Process Feature Matrix, the Spiral Model and the Unified Process (UP) explicitly
support “Timeboxed Iterations.” Generic Agile and Scrum also feature timeboxed iterations.
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Glossary of Key Terms

e Agile Processes: Software development processes where planning is incremental and it is
easier to change the process to reflect changing customer requirements.

e Agile Manifesto: A declaration of four core values and twelve principles for agile software
development, emphasizing individuals, working software, customer collaboration, and
responding to change.

e Component-Based Development (CBD): A specialized process model based on software
reuse, where systems are integrated from existing components or Commercial-Off-The-Shelf
(COTS) systems.

o Evolution (Software): The activity of changing an existing software system in response to
changing customer needs to ensure it remains useful.

e Evolutionary Process Models: lIterative software process models that enable the
development of increasingly more complete versions of the software in increments, often
used when initial requirements are not fully defined.

¢ Implementation: The activity within the software process focused on building the software
system based on the design.

¢ Incremental Process Model: A plan-driven modelthat combines linear and parallel process
flow, delivering the system in a series of increments, each adding a part of the required
functionality.

e Plan-Driven Processes (Prescriptive): Software development processes where all activities
are planned in advance, and progress is measured against this predetermined plan.

e Pre- and Post-conditions: Statements that are true before (pre-condition) and after (post-
condition) a process activity has been enacted or a product produced.

e Process Description: Details about activities, actions, products, roles, and pre/post-
conditions within a software process.

o Products (Software Process): The tangible or intangible outcomes of a process activity, such
as design documents, code, or test reports.

e Prototyping Model: An evolutionary model where a preliminary version of the software
(prototype) is quickly built and evaluated by stakeholders to clarify requirements or explore
design options.

o Requirements Analysis and Definition: The initial phase in models like Waterfall, focusing
on understanding and documenting what the system needs to do.

e Roles (Software Process): The responsibilities of the people involved in a software

development process.
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e Software Engineering: A discipline concerned with the structured set of activities required
to develop a software system.

e Software Process: A structured set of activities required to develop a software system,
including specification, design, implementation, validation, and evolution.

o Software Process Model: An abstract representation of a software process, presenting a
description from a particular perspective.

o Specification (Software): The activity of defining what the software system should do.

e Spiral Model: A risk-driven evolutionary process model that couples the iterative nature of
prototyping with the controlled and systematic aspects of the Waterfall model.

e Unified Process (UP): An iterative and incremental development process characterized by
timeboxed iterations across its phases (Elaboration, Construction, Transition), with each
iteration delivering an increment of functionality.

e Validation (Software): The activity of checking that the developed software system does
what the customer wants and conforms to its specification.

o Waterfall Model: A plan-driven, sequential software process model with distinct and
separate phases of specification, design, implementation, testing, and maintenance, where

each phase must be completed before the next begins.
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Chapter 3

Briefing Document

l. Introduction to Agile Software Engineering

Agile software engineering has become the predominant approach for software
development due to the need for rapid software development and delivery. It prioritizes
“delivering functionality quickly, responding to changing product specifications and minimizing
development overheads.” This approach contrasts with traditional, plan-driven project
management by embracing incremental development and recognizing that “plans always
change so anything apart from short-term plans are unreliable.”

[I. Extreme Programming (XP)

Extreme Programming (XP) is identified as a highly influential agile method, developed by
Kent Beck in 1998. It pushed “recognized good practices, such as iterative development, to
‘extreme’ levels,” focusing on 12 new development techniques for “rapid, incremental software
development, change and delivery.” While some of these techniques are now “widely used,”
others have been “less popular.”

A. Widely Adopted XP Practices:

e Incremental Planning/User Stories:Replaces a “grand plan” with requirements
established through discussions with a customer representative who is “part of the XP
team and is responsible for making decisions on requirements.”

e User requirements are articulated as “user stories or scenarios,” from which the
customer “chooses the stories for inclusion in the next release based on their priorities
and the schedule estimates.”

o Small Releases:Focuses on developing “the minimal useful set of functionality that
provides business value” first.

e System releases are “frequent and incrementally add functionality to the previous
release.”

e Test-Driven Development (TDD):Developers “write the tests first” before writing the
code, which “helps clarify what the code should actually do.”

e Automated unit test frameworks run tests “after every code contribution.”

e Continuous Integration:Work on a taskis integrated “into the whole system” as soon as
it’s complete, creating a “new version of the system.”

e All unit tests from all developers must run “successfully before the new version of the
system is accepted.”

e Refactoring:Defined as “improving the structure, readability, efficiency and security of a
program.”

o XP challenges the conventional wisdom of designing for anticipated change, stating it’s
“not worthwhile as changes cannot be reliably anticipated.”

o “All developers are expected to refactor the code as soon as potential code
improvements are found,” which helps keep the code “simple and maintainable.”
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I1l. Scrum

Scrum is an agile method distinct from XP in its focus on “managing iterative development
rather than specific agile practices.” It outlines a three-phase process: an initial outline planning
phase, followed by “a series of sprint cycles,” and concluding with a project closure phase.

A. Scrum Terminology and Key Concepts:

o Development Team: A “self-organizing group of software developers,” typically no more
than 7-10 people, responsible for software and documentation.

o Potentially Shippable Product Increment: The software delivered from a sprint, ideally
“in a finished state and no further work, such as testing, is needed to incorporate it into
the final product.”

e Product Backlog: “A list of ‘to do’ items” for the team, which can include “feature
definitions, software requirements, user stories or descriptions of supplementary tasks.”
It should always be “prioritized so that the items that have to be implemented first are at
the top of the list.”

e Product Backlog Item (PBI) States:Ready for consideration: High-level, tentative
ideas.

e Ready for refinement: Agreed as important, but needs clearer definition.

e Ready for implementation: Detailed enough for estimation and implementation, with
identified dependencies.

e Product Backlog Activities: Creation, prioritization, estimation, and refinement.

e Product Owner: An individual responsible for identifying and prioritizing “product
features or requirements” and continuously reviewing the product backlog to meet
“critical business needs.” This role ensures the team is “always focused on the product
they are building.”

e Scrum: A daily, short, face-to-face meeting for the Scrum team to “review progress and
prioritizes work to be done that day.”

e Scrum Master: Responsible for “ensuring that the Scrum process is followed and guides
the team in the effective use of Scrum.” They are a “coach for the team” and interface with
the rest of the company to prevent outside interference. While not envisioned as a
conventional project manager, “in many companies that use Scrum, the Scrum Master
also has some project management responsibilities.”

e Sprint: A development iteration, “usually 2-4 weeks long,” during which “software
features are developed and delivered.” Sprints should produce a “shippable product
increment.” “Incomplete items are returned to the product backlog. Sprints are never
extended to finish an incomplete item.”

e Velocity: “An estimate of how much product backlog effort that a team can cover in a
single sprint,” used for estimation and measuring performance improvement.

B. Key Scrum Practices:

e Product Backlog: The evolving list of work to be done, reviewed and updated before each
sprint.
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e Timeboxed Sprints: Fixed-time periods (2-4 weeks) for implementing product backlog
items.

e Self-Organizing Teams: Teams that “make their own decisions and work by discussing
issues and making decisions by consensus.”

C. Managing External Interactions:

e The Scrum Master is responsible for “Team-focused external interactions,” such as
reporting progress to company management.

e The Product Owner is responsible for “Product-focused external interactions,”
understanding customer requirements.

e While Scrum developers did not intend the Scrum Master to have project management
duties, they often “has to take on project management responsibilities” due to their
knowledge of the ongoing work.

IV. Agile Summary

Agile methods, including Extreme Programming and Scrum, are founded on “iterative
development and the minimization of overheads.” XP introduced specific engineering practices
like user stories and test-first development, now considered “mainstream.” Scrum, conversely,
focuses on “agile planning and management,” leaving the choice of engineering practices to the
development team. Core Scrum practices such as the product backlog, sprints, and self-
organizing teams are adaptable and can be integrated into any agile development process.

FAQ

1. What is agile software engineering and why is it important?

Agile software engineering is an approach to software development that prioritizes rapid
development and delivery, quickly responding to changing product specifications, and
minimizing development overheads. It is essential because software products need to be
brought to market quickly, and virtually all software products are now developed using an agile
approach to meet this demand.

2. What is Extreme Programming (XP) and what are some of its core practices?

Extreme Programming (XP) is a highly influential agile method coined by Kent Beck in 1998. It
pushed recognized good practices like iterative development to “extreme” levels, introducing 12
new development techniques geared towards rapid, incremental software development,
change, and delivery. Widely adopted XP practices include:

¢ Incremental planning/user stories: Requirements are established through discussions
with a customer representative, expressed as user stories, and prioritized by the
customer for each release.

o Smallreleases: The minimal useful set of functionality is developed first, with frequent,
incremental releases adding more functionality.
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e Test-driven development: Developers write tests before writing code to clarify
functionality, using an automated unit test framework to run tests after every code
contribution.

e Continuous integration: Completed tasks are immediately integrated into the system,
and all unit tests must pass before a new version is accepted.

e Refactoring: Continuously improving the structure, readability, efficiency, and security of
the code to keep it simple and maintainable, rather than designing for future,
unpredictable changes.

3. How does Scrum differ from Extreme Programming (XP)?

While both are agile methods, Scrum focuses specifically on managing iterative
development, whereas XP defines particular agile engineering practices. Scrum does not
prescribe the technical engineering practices to be used, allowing the development team to
choose what they deem appropriate for the product. Its primary focusis on project management,
emphasizing that plans are constantly changing and only short-term plans are reliable.

4. What are the three main phases of Scrum?

Scrum follows a three-phase structure for project development:

1. Initial Planning Phase: This phase establishes the general objectives for the project and
outlines the software architecture.

2. Sprint Cycles: This is the core of Scrum, consisting of a series of iterative cycles (sprints)
where each cycle develops an increment of the system.

3. Project Closure Phase: This final phase wraps up the project, completes necessary
documentation (like help frames and user manuals), and assesses lessons learned from
the entire project.

5. Whatis a “sprint” in Scrum and what is its purpose?

Asprintin Scrum is a fixed-length development iteration, typically lasting 2 to 4 weeks. During
a sprint, the development team works to implement a selection of high-priority items from the
product backlog. The goal of each sprint is to produce a “potentially shippable product
increment,” meaning the developed software should be complete and ready to deploy without
further work. Daily meetings (Scrums) are held to review progress and update work items.
6. Whatis the “product backlog” in Scrum and how is it managed?

The product backlog is a prioritized “to-do” list of all items that need to be completed for the
product’s development. These items, called Product Backlog Items (PBIs), can include features,
user requests, essential development activities, or engineering improvements. The product
backlog is continuously reviewed and updated, with items prioritized so that the most important
ones are at the top. PBls progress through states like “Ready for consideration,” “Ready for
refinement,” and “Ready for implementation” as they become more defined and prepared for a
sprint.
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7. What are the key roles in a Scrum team?

There are two key roles in a Scrum team:

e Product Owner: This individual (or small group) is responsible for identifying and
prioritizing product features and requirements, and continuously reviewing the product
backlog to ensure the project meets critical business needs. They ensure the
development team focuses on building the right product.

e Scrum Master: The Scrum Master is a Scrum expert who guides the team in effectively
using the Scrum method. They are responsible for ensuring the Scrum process is
followed, removing impediments, and protecting the team from outside interference.
While not a conventional project manager, in many companies, they may take on some
project management responsibilities.

8. How do Scrum teams manage external interactions?

In a Scrum project, external interactions are managed jointly by the Scrum Master and the
Product Owner. The Scrum Master typically handles team-focused external interactions, such
as reporting progress to company management or other administrative tasks. The Product
Owner is responsible for product-focused external interactions, engaging with customers and
stakeholders to understand requirements and ensure the product meets business needs. This
division helps the self-organizing team maintain focus while ensuring necessary communication
with the wider organization.

Study Guide
Quiz

1. What is the primary focus of Agile software engineering, and why has it become the
dominant approach for software development?

2. Explain the origin of Extreme Programming (XP) and its core philosophy.

3. Describe the concept of “Test-first development” in XP and its benefits.

4. Whatis “Refactoring” in the context of XP, and why does XP advocate for it over designing
for change?
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5. How does “Continuous integration” work in XP, and what is its main goal?

6. Whatis Scrum, and how does it differ from Extreme Programming (XP)?

7. lIdentify and briefly describe the three phases of Scrum.

8. Explainthe role of the “Product Owner” in Scrum.

9. Whatis a “Sprint” in Scrum, and what is its expected outcome?

10. Describe the concept of a “Product Backlog” in Scrum and its importance.

Essay Questions

1. Compare and contrast Extreme Programming (XP) and Scrum, highlighting their similarities,
key differences in focus, and how they might be used together in a software development
project.

2. Discuss the advantages and disadvantages of adopting an agile approach, specifically
considering the practices of “Test-first development” and “Refactoring” from XP, and
“Timeboxed sprints” from Scrum.

SE 201 49



Shoug Alomran

3. Analyze the roles of the Product Owner and Scrum Master in a Scrum team. Explain how their
responsibilities contribute to the successful delivery of a software product and discuss
potential challenges in defining their boundaries in practice.

4. Elaborate on the concept of a “potentially shippable product increment” in Scrum. Discuss
itsimportance for continuous delivery and feedback, and explore the factors that might make
it challenging to achieve in real-world projects.

5. Imagine you are a software development manager. Propose a strategy for transitioning a
traditional, plan-driven development team to an agile methodology, specifically
incorporating elements of both XP and Scrum. Justify your choices with reference to the
benefits of agile practices.

SE 201 50



Shoug Alomran

Answer Key (MCQ)

10.

Agile software engineering prioritizes delivering functionality quickly, adapting to changing
product specifications, and minimizing development overheads. It has become dominant
because modern software products require rapid development and delivery to market.
Extreme Programming (XP) was coined by Kent Beck in 1998. Its core philosophy involves
pushing recognized good practices, such as iterative development, to “extreme” levels to
achieve rapid, incremental software development, change, and delivery.

In Test-first development, developers write tests for code before writing the code itself. This
practice helps to clarify the exact functionality the code should achieve and ensures that the
code meets its intended requirements from the outset.

Refactoring is the process of improving a program’s structure, readability, efficiency, and
security without changing its external behavior. XP advocates for continuous refactoring
because it argues that changes cannot be reliably anticipated, making up-front design for
change less worthwhile and keeping the code simple and maintainable.

Continuous integration involves integrating work on a task into the whole system as soon as
it’'s complete, creating a new version of the system. Its main goalis to ensure that all unit tests
from all developers run successfully after every code contribution, guaranteeing system
integrity and early detection of integration issues.

Scrum is an agile method that focuses on managing iterative development rather than
defining specific agile engineering practices. Unlike XP, which prescribes detailed
development techniques, Scrum provides a framework for project management, allowing the
development team to choose their preferred technical practices.

The three phases of Scrum are: an initial outline planning phase to establish general
objectives and software architecture; a series of sprint cycles, where each cycle develops a
system increment; and a project closure phase to wrap up the project, complete
documentation, and assess lessons learned.

The Product Owner in Scrum is responsible for identifying and prioritizing product features or
requirements, ensuring the development team focuses on the most critical business needs.
They continuously review the product backlog to guide the project’s direction.

A Sprint is a fixed-length development iteration, typically 2-4 weeks long. The expected
outcome of a Sprint is a “potentially shippable product increment,” meaning the developed
software should be complete and ready for deployment without further work.

The Product Backlog is a prioritized list of “to-do” items needed to complete product
development, including features, user requests, and engineering improvements. It is crucial
because it serves as the single source of requirements for the product and guides the work
performed in each sprint.
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Glossary of Key Terms

e Agile Software Engineering: A software development approach focused on rapid delivery of
functionality, responding to changing specifications, and minimizing development overheads
through iterative and incremental processes.

o Extreme Programming (XP): An influential agile method that pushes recognized good
practices to “extreme” levels, emphasizing rapid, incremental development, change, and
delivery through specific techniques.

o Test-first Development: An XP practice where developers write automated tests for code
before writing the actual code, clarifying requirements and ensuring code correctness.

o Refactoring: An XP practice of improving the internal structure, readability, efficiency, or
security of existing code without changing its external behavior.

e Small Releases: An XP practice emphasizing frequent releases of the system, each
incrementally adding a minimal useful set of functionality that provides business value.

e Continuous Integration: An XP practice where code contributions are integrated into the
main system frequently (often daily), and all unit tests are run automatically to detect
integration issues early.

¢ Incremental Planning/User Stories: An XP practice where requirements are expressed as
user stories or scenarios, and a customer representative prioritizes these for implementation
in short development increments.

e Pair Programming: An XP practice where two developers work together at one workstation,
one writing code and the other reviewing and suggesting improvements.

e Collective Ownership: An XP practice where allteam members are responsible for the entire
codebase and can make changes to any part of it.

e Scrum: An agile method focused on managing iterative development rather than defining
specific engineering practices, structured around sprints, roles (Product Owner, Scrum
Master, Development Team), and artifacts (Product Backlog, Sprint Backlog).

e Scrum Master: A role in Scrum responsible for ensuring the Scrum process is followed,
guiding the team in effective Scrum use, and removing impediments. Not a traditional project
manager.

e Product Owner: A role in Scrum responsible for defining product features, prioritizing the
product backlog, and ensuring the development team works on items that meet critical
business needs.

¢ Development Team: In Scrum, a self-organizing group of software developers (typically 7-10

people) responsible for developing the software increment.
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e Sprint: Afixed-length development iteration in Scrum, typically 2-4 weeks long, during which
a “potentially shippable productincrement” is developed.

e Product Backlog: A prioritized, dynamic list of all known work items, features, requirements,
user stories, and tasks needed to be completed for the product, maintained by the Product
Owner.

e Sprint Backlog: A list of selected Product Backlog Items (PBIs) that the Development Team
commits to complete during a specific sprint, along with the plan for delivering them.

e Potentially Shippable Product Increment: The outcome of a sprintin Scrum; a completed,
tested, and usable software increment that is in a finished state and could theoretically be
released to users.

e Scrum (Daily Meeting): A short, daily meeting of the Scrum Team to review progress,
synchronize activities, and plan work for the next 24 hours.

e Velocity: An estimate of how much Product Backlog efforta Scrum team can coverin asingle
sprint, used for planning and measuring performance improvement.

o Self-organizing Teams: A characteristic of agile teams, particularly in Scrum, where team
members collectively decide how to best accomplish their work without external direction on

specific tasks.
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Chapter 4

Briefing Document: Software Project Management

[. Introduction to Software Project Management

Effective software project management is built upon a “four P’s” framework: People,

Product, Process, and Project. These elements are interconnected and crucialfor success. The

course learning outcome (CLO4) emphasizes demonstrating project management skills through

effective teamwork and cooperation.

Il. The Four P’s of Project Management

1.

People: The Most Important Element

Stakeholders: A diverse group with vested interests in the project’s outcome, including:
Senior managers: Define business issues impacting the project.

Project (technical) managers: Plan, motivate, organize, and control the technical work.
Practitioners: Deliver the necessary technical skills.

Customers/Product owners: Specify requirements.

End-users: Interact with the software post-release.

Team Leader Skills: Project management is “people-intensive.” Effective leaders possess:
Motivation: Encouraging technical people to perform at their best.

Organization: Structuring processes to translate concepts into products.

Ideas or Innovation: Fostering creativity within established boundaries.

Problem-solving skills: Diagnosing and structuring solutions for technical and
organizational issues.

Managerial Identity: Taking charge of the project.

Achievement: Rewarding initiative and accomplishment to optimize productivity.
Influence and Team Building: Understanding and reacting to people’s needs.

Software Teams: The “best” team structure is highly contextual, depending on:
Management style, team size, skill levels, and problem difficulty.

Factors like problem difficulty, program size, team lifetime, modularity, required
quality/reliability, delivery date rigidity, and communication needs.

Agile Teams: Emphasize individual competency and group collaboration. They are
characterized by:

Appropriate skill distribution for the problem.

Self-organizing capabilities for effective use of competencies and collaboration.

Significant autonomy in project management and technical decisions.

Minimal planning, allowing teams to select their own approach.

Avoidance of “Team Toxicity,” such as negative work atmospheres, high frustration, poorly
defined processes, and unclear roles.

Team Coordination & Communication: Achieved through various methods:

Formal, impersonal: Documents (e.g., source code, technical memos, schedules), change
requests, error reports.
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¢ Formal, interpersonal: Quality assurance activities, status review meetings, design and
code inspections.

¢ Informal, interpersonal: Group meetings, “collocation of requirements and development
staff.”

o Electronic: Email, bulletin boards, video conferencing.

¢ Interpersonal networking: Informal discussions with team members and external experts.

2. Product: The Software to be Built

e Scope: The software project scope must be “unambiguous and understandable” at both
management and technical levels. This involves:

o Defining a clear statement of software scope, including quantitative data (e.g., “number
of simultaneous users, maximum allowable response time”), explicit constraints, and
limitations.

e Problem Decomposition: A core activity in requirements analysis, also known as
“partitioning or problem elaboration.” It involves breaking down a complex problem into
smaller, manageable parts, focusing on:

e The functionality and information to be delivered.

e The process that will be used for delivery.

¢ Evaluating and refining software functions for detail.

e Decomposing major content or data objects into constituent parts.

3. Process: Framework Activities and Tasks

e The choice of process modelis critical and must be appropriate for:

e The customers and the project team.

e The characteristics of the product itself.

e The project environment.

e Once amodelis selected, a preliminary project plan is established based on framework
activities.

o Process decomposition then defines a “task set for each software engineering activity.”

e “Project planning begins with the application of the process to the problem,” ensuring
each major product function passes through defined framework activities.

4. Project: Work Plan to Make the Product a Reality
e “Almost all software products are obtained via projects.”
e The “Project Team is the primary Resource!”
e Primary Concerns: “Deliver on time and within budget” given limited resources and
interdependent, often conflicting goals.
Ill. Project Risk Management
1. Signs of Project Risk (Projects in Trouble): Ten common indicators include:

2. Lack of understanding of customer needs by software people.
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Poorly defined product scope.

Poorly managed changes.

Changes in chosen technology.
Changing or ill-defined business needs.
Unrealistic deadlines.

P NSO hW

User resistance.

9. Lostor unobtained sponsorship.

10. Lack of skills within the project team.

11. Managers and practitioners avoiding best practices and lessons.

Common-Sense Approach to Avoid Problems:

¢ Start ontheright foot: Detailed project understanding, realistic objectives, selecting the
right team, facilitating the team.

¢ Maintain Momentum: Provide incentives, reduce bureaucracy, grant autonomy (with
supervision), and track progress through approved work products.

o Make smart decisions: Utilize existing software components, choose standard
approaches, avoid risks, and allocate extra time for complex/risky tasks.

e Conduct postmortem analysis: Compare planned vs. actual schedules and establish a
mechanism for extracting lessons learned.

1. W5HH Principle (Barry Boehm): To get to the essence of a project, answer:

e Why s the system being developed?

e What will be done? (Establishes the task set)

e When willit be done? (Establishes the schedule and milestones)

e Who is responsible? (Establishes roles for team members, customers, users,
stakeholders)

e Where are they organizationally located?

e How will the job be done technically and managerially?

e How much of each resource will be needed?

IV. Project Estimation and Scheduling

1. Triple Constraints for Software Projects: Delivering a quality product within the client’s
budget and schedule. These three factors are interdependent and can severely impact
each other.

2. Project Scheduling: A roadmap of activities, their order, and allotted time slots.

e Involves defining tasks and milestones.

e Requires breaking down tasks into smaller, manageable units.

e Logically ordering tasks for smooth evolution (Work Breakdown Structure - WBS).
e WABS Finalization Steps:Estimate timeframe for each task.

e Divide time into work-units (man-hours, man-days).

e Assign adequate work-units and resources to each task.
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e Calculate total project time.

e Critical Path Method (CPM):The “sequence of connected activities that produces the
longest overall time period.”

e Represents the minimum time required to finish the project.

e Anydelayin an activity on the critical path delays the entire project.

e Non-critical path activities have “slack/float time,” allowing scheduling flexibility.

e Precedence Diagramming Method (PDM): A technique for visually representing project
activities and their dependencies, allowing for calculation of Early Start (ES), Early Finish
(EF), Late Start (LS), Late Finish (LF), and Total Float (TF) for each task.

e Forward Pass: Calculates ES and EF. Early Finish = Early Start + Duration.

o Backward Pass: Calculates LS and LF.

o Total Float (Slack): Late Start — Early Start or Late Finish — Early Finish. It is the “Amount
of time an activity (task) can be delayed without affecting the total duration of the whole
project!”

V. Risk Management Process

1. Definition: Concerned with “identifying risks affecting the project schedule or the quality of
the software and drawing up plans to avoid or minimise their effect on a project.” It is essential
due to inherent uncertainties in software development.

¢ Risk Classification:Type of Risk: Technical, organizational, etc.

e What is Affected:Project risks: Affect schedule or resources (e.g., “loss of an
experienced programmer”).

e Product risks: Affect software quality or performance (e.g., “failure of a purchased
component”).

e Business risks: Affect the organization developing/procuring software (e.g., “a
competitor launching a new product”).

e Examples provided: Staff turnover (Project), Requirements change (Project and
product), Technology change (Business), etc.

o Risk Management Process Steps:Risk Identification: Identify project, product, and
business risks (e.g., using checklists for technology, organizational, people,
requirements, estimation, and tools risks).

e Risk Analysis: Assess the “likelihood and consequences” of each risk, often relying on
the Project Manager’s judgment. Probability scales (very low to very high) and
consequence scales (catastrophic to insignificant) are used.

e RiskPlanning: Develop strategies to manage risks:

e Avoidance strategies: Reduce the probability of the risk occurring.

e Minimization strategies: Reduce the impact of the risk if it occurs.

e Contingency plans: Prepare plans to deal with the risk if it materializes.

o Risk Monitoring: Regularly assess identified risks for changes in probability or effects,
discussing them in management meetings.

o RisklIndicators: Potential signs that a specific risk type is becoming active (e.g., “Failure
to meet agreed schedule” for Estimation risk, “Poor staff morale” for People risk).
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FAQ

1. What are the four core elements of effective software project management?

Effective software project management revolves around four critical elements, often referred to
as the four P’s:

e People: This is identified as the most important element. It encompasses all
stakeholders, including senior managers, project managers, practitioners (engineers),
customers/product owners, and end-users. It also emphasizes the importance of
effective team leadership and dynamic team structures, including agile approaches.

e Product: This refers to the actual software being built. Effective management here
involves clearly defining the software’s scope, understanding its context, information
objectives, and required functions and performance. It also includes problem
decomposition, breaking down complex tasks into manageable parts.

e Process: This involves selecting and defining the appropriate set of framework activities
and software engineering tasks to develop the software. The chosen process model
should align with the customer’s needs, product characteristics, and the project
environment.

e Project: This encompasses all the work required to bring the product to fruition. It
involves planning, managing resources, mitigating risks, and ensuring timely and budget-
conscious delivery. It also includes identifying and addressing potential signs of project
risk and adopting common-sense approaches to avoid problems.

2. Who are the key stakeholders in a software project, and what role does a team leader play?

In a software project, several key stakeholders contribute to its success:

e Senior managers: Define business issues impacting the project.

o Project (technical) managers: Plan, motivate, organize, and control the technical team.
e Practitioners: Deliver the necessary technical skills.

e Customers/Product owners: Specify requirements.

e End-users: Interact with the software post-release.

A team leader is crucial in this people-intensive activity, needing to possess or develop three
essential skills:

e Motivation: The ability to encourage team members to perform at their best.
o Organization: The capacity to establish or adapt processes for product development.

e Ideas orinnovation: Fostering creativity within established project boundaries.

Additionally, effective project managers emphasize problem-solving skills, a strong managerial
identity, rewarding achievement, and strong influence and team-building capabilities.
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3. What factors influence the structure and success of software teams, particularly agile

teams?

The “best” software team structure is highly dependent on several factors: the organization’s

management style, the number and skill levels of team members, and the inherent difficulty of
the problem. Key considerations include:

The difficulty of the problem to be solved.

The size of the resulting program.

The team’s expected longevity.

The degree to which the problem can be modularized.
Required quality and reliability.

The rigidity of the delivery date.

The level of communication needed.

Agile teams, in particular, thrive on individual competency and group collaboration. They aim

to avoid “toxicity” such as negative work atmospheres, frustration, poorly defined processes,
and unclear roles. Agile teams are characterized by:

Appropriate distribution of skills for the problem at hand.

Self-organizing capabilities to leverage individual competencies and foster collaboration.
Significant autonomy in making project management and technical decisions.

Minimal upfront planning, allowing the team to select its own approach.

4. How is effective communication and coordination achieved within a software project team?

Effective team coordination and communication are vital for project success and can be

achieved through various channels:

5.

Formal, impersonal approaches: These include documented artifacts like software
engineering documents, technical memos, project milestones, schedules, control tools,
change requests, error tracking reports, and repository data.

Formal, interpersonal procedures: These focus on quality assurance activities like
status review meetings and design/code inspections.

Informal, interpersonal procedures: This encompasses group meetings for information
dissemination and problem-solving, as well as the collocation of requirements and
development staff.

Electronic communication: Utilizing tools such as email, electronic bulletin boards
(chat/forums), and video conferencing.

Interpersonal networking: Informal discussions with both internal team members and
external individuals who may offer valuable experience or insight.

What are the key aspects of defining and decomposing the “Product” in software project

management?

Defining the “Product” in software project management involves clearly establishing its

scope and then decomposing that problem into manageable parts.
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e Product Scope: The software project’s scope must be unambiguous and understood by
both management and technical teams. This involves explicitly stating quantitative data
(e.g., number of users, response time), and noting any constraints or limitations (e.g.,
memory size, existing IT infrastructure). The scope also outlines the software’s context
within a larger system, its information objectives (input/output data objects), and its
functions and performance characteristics.

e Problem Decomposition: This is a core activity in requirements analysis, sometimes
called partitioning or problem elaboration. It’s applied in two main areas: (1) the
functionality and content the software must deliver, and (2) the process that will be used
for delivery. Complex problems are broken down into smaller, more manageable sub-
problems, allowing software functions and data objects to be evaluated and refined in
detail, leading to a comprehensive understanding of the information the software will
produce.

6. What are the “Triple Constraints” in software projects, and how does project scheduling

work?

The “Triple Constraints” for software projects are time (schedule), cost (budget), and
scope (quality/features). A primary goal for software organizations is to deliver a quality
product, keeping the cost within the client’s budget, and delivering the project as scheduled. Any
change or issue with one of these factors can severely impact the other two.

Project Scheduling involves creating a roadmap of all activities, their order, and allocated
time slots. Itis a critical aspect of managing the “time” constraint and involves:

e Work Breakdown Structure (WBS): Breaking down project tasks into smaller,
manageable tasks and logically ordering them into phases, activities, and primitive tasks.

o Estimation: Estimating the required timeframe for each task, dividing time into work-
units (e.g., man-hours), assigning adequate work-units and resources to each task, and
calculating the total project time.

e Critical Path Method (CPM): Determining the critical path, which is the sequence of
connected activities thatyields the longest overall duration. This represents the minimum
time required to finish the project. Any delay in an activity on the critical path will delay
the entire project. Tasks not on the critical path have “slack” or “float” time, allowing for
some flexibility in their scheduling without impacting the project’s overall completion
date.

7. Whatis risk management in software development, and what are its main stages?

Risk management in software development is the process of identifying, analyzing, planning
for, and monitoring risks that could affect the project schedule, software quality, or business
objectives. It’s crucial due to the inherent uncertainties in software development, such as ill-
defined requirements, changes in customer needs, difficulties in estimation, and varying
individual skills. The goal is to anticipate risks, understand their impact, and take steps to avoid
or mitigate them.

The main stages of the risk management process are:
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e Risk Identification: Pinpointing potential project, product, and business risks. This can
involve team activities, drawing on the project manager’s experience, or using checklists
of common risks (e.g., technology, organizational, people, requirements, estimation,
tools risks).

o Risk Analysis: Assessing the likelihood (probability) and potential consequences
(seriousness) of each identified risk. This often relies on judgment and past experience,
categorizing probabilities (e.g., low, moderate, high) and consequences (e.g.,
catastrophic, serious, tolerable, insignificant).

e RiskPlanning: Developing strategies to manage each risk. These include:

¢ Avoidance strategies: Reducing the probability of the risk occurring.

¢ Minimization strategies: Reducing the impact if the risk does occur.

e Contingency plans: Preparing specific actions to take if a risk materializes.

¢ Risk Monitoring: Regularly assessing the identified risks to see if their probability or
effects have changed. Key risks should be discussed atmanagement meetings, and plans
for mitigation should be revised as new information becomes available.

8. What are the common classifications of risks in software projects, and what are some
examples?

Risks in software projects are primarily classified along two dimensions: the type of risk and
what is affected by the risk.
Classification by what is affected:

e Projectrisks: These impact the project schedule or resources.

o Example: Experienced staff leaving the project before completion (staff turnover).

o Example: Hardware essential for the project not being delivered on schedule (hardware
unavailability).

o Productrisks: These affect the quality or performance of the software being developed.

e Example: Failure of a purchased component to perform as expected (CASE tool
underperformance).

o Example: A larger number of changes to requirements than anticipated (requirements
change).

o Business risks: These impact the organization developing or procuring the software.

e Example: Acompetitor launching a new product before the system is completed (product
competition).

o Example: The underlying technology on which the system is built being superseded by
new technology (technology change).

Examples of different risk types (regardless of what they affect):

o Estimationrisks: Underestimated development time, defect repair rate, or software size.

e Organizational risks: Management changes, financial problems leading to budget cuts.

e Peoplerisks: Inability to recruit skilled staff, key staff illness, lack of training.

o Requirements risks: Major design rework due to requirement changes, customer
misunderstanding of change impact.

o Technology risks: Database performance issues, defects in reusable components.

SE 201 61



Shoug Alomran

e Toolsrisks: Inefficient code from generation tools, inability of software tools to integrate.

Study Guide

I. Project Management Spectrum (The Four P’s)

Effective software project management focuses on these four key elements:

e People: The most important element of a successful project.

e Stakeholders: Individuals or groups with an interest in the project’s outcome.

e Senior Managers

e Project (Technical) Managers

e Practitioners

e Customers/Product Owners

e End-users

e Team Leader Skills:Motivation (encourage best ability)

e Organization (mold/invent processes)

e |deas/Innovation (encourage creativity within bounds)

o Effective Project Manager Traits:Problem-solving skills

e Managerial Identity (take charge)

e Achievement (reward initiative)

e Influence and team building (understand needs, react)

e Software Teams:Structure depends on management style, team size, skill levels, and
problem difficulty.

e Factors for team structure: problem difficulty, program size, team lifetime, modularity,
required quality/reliability, delivery date rigidity, sociability.

o Agile Teams:Emphasize individual competency and group collaboration.

e Avoid “toxicity” (negatively excited atmosphere, high frustration, poorly defined process,
unclear roles).

e Skills distribution must be appropriate.

e Self-organizing with significant autonomy for decisions.

e Minimal planning, team selects its own approach.

e Team Coordination & Communication:Formal, impersonal: Documents, work products,
technical memos, milestones, schedules, project control tools, change requests, error
tracking, repository data.

o Formal, interpersonal: Quality assurance activities, status review meetings, design/code
inspections.

e Informal, interpersonal: Group meetings (info dissemination, problem-solving),
collocation.

e Electronic communication: Email, bulletin boards, video conferencing.

¢ Interpersonal networking: Informal discussions with team members and external experts.

e Product: The software to be built, meeting customer requirements.

e Scope: Must be unambiguous and understandable.

e Defines context, information objectives (inputs/outputs), function, and performance
characteristics.

e Includes quantitative data, constraints, and limitations.
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e Problem Decomposition: Partitioning a complex problem into smaller, manageable parts.

e Applied to functionality/content and the delivery process.

o Refines software functions and decomposes data objects.

e Process: The set of framework activities and software engineering tasks to get the job done.

e Selection: Choose an appropriate process model based on:

e Customers and people doing the work.

e Product characteristics.

e Project environment.

e Planning: Define a preliminary project plan based on framework activities.

o Decomposition: Define a task set for each software engineering activity.

e Melding: Project planning begins by applying the process to the problem, with each function
passing through defined framework activities.

e Project: Allwork plans required to make the product a reality.

e Concerned with delivering on time and within budget.

Signs of Project Risk (Trouble):Software people don’t understand customer needs.
Product scope is poorly defined.

Changes are managed poorly.

Chosen technology changes.

Business needs change/are ill-defined.

Deadlines are unrealistic.

Users are resistant.

Sponsorship is lost/never obtained.

Project team lacks skills.

o PP NGO RN

0. Managers/practitioners avoid best practices.

¢ Common-Sense Approach to Avoid Problems:Start on the right foot: Detailed
understanding, realistic objectives/expectations, right team, facilitation.

¢ Maintain Momentum: Incentives, reduce bureaucracy, autonomy with supervision,
senior management support.

o Track Progress: Monitor work products (models, code, test cases) through technical
reviews.

o Make Smart Decisions: Use existing components, standard approaches, avoid risks
(allocate more time for complex tasks).

e Conduct Postmortem: Compare planned vs. actual schedule, extract lessons learned.

o W5HH Principle (Barry Boehm):Why is the system being developed?

e What will be done? (Establishes task set)

e When willit be done? (Establishes schedule, milestones)

e Whoisresponsible? (Roles and responsibilities for team, customers, stakeholders)

e Where are they organizationally located? (Indicates responsibilities extend beyond the
software team)

e How will the job be done technically and managerially?

¢ How much of each resource will be needed?
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1. Project Estimation and Scheduling

o Triple Constraints for Software Projects: Deliver a quality product, within budget, and
on schedule. These three factors are interdependent and can significantly impact each
other.

e Project Scheduling: Roadmap of activities, their order, and allotted time.

¢ Work Breakdown Structure (WBS): Hierarchical decomposition of projects into phases,
activities, and tasks.

e Break down into smaller, manageable tasks.

e Logically order them (some parallel, some sequential).

o After WBS is finalized:Estimate timeframe for each task.

e Divide time into work-units (man-hours, man-days).

e Assign adequate work-units and resources to each task.

e Calculate total project time.

e Critical Path:Sequence of connected activities in a Precedence Diagram that produces
the longest overall time period.

o Represents the minimum time required to finish the project.

e Anydelayin an activity on the critical path delays the entire project.

e Nodes not on the critical path have “slack/float time,” allowing for scheduling flexibility.

o Precedence Diagramming Method (PDM): Visual representation of project tasks and
their dependencies, used to calculate Early Start (ES), Early Finish (EF), Late Start (LS),
Late Finish (LF), and Total Float (Slack).

e Forward Pass: Calculates ES and EF for each task (EF = ES + Duration).

e Backward Pass: Calculates LS and LF for each task (LS = LF - Duration).

o Total Float (Slack): Amount of time an activity can be delayed without affecting the
project’stotal duration (LS - ES or LF - EF). Critical path activities have a total float of zero.

o Gantt Chart: A visual project schedule displaying tasks against time.

Ill. Risk Management

o Definition: Identifying risks affecting project schedule or software quality, and planning
to avoid or minimize their effect.

e Importance: Due to inherent uncertainties in software development (loosely defined
requirements, changes, estimation difficulties, skill differences). Requires anticipation,
impact understanding, and avoidance steps.

o Risk Classification:Type of Risk: Technical, organizational, etc.

o Affected Area:Project Risks: Affect schedule or resources (e.g., staff turnover).

e Product Risks: Affect quality or performance (e.g., component failure).

o Business Risks: Affect the organization (e.g., competitor launching a product).

¢ The Risk Management Process:Risk ldentification: Identify project, product, and
business risks. Can use team activities, individual experience, or checklists (technology,
organizational, people, requirements, estimation, tools risks).

e Risk Analysis: Assess likelihood (very low to very high) and consequences (catastrophic,
serious, tolerable, insignificant) of each identified risk. Relies on judgment and
experience.
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e RiskPlanning: Develop strategies to manage risks.

e Avoidance strategies: Reduce the probability of the risk (e.g., proactive component
testing).

¢ Minimization strategies: Reduce the impact if the risk occurs (e.g., cross-training staff
forillnesses).

e Contingency plans: Prepare plans to deal with a risk if it materializes.

e Risk Monitoring: Regularly assess identified risks (probability, effects) and revise
mitigation plans as new information becomes available. Discuss key risks in progress
meetings.

¢ RisklIndicators: Observable signs that a specific type of risk might be materializing (e.g.,
failure to meet schedule for estimation risk, poor staff morale for people risk).

Quiz
MCQ

1. What are the four P’s of effective software project management, and briefly describe the
significance of “People” in this spectrum?

2. List three essential skills a team leader needs to possess or develop for effective project
management.

3. Describe two factors that influence the selection of a software engineering project team
structure.

4. Explainthe concept of “team toxicity” in agile teams and provide one example.

5. Whatis the main purpose of “problem decomposition” in the context of product definition?

6. When selecting a process model, what three key considerations should a project team take
into account?
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7. ldentify three signs that indicate a software project might be in trouble.

8. According to the W5HH principle, what question helps establish the task set required for a
project? What question clarifies roles and responsibilities?

9. Define the “critical path” in project scheduling and explain its significance regarding project
duration.

10. Describe the main difference between “avoidance strategies” and “minimization strategies”
in risk planning.

Essay Format Questions (No Answers)

1. Discuss the critical role of “People” in software project management, elaborating on the
various stakeholder types, essential team leader skills, and the characteristics of effective
software teams, including agile principles.

2. Explain the importance of clear “Product Scope” definition and “Problem Decomposition” in
the initial stages of a software project. How do these activities contribute to successful
project planning and execution?

3. Analyze the “Triple Constraints” of software projects (quality, cost, schedule). How do these
constraints interact, and what challenges do project managers face when trying to balance
them? Provide examples of how a change in one constraint can impact the others.
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4. Describe the comprehensive risk management process from identification to monitoring.
Ilustrate with examples how project, product, and business risks are classified and how
different planning strategies (avoidance, minimization, contingency) are applied.

5. Using the Precedence Diagramming Method (PDM) and Gantt charts as examples, explain
how project scheduling tools and techniques assist project managers in planning, tracking,
and ensuring timely delivery. Discuss the concept of the “critical path” and “total float” in this
context.

Quiz Answer Key

1. The four P’s are People, Product, Process, and Project. “People” is considered the most
important element because successful project management heavily relies on the ability
to attract, develop, motivate, organize, and retain the workforce. Effective collaboration
and individual contributions from stakeholders are crucial for project success.

2. Three essential skills for a team leader are: Motivation (encouraging technical people to
perform their best), Organization (molding or inventing processes for product translation),
and Ideas or Innovation (fostering creativity within project bounds).

3. Two factors influencing team structure selection are the difficulty of the problem to be
solved and the size of the resultant program. Other factors include team lifetime,
modaularity, required quality/reliability, delivery date rigidity, and sociability.

4. Team toxicity refers to negative conditions within an agile team that hinder progress and
collaboration. An example is a negatively excited work atmosphere, where team
members waste energy and lose focus on objectives, or high frustration caused by
personal, business, or technological factors leading to friction.

5. The main purpose of problem decomposition in product definition is to partition a
complex problem into smaller, more manageable parts. This allows for a more detailed
evaluation of software functions and a better understanding of the information to be
produced by the software.

6. When selecting a process model, a project team should consider: (1) the customers and
the people doing the work, (2) the characteristics of the product itself, and (3) the project
environment in which the software team operates.
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7.

10.

SE 201

Three signs that a software project might be in trouble include: software people not
understanding customer needs, poorly defined product scope, and poor management of
changes. Other signs include changing technology, unrealistic deadlines, and the project
team lacking skills.

The question “What will be done?” helps establish the task set required for the project.
The question “Who is responsible?” helps establish the roles and responsibilities of each
team member.

The critical path is the sequence of connected activities in a Precedence Diagram that
produces the longest overall time period. Its significance is that it represents the
minimum time required to finish the entire project; any delay in an activity on the critical
path will directly delay the project’s final completion.

Avoidance strategies in risk planning aim to reduce the probability that a risk will arise in
the first place, often through proactive measures. Minimization strategies, on the other
hand, focus on reducing the impact or consequences of a risk if it does occur, assuming
the risk cannot be entirely avoided.
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Glossary of Key Terms

e Agile Team: A self-organizing software development team that emphasizes individual
competency and group collaboration, with autonomy to make project management and
technical decisions.

e Avoidance Strategy (Risk Management): A risk planning approach that aims to reduce the
probability of a risk occurring.

e Backward Pass: A calculation used in PDM to determine the Late Start (LS) and Late Finish
(LF) times for each activity, working backward from the project’s end.

e Business Risks: Risks that affect the organization developing or procuring the software,
potentially impacting its strategic objectives or market position.

e Common-Sense Approach (Project Management): A set of practical guidelines for
managing projects effectively, including starting on the right foot, maintaining momentum,
tracking progress, making smart decisions, and conducting postmortems.

e Contingency Plans (Risk Management): Prepared plans to deal with a specific risk if it
arises, outlining actions to be taken to mitigate its impact.

e Critical Path: The longest sequence of interconnected activities in a project schedule,
representing the minimum time required to complete the project. Activities on the critical
path have zero total float.

e Early Finish (EF): The earliest time an activity can be completed, calculated during the
forward pass in PDM (EF = ES + Duration).

o Early Start (ES): The earliest time an activity can begin, calculated during the forward pass in
PDM.

e Forward Pass: A calculation used in PDM to determine the Early Start (ES) and Early Finish
(EF) times for each activity, working forward from the project’s beginning.

e Gantt Chart: A visual project schedule that illustrates the start and finish dates of the
terminal elements and summary elements of a project.

e Late Finish (LF): The latest time an activity can be completed without delaying the entire
project, calculated during the backward pass in PDM.

o Late Start (LS): The latest time an activity can begin without delaying the entire project,
calculated during the backward pass in PDM (LS = LF - Duration).

¢ Minimization Strategy (Risk Management): A risk planning approach that aims to reduce

the impact or consequences of ariskiif it occurs.
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e People (The 4 P’s): Refers to all human elements involved in a software project, including
stakeholders, team leaders, and team members, considered the most important factor for
project success.

e Precedence Diagramming Method (PDM): A project scheduling technique that uses nodes
to represent activities and arrows to show dependencies, used for calculating critical path
and task floats.

e Process (The 4 P’s): The set of framework activities and software engineering tasks used to
get the job done, from selecting a model to defining tasks.

e Product (The 4 P’s): The software to be built, encompassing its scope, functionality,
information objectives, and performance characteristics.

e Product Decomposition (Problem Elaboration): The activity of breaking down a complex
software problem into smaller, more manageable functional and content components.

e Product Risks: Risks that affect the quality or performance of the software being developed,
such as defects or component failures.

e Project (The 4 P’s): Encompasses all work required to make the software product a reality,
focusing on delivery within time and budget constraints.

e Project Management Spectrum (The 4 P’s): A framework for effective software project
management focusing on People, Product, Process, and Project.

e Project Risks: Risks that affect the project schedule or resources, such as staff turnover or
hardware unavailability.

e Risk Analysis: The stage in risk management where the likelihood and consequences
(seriousness) of identified risks are assessed.

o Risk Identification: The initial stage of risk management, focused on discovering potential
project, product, and business risks.

¢ Risk Indicators: Observable signs or symptoms that suggest a particular type of risk might
be materializing.

¢ Risk Management: The process of identifying, analyzing, planning for, and monitoring risks
that could affect a project’s schedule, resources, or software quality.

e Risk Monitoring: The ongoing process of regularly assessing identified risks to determine if
their probability or effects have changed, and revising mitigation plans as needed.

¢ Risk Planning: The stage in risk management where strategies are developed to avoid,

minimize, or create contingencies for identified risks.
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e Scope (Product): A clear and unambiguous statement of what the software product will
entail, including its context, information objectives, functions, performance, and any
constraints.

o Stakeholders: Individuals or groups who have an interest in or are affected by the outcome
of a software project, including managers, practitioners, customers, and end-users.

¢ Team Toxicity: Negative conditions within a team, such as frustration, unclear roles, or a
poorly defined process, that hinder collaboration and productivity.

o Total Float (Slack): The amount of time an activity can be delayed without delaying the early
start of any successor activity or the project’s overall completion date.

o Triple Constraints (Software Projects): The interdependent factors of quality, cost (budget),
and schedule that govern a software project, where a change in one often affects the others.

o W5HH Principle: A project planning framework suggested by Barry Boehm, asking “Why,
What, When, Who, Where, How, and How Much” to get to the essence of a project.

e Work Breakdown Structure (WBS): A hierarchical decomposition of a project into smaller,

more manageable phases, activities, and tasks, used for scheduling and estimation.
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Chapter 5

Detailed Briefing Document: Requirements Engineering & System
Modeling

I. Requirements Engineering

Requirements Engineering (RE) is a fundamental process in software development,
focusing on understanding and defining what a system should do. It is an iterative activity that
involves several key processes: elicitation, analysis, specification, validation, and management.

1. Core Concepts of Requirements

o Requirement Definition: A requirement is “an expression of desired behaviour.” It
“focus[es] on the customer needs, not on the solution or implementation” and
“designate[s] what behaviour, without saying how that behaviour will be realized.”

¢ Requirements Engineering: This is “The process of establishing the services that a
customer requires from a system and the constraints under which it operates and is
developed.” The output of this process is “system requirements,” which are “descriptions
of the system services and constraints.”

o System Stakeholders: These are “Any person or organization who is affected by the
system in some way and so who has a legitimate interest.” Examples include end-users,
system managers, owners, external stakeholders, and even patients, doctors, nurses, IT
staff, and ethics managers in a system like Mentcare.

2. Types of Requirements

Requirements are categorized to address different audiences and levels of detail:

e User Requirements: These are “Statements in natural language plus diagrams of the
services the system provides and its operational constraints. Written for customers.” They
represent a high-level view of what the system should achieve.

¢ System Requirements: These constitute “A structured document setting out detailed
descriptions of the system’s functions, services and operational constraints. Defines
what should be implemented so may be part of a contract between client and contractor.”
They are detailed and often technical, expanding upon user requirements for developers.

Beyond this distinction, requirements are further classified into functional, non-functional,
and domain requirements:

¢ Functional Requirements: These “Statements of services the system should provide,
how the system should react to particular inputs and how the system should behave in
particular situations. May state what the system should not do.” They describe the
specific functions or services of the system.
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e Example (Mentcare System): “A user shall be able to search the appointments lists for all
clinics.”

¢ Non-functional Requirements: These are “Constraints on the services or functions
offered by the system such as timing constraints, constraints on the development
process, standards, etc.” They “Often apply to the system as a whole rather than
individual features or services.” Non-functional requirements can be more critical than
functional ones, as failure to meet them may render the system useless (e.g., an aircraft
system failing reliability standards).

e Types of Non-functional Requirements:Product requirements: Specify or constrain
the runtime behavior (e.g., “The Mentcare system shall be available to all clinics during
normal working hours... Downtime within normal working hours shall not exceed five
seconds in any one day.”)

e Organizational requirements: Consequence of organizational policies (e.g., “Users of
the Mentcare system shall authenticate themselves using their health authority identity
card.”)

o Externalrequirements: Arise from external factors like regulatory, legislative, or ethical
considerations (e.g., “The system shall implement patient privacy provisions as set out
by medical privacy regulations.”)

e Domain Requirements: These are “Constraints on the system from the domain of
operation.”

3. Requirements Engineering Processes

The RE process is iterative and includes four generic activities:

o Requirements Elicitation (or Discovery): This involves “Interacting with stakeholders to
discover their requirements.” The aim is “to understand the work that stakeholders do and
how they might use a new system to help support that work.” This stage can be
challenging due to unrealistic demands, varied terminology, conflicting requirements
among stakeholders, and evolving requirements. Techniques include interviewing and
observation (ethnography).

¢ Requirements Analysis: Involves classifying and organizing requirements into coherent
clusters, followed by prioritization and negotiation to resolve conflicts.

¢ Requirements Specification: “The process of writing down the user and system
requirements in a requirements document.” User requirements must be understandable
by non-technical customers, while system requirements are more detailed and
potentially technical. The document “is NOT a design document. As far as possible, it
should set of WHAT the system should do rather than HOW it should do it.”

e Ways of writing specifications: Natural language (expressive, intuitive), structured
natural language (using templates), design description languages, graphical notations
(UML diagrams), and mathematical specifications (unambiguous but often complex for
customers).

¢ Guidelines for natural language: Use a standard format, consistent language (e.g.,
“shall” for mandatory, “should” for desirable), text highlighting, avoid jargon, and include
rationale.
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¢ Requirements Validation: “Concerned with demonstrating that the requirements define
the system that the customer really wants.” This is crucial because “Fixing a requirements
error after delivery may cost up to 100 times the cost of fixing an implementation error.”

e Requirements checking involves: Validity, Comprehensibility, Consistency,
Completeness, Realism, Verifiability, Traceability, and Adaptability.

e Techniques include: Requirements reviews, prototyping, and test-case generation.

o Requirements Management: “The process of managing changing requirements during
the requirements engineering process and system development.” It involves tracking
requirements, maintaining links between dependent requirements, and establishing a
formal change proposal process. Agile methods acknowledge rapid change, often using
incremental RE and “user stories” instead of detailed documents.

[I. System Modeling

System modeling is integral to understanding and communicating system functionality
and design. It involves creating “abstract models of a system, with each model presenting a
different view or perspective of that system.” The Unified Modeling Language (UML) is the most
widely used graphical notation.

1. Purpose and Types of Models

e Uses: Models help analysts understand functionality, communicate with customers,
explain proposed requirements, discuss design proposals, and document the system for
implementation. In model-driven engineering, systems can be generated from models.

o Perspectives:External perspective: Models the system’s context or environment.

¢ Interaction perspective: Models interactions between the system and its environment,
or between components.

e Structural perspective: Models the system’s organization or data structure.

o Behavioral perspective: Models the dynamic behavior and response to events.

2. UML Diagram Types

UML provides various diagrams to represent different system perspectives:

o Activity diagrams: Show activities in a process or data processing.

e Use case diagrams: Show interactions between a system and its environment.

e Sequence diagrams: Show interactions between actors, the system, and system
components in sequence.

e Class diagrams: Show object classes and their associations.

o State diagrams: Show how the system reacts to internal and external events.

3. Context Models

e Purpose: “Illustrate the operational context of a system - they show what lies outside the
system boundaries.” Architectural models show the system’s relationship with other
systems, while process models (often using UML activity diagrams) reveal how the
system is used in broader business processes.
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4. Interaction Models

e Purpose: Identify user requirements, highlight communication problems in system-to-
system interaction, and assess system performance and dependability through
component interaction.

e Use Case Modeling: “Each use case represents a discrete task that involves external
interaction with a system.” Actors can be people or other systems. They are described
diagrammatically and textually.

o Elements: Actors (external entities interacting with the system, representing roles), Use
Cases (distinct functionalities), System Boundary (defines the scope).

¢ Relationships:Include: A source use case contains behavior defined in atarget use case
(e.g., “Perform medical tests” might include “Record patient data”). Depicted by “<

¢ Extend: Behavior defined in an extending use case can be inserted into an extended use
case, often for exceptions (e.g., “Perform Pathological Tests” extending “Perform
medical tests” when results are abnormal).

e Generalization: A source use case is a specialization of a target use case, implying the
target can be replaced by the source.

e Sequence Diagrams: “Model the interactions between the actors and the objects within
a system.” They show the “sequence of interactions that take place during a particular
use case or use case instance.”

e Elements: Lifelines (individual participants), Actors, Activations (period an element
performs an operation), Messages (call, return, self/reflexive, synchronous,
asynchronous).

e Alternative Fragments: Used to model “if then else” logic, enclosed in a frame with “alt”
and separated operands with guards.

5. Structural Models

e Purpose: “Display the organization of a system in terms of the components that make up
that system and their relationships.” They can be static (design structure) or dynamic
(runtime organization).

o Class Diagrams: Used in object-oriented system modeling to “show the classes in a
system and the associations between these classes.” Classes are blueprints for objects,
and associations represent relationships.

¢ Elements: Class Name, Attributes (named properties, with visibility like public, private),
Operations.

o Relationships:Dependencies: A weak supplier/client relationship where modifying the
supplier may impact the client.

o Generalizations: Connects a subclass to its superclass (inheritance).

e Associations: Static relationships between classes, often named with a verb phrase.

e Multiplicity: Specifies how many instances are involved in a relationship (e.g., 0..1, 1..1,
0., 1..).

o Aggregation: A special association representing a whole-part relationship where parts
can exist independently of the whole (e.g., ateam has employees; employees exist even
if the team is deleted). Denoted by an empty arrowhead.
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e Composition: A strong whole-part association where the part cannot exist
independently of the whole (e.g., aroom does not exist without a house). If the composite
is deleted, all parts are deleted. Denoted by a filled black diamond.

e Association Class: A class that provides valuable information about an association
between two other classes.

o Reflexive Association: An association between objects of the same class.

6. Behavioral Models

e Activity Diagrams: “Visualize a certain use case at a more detailed level... illustrates the
flow of activities through a system.” They can also model business processes.

o Symbols: Start/Initial Node, Object Node, Activity, Action, Control Flow, Object Flow,
Activity Final Node, Flow Final Node, Decision Node, Merge Node, Fork, Join Node,
Note/Comment, Swimlanes (to group activities by actor or thread).

e Statechart (State Machine) Diagrams: “Model the dynamic behavior of a class in
response to time and external stimuli” through finite state transition systems.

¢ Components: Initial state, Transition (event-triggered change), State (conditions of an
object), Self transition, Composite state, Final state.

o Purpose: “To modelthe events responsible for change from states (we do not show what
processes cause those events).”

In conclusion, Requirements Engineering lays the groundwork by defining what the system
needs to achieve, focusing on customer needs and constraints. System Modeling then provides
various abstract and graphical representations, predominantly using UML, to visualize, analyze,
and communicate both the static structure and dynamic behavior of the system, bridging the gap
between requirements and implementation.

FAQ

1. Whatis Requirements Engineering and why is it crucial for software development?

Requirements Engineering (RE) is the systematic process of establishing the services a
customer needs from a system and the constraints under which that system must operate and
be developed. It’s crucial because it focuses on understanding and defining “what” the system
should do from the customer’s perspective, rather than “how” it will be implemented. Errors in
requirements are very costly to fix later in the development cycle, potentially up to 100 times
more expensive if discovered after delivery. Therefore, a thorough RE process ensures that the
developed system genuinely meets customer needs and avoids significant rework.

2. What are the key distinctions between functional and non-functional requirements?

Functional requirements define the specific services the system should provide, how it
should react to particular inputs, and its behavior in different situations. They describe the
system’s explicit functions, such as “a user shall be able to search appointment lists.” Non-
functional requirements, on the other hand, are constraints on the services or functions offered
by the system. These can include timing constraints, performance, reliability, security, usability,
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and even development process standards. Non-functional requirements often apply to the
system as a whole rather than individual features and can be more critical than functional
requirements; a system failing to meet reliability standards (e.g., an aircraft system) would be
useless, regardless of its functions. They can be categorized into product, organizational, and
external requirements.

3. Who are the “stakeholders” in a software system, and why are they important in

Requirements Engineering?

Stakeholders are any persons or organizations affected by the system in some way and thus
have a legitimate interest in it. They are critical to Requirements Engineering because they are
the primary source of information about what the system needs to do. Stakeholder types can
include end-users, system managers, system owners, and external stakeholders. For example,
in a Mentcare system, patients, doctors, nurses, medical receptionists, IT staff, ethics
managers, healthcare managers, and medical records staff are all stakeholders. Interacting with
diverse stakeholders is essential during requirements elicitation to gather a comprehensive
understanding of needs, though it can also lead to challenges like conflicting demands or
requirements expressed in non-technical terms.

4. What are the main activities involved in the Requirements Engineering process?

The Requirements Engineering process is iterative and typically includes four main generic
activities:

e Requirements Elicitation (or Discovery): This involves interacting with stakeholders to
understand the application domain, work activities, desired services, system features,
performance requirements, and hardware constraints. Techniques like interviewing and
observation (ethnography) are used.

¢ Requirements Analysis: During this phase, gathered requirements are classified,
organized into coherent clusters, prioritized, and conflicting requirements are resolved
through negotiation.

e Requirements Specification: This is the process of formally documenting the user and
system requirements in a structured Software Requirements Document. User
requirements are generally in natural language for customers, while system requirements
are more detailed and technical for developers.

¢ Requirements Validation: This activity focuses on demonstrating that the documented
requirements truly define the system the customer wants. It involves checking
requirements for validity, comprehensibility, consistency, completeness, realism,
verifiability, traceability, and adaptability, often through reviews, prototyping, or test-case
generation.

¢ Requirements Management: This ongoing process involves managing changes to
requirements throughout the system development lifecycle, tracking individual
requirements, and assessing the impact of proposed changes.
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5. How does System Modeling contribute to the Requirements Engineering process?

System modeling is the process of creating abstract graphical representations of a system
from various perspectives. It helps analysts understand system functionality, clarify existing
system behaviors, and communicate proposed requirements more effectively to customers and
other stakeholders. Models can be used to facilitate discussions, document an existing system,
or even generate system implementation. Common perspectives include external (context
models), interaction (use case and sequence diagrams), structural (class diagrams), and
behavioral (activity and state diagrams). These models provide visual clarity, reduce ambiguity,
and help identify potentialissues early in the requirements engineering process.

6. Explainthe purpose of Use Case Diagrams and Sequence Diagrams in system modeling.

o Use Case Diagrams: These diagrams capture the functional requirements of a system by
showing the interactions between the system and its external environment (actors). Each
use case represents a discrete task or a specific goal an actor wants to achieve with the
system. Actors can be people or other systems. Use cases help specify required usages
of a system, aiding requirements elicitation and providing a high-level overview of system
functionality. They can also illustrate relationships like “include” (where one use case
incorporates another’s behavior) and “extend” (where one use case enhances another’s
behavior under specific conditions).

e Sequence Diagrams: These diagrams model the dynamic behavior of a system by
illustrating the chronological order of interactions (messages) between actors and
objects (or system components) within a single use case. They show the sequence of
messages exchanged over time, including synchronous, asynchronous, and reflexive
messages, along with activation rectangles (focus of control) and lifelines for each
participant. Sequence diagrams are crucial for understanding how different parts of a
system collaborate to perform a function and are particularly useful for detailing frequent
or complex alternative scenarios of a use case.

7. What information is conveyed by a Class Diagram, and what are its key components?

A Class Diagram is a static structural model that provides an overview of a software system
by displaying its classes, their attributes (properties), operations (methods), and the
relationships between these classes. It essentially serves as a blueprint for objects in an object-
oriented system. Key components include:

e Class Name: A unique identifier for the class.

o Attributes: Named properties that describe the object being modeled, often with
visibility indicators (public, private, protected).

e Operations: Actions or functions that objects of the class can perform.

¢ Relationships:Dependencies: A weak relationship where one class relies on another.

e Generalizations (Inheritance): A “is-a” relationship where a subclass inherits from a
superclass.
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Associations: A static relationship between classes, indicating how they are connected
(e.g., an employee “works for” an organization). Multiplicity specifies how many
instances of one class relate to instances of another (e.g., 1-to-many).

Aggregation: A “whole-part” association where the part can exist independently of the
whole (e.g., ateam has employees; employees can exist without the team).
Composition: A strong “whole-part” association where the part cannot exist
independently of the whole (e.g., a house has rooms; rooms don’t exist without the
house).

Class diagrams help in structuring the system, understanding its general organization, and
are useful for developers in implementing and documenting the system.

8. How do Activity Diagrams and Statechart Diagrams model system behavior?

MCQ

Activity Diagrams: These behavioral diagrams visualize the flow of activities through a
system or a business process. They illustrate the sequence of steps, decision points
(conditional branches), and parallel activities (forks and joins) involved in executing a task
or a use case. Activity diagrams can also emphasize the flow of objects (object nodes and
flows) or group activities performed by the same actor or component using “swimlanes.”
They are excellent for understanding and analyzing workflows, identifying requirements,
and examining business processes.

Statechart (State Machine) Diagrams: These behavioral diagrams model the dynamic
behavior of a class or system in response to internal and external events. They depict
discrete behavior through finite state transition systems, showing all possible states an
object can be in, the events that trigger transitions between these states, and the actions
performed during a state or transition. Key components include initial states, final states,
regular states (rounded rectangles), and transitions (labeled arrows indicating the
triggering event). Statechart diagrams are particularly useful for modeling reactive
systems where the system’s behavior changes significantly based on its current state.

Study Guide
Quiz

Answer each question in 2-3 sentences.

1. Define a “requirement” in the context of software engineering and explain its primary
focus.

2. Differentiate between “user requirements” and “system requirements” by describing
their audience and level of detail.
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3.

10.

Explain the difference between “functional requirements” and “non-functional
requirements,” providing an example for each.

List the four generic activities common to all requirements engineering processes.

Identify two common problems that arise during the requirements elicitation process.

Describe how “user stories” and “scenarios” are used in requirements elicitation,
particularly in agile methods.

What is the purpose of “requirements validation” and why is it considered a crucial step
in the software development lifecycle?

Define “system modeling” and explain its primary goal in software engineering.

Briefly explain the purpose of a “Use Case Diagram” and identify its three key elements.

Describe the main difference between “aggregation” and “composition”relationships in
UML Class Diagrams.
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Essay Format Questions

1. Discuss the critical importance of effective requirements engineering in the overall success
of a software project. Include a detailed explanation of how different types of requirements
(functional, non-functional, user, system) contribute to a comprehensive understanding of
the system, and what risks arise if they are poorly defined or managed.

2. Analyze the iterative nature of the Requirements Engineering Process. Describe each of the
four generic activities (elicitation, analysis, validation, management) and explain how they
interleave and influence each other throughout the software development lifecycle. Provide
examples of how issues in one stage might necessitate a return to a previous stage.

3. Compare and contrast two different requirements elicitation techniques (e.g., interviewing,
observation/ethnography, user stories/scenarios). Discuss the strengths and weaknesses of
each technique for different types of stakeholders and project contexts. In what situations
would you prioritize one technique over another?

4. Explain how system modeling, particularly using UML diagrams, aids in the requirements
engineering and design phases of software development. Choose three distinct UML diagram
types (e.g., Use Case, Sequence, Class, Activity, State) and describe their specific purpose,
what they represent, and how they contribute to understanding and communicating different
aspects of a system.

5. Evaluate the various “ways of writing a system requirements specification” discussed in the
source material (e.g., natural language, structured natural language, graphical notations,
mathematical specifications). Discuss the trade-offs associated with each approach,
considering factors like clarity, comprehensibility for different audiences, and suitability for
contractual agreements.
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Quiz Answer Key (MCQ)

1.

10.

SE 201

A requirement is an expression of desired behavior for a system, focusing solely on
customer needs rather than the specific solution or implementation. It describes what
the system should do, not how it will be realized.

User requirements are high-level statements in natural language and diagrams, intended
for customers and stakeholders, outlining the system’s services and operational
constraints. System requirements are detailed, structured documents defining what
should be implemented, often forming part of a contract between client and contractor.
Functional requirements state the services a system should provide, how it reacts to
inputs, and its behavior in specific situations (e.g., “A user shall be able to search the
appointments lists”). Non-functional requirements are constraints on these services or
the system as a whole, covering aspects like timing, performance, or security (e.g., “The
Mentcare system shall be available... Downtime shall not exceed five secondsin any one
day”).

The four generic activities common to all requirements engineering processes are
Requirements elicitation, Requirements analysis, Requirements validation, and
Requirements management.

Two common problems during requirements elicitation include stakeholders making
unrealistic demands due to lack of feasibility knowledge, and different stakeholders
having diverse or conflicting requirements. Additionally, requirements may change during
the analysis process, or new requirements may emerge.

User stories and scenarios are real-life examples of how a system can be used, serving
as descriptions of how a system may be used for a particular task. They facilitate
discussion with stakeholders and are particularly practical for agile methods to express
requirements incrementally.

Requirements validation is concerned with demonstrating that the requirements
accurately define the system the customer truly desires. It’s crucial because fixing a
requirements error after system delivery can be significantly more expensive (up to 100
times) than fixing an implementation error.

System modeling is the process of developing abstract models of a system, with each
model presenting a different view or perspective. Its primary goal is to help the analyst
understand the system’s functionality and to better communicate with customers and
other stakeholders about proposed designs and requirements.

A Use Case Diagram is a means for specifying required usages of a system, typically used
to capture system requirements. Its three key elements are actors (external entities
interacting with the system), use cases (distinct functionalities of the system), and the
system boundary (defining the scope of the system).

In UML Class Diagrams, aggregation is a weak whole-part relationship where the part
object can exist independently of the whole (e.g., an employee can exist without a
specific team). Composition, however, is a strong whole-part relationship where the part
cannot exist independently of the whole; if the composite (whole) is deleted, all its parts
are also deleted (e.g., a room cannot exist without a house).
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Glossary of Key Terms

e Requirement: An expression of desired behavior; focuses on customer needs, not
solution/implementation; designates what behavior without saying how it will be realized.

e Requirements Engineering (RE): The process of establishing the services a customer
requires from a system and the constraints under which it operates and is developed.

e System Requirements: Detailed descriptions of the system services and constraints
generated during RE, defining what should be implemented.

o User Requirements: Statements in natural language plus diagrams of the services a system
provides and its operational constraints, written for customers.

¢ System Requirements: A structured document setting out detailed descriptions of the
system’s functions, services, and operational constraints, defining what should be
implemented.

o Stakeholder: Any person or organization affected by the system in some way and having a
legitimate interestin it.

¢ Functional Requirements: Statements of services the system should provide, how it should
react to particular inputs, and how it should behave in particular situations.

¢ Non-functional Requirements: Constraints on the services or functions offered by the
system, such as timing, reliability, security, or development process standards.

¢ Domain Requirements: Constraints on the system derived from its specific area of
operation.

e Product Requirements: Non-functional requirements that specify or constrain the runtime
behavior of the software (e.g., execution speed, reliability).

e Organisational Requirements: Non-functional requirements arising from organizational
policies and procedures (e.g., operational processes, development environment).

¢ External Requirements: Non-functional requirements arising from factors external to the
system and its development (e.g., regulatory, legislative, ethical).

e Requirements Elicitation (or Discovery): The process of interacting with stakeholders to
find out about the application domain, desired services, system performance, and
constraints.

e Requirements Analysis: The activity of classifying, organizing, prioritizing, and negotiating
requirements after elicitation.

o Requirements Validation: The process of demonstrating that the requirements define the
system the customer truly wants, checking for validity, consistency, completeness, realism,

and verifiability.
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¢ Requirements Management: The process of managing changing requirements during the
requirements engineering process and system development, including tracking, linking, and
handling change proposals.

e Software Requirements Document (SRD): The official statement of what is required of the
system developers, including both user and system requirements.

¢ System Modeling: The process of developing abstract models of a system, with each model
presenting a different view or perspective, often using graphical notations like UML.

e Unified Modeling Language (UML): A widely used graphical notation for system modeling.

e Context Model: A systemm model used to illustrate the operational context of a system,
showing what lies outside its boundaries.

e Interaction Model: A system model showing interactions between a system and its
environment, or between system components.

e Structural Model: A system model displaying the organization of a system in terms of its
components and their relationships.

o Behavioral Model: A system model showing the dynamic behavior of the system and how it
responds to events.

e Activity Diagram: A UML diagram showing the activities involved in a process or data
processing, illustrating the flow of activities.

e Use Case Diagram: A UML diagram showing the interactions between a system and its
environment, representing discrete tasks involving external interaction.

e Sequence Diagram: A UML diagram showing interactions between actors and the system
and between system components, illustrating the temporal sequence of messages.

e Class Diagram: A UML diagram showing the object classes in the system and the
associations between these classes, used for object-oriented system models.

o State Diagram (Statechart Diagram): A UML diagram showing how the system reacts to
internal and external events, modeling discrete behavior through finite state transition
systems.

e Actor (UML): An external entity in a Use Case Diagram, specifying a role played by a user or
another system that interacts with the system.

e Use Case (UML): A visual representation of a distinct functionality in a system within a Use
Case Diagram.

e System Boundary (UML): A rectangle in a Use Case Diagram that defines the scope of what

a system will be, enclosing all the use cases.
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¢ Include Relationship (UML): In Use Case Diagrams, defines that a use case contains the
behavior defined in another use case, depicted with a directed dotted arrow and <<include>>
stereotype.

¢ Extend Relationship (UML): In Use Case Diagrams, specifies how and when the behavior
defined in the extending use case can be inserted into the behavior defined in the extended
use case, often used for handling exceptions.

o Generalization (UML): A directed relationship in Use Case Diagrams where the source use
case is a specialization of the target use case; also, in Class Diagrams, a subclass inherits
from its superclass.

e Association (UML): A static relationship between classes in a Class Diagram, indicating a
connection or link between them.

o Multiplicity (UML): A factor associated with an attribute or association end, specifying how
many instances of attributes or objects are created/involved (e.g., 0..1, 1.., 0..).

e Aggregation (UML): A special type of association that models a whole-part relationship
where the part object can exist independently of the whole (empty diamond at the whole
end).

e Composition (UML): A special type of association denoting strong ownership where one
class is a part of another, and the part cannot exist independently of the whole (filled black
diamond at the aggregate end).

o Lifeline (Sequence Diagram): Represents an individual participant (object or actor) in an
interaction over time.

e Activation (Sequence Diagram): A thin rectangle on a lifeline representing the period during
which an element is performing an operation.

e Message (Sequence Diagram): A specification of a communication between objects,
conveying information, indicated by annotated arrows.

e Synchronous Message: A message type where the sender waits for the receiver to process
the message and return before continuing.

o Asynchronous Message: A message type where the sender does not wait for the receiver to
process the message before sending other messages.

e Alternatives (Sequence Diagram): Used to designate a mutually exclusive choice between

two or more message sequences, often modeled with an “alt” frame and guarded operands.
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Chapter 6

Software Design Briefing Document

1. The Essence of Good Software Design

Mitch Kapor, creator of Lotus 1-2-3, articulated a “software design manifesto” that highlights
three key attributes of good software:

e Firmness: “Aprogram should not have any bugs thatinhibit its function.” This emphasizes
reliability and functional correctness.

e Commodity: “A program should be suitable for the purposes for which it was intended.”
This speaks to utility and meeting user requirements.

e Delight: “The experience of using the program should be pleasurable.” This points to the
importance of user experience and intuitive interaction.

Fundamentally, software design is the crucial stage “where customer requirements,
business needs, and technical considerations all come together in the formulation of a product
or system.” It provides a detailed model of the software’s data structures, architecture,
interfaces, and components, allowing for quality assessment and improvement before coding
and testing begin.

2. The Purpose and Evolution of Software Design

Software design encompasses “the set of principles, concepts, and practices that lead to
the development of a high quality system or product.” It is a dynamic field, with practices
“changeling] continuously as new methods, better analysis, and broader understanding evolve.”
The design process aims to:

e |dentify and correct errors, inconsistencies, or omissions early.

e Explore and evaluate better design alternatives.

e Ensure the design can be implemented within established constraints, schedules, and
costs.

3. From Analysis to Design Models

The analysis model serves as the foundation for creating four key design models:

o Data/Class Design: Transforms analysis classes into design/implementation classes
and defines necessary data structures.

o Architectural Design: Defines relationships between major structural elements, utilizing
architectural styles and design patterns to meet system requirements.

o Interface Design: Specifies how software elements, hardware elements, and end-users
communicate.

e Component-Level Design: Translates architectural structural elements into procedural
descriptions of software components.
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A possible step-by-step guide for the design process is also outlined, detailing actions from
examining information domain models and designing data structures to conducting component-
level design and refining interfaces.

4. Quality in Design

High-quality design is paramount. It must:

e “implement all of the explicit requirements contained in the analysis model, and it must
accommodate all of the implicit requirements desired by the customer.”

e Serve as “a readable, understandable guide for those who generate code and for those
who test and subsequently support the software.”

e Provide “a complete picture of the software, addressing the data, functional, and
behavioral domains from an implementation perspective.”

5. Key Quality Guidelines and Design Principles

Several guidelines and principles are essential for achieving high-quality software design:
Quality Guidelines:

o Architectural Excellence: Designs should feature recognizable architectural
styles/patterns, well-designed components, and allow for evolutionary implementation.

e Modularity: Software should be “logically partitioned into elements or subsystems.”

o Distinct Representations: Design should clearly represent data, architecture,
interfaces, and components.

e Appropriate Data Structures: Lead to data structures suitable for implementation
classes and derived from recognizable patterns.

e Functional Independence: Components should exhibit independent functional
characteristics.

o Simplified Interfaces: Interfaces should reduce complexity in connections and with the
external environment.

o Repeatable Method: Design should be derived using a repeatable method driven by
requirements analysis.

o Effective Notation: Use notation that clearly communicates meaning.

Design Principles:

e Avoid Tunnel Vision: Broaden design perspectives.

e Traceability: Designs must be “traceable to the analysis model.”

o Reuse: “Software components should be designed in such a way that they can be
effectively reused.”

e Minimize Intellectual Distance: Reduce the gap between the software and the real-
world problem.

¢ Uniformity and Integration: Promote consistency and seamless integration.

¢ Accommodate Change: Design for future modifications.

e Graceful Degradation: Structure to “degrade gently” under aberrant conditions.

o Designvs. Coding: Recognize “design is not coding, coding is not design.”
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e Continuous Quality Assessment: “The design should be assessed for quality as it is
being created, not after the fact.”

o Early Error Minimization: Review designs to minimize conceptual errors (ambiguity,
inconsistency) before addressing syntactical errors.

e Prototyping: Utilize prototyping when requirements are not fully defined, allowing user
interaction to refine requirements and reduce risks.

o Early Testing: “Testing should be involved from the initial stages.”

6. Fundamental Concepts and Best Practices

Fundamental Concepts:

¢ Abstraction: “different level of description of the design.”

e Architecture: “the overall structure of the software.”

e Patterns: Convey “the essence of a proven design solution.”

o Refinement: “elaboration of detail for all abstractions.”

e Aspect: A “feature linked to many other parts of the program, but which is not related to
its primary functions,” cross-cutting core concerns (e.g., logging).

Best Practices:

e Separation of Concerns: Subdivide complex problems into smaller pieces.

e Modularity: “group highly coupled data and functions into modules.”

¢ Functional Independence: Aim for “single-minded function and low coupling.”

e Hiding (Information Hiding): Use “controlled interfaces. Don’t leave anything opentothe
external user.”

o Refactoring: “areorganization technique that simplifies the design.”

e OO Design Concepts + SOLID Principles: Leverage Object-Oriented principles
(Polymorphism, Inheritance, Encapsulation, Abstraction) and SOLID principles (Single
Responsibility, Open/Closed, Liskov’s Substitution, Interface Segregation, Dependency
Inversion).

7. Architecture

Software architecture is defined as “The overall structure of the software and the ways in
which that structure provides conceptual integrity for a system.” It comprises components, their
attributes, and their relationships.

Key aspects of architecture include:

o Structural Properties: Defines system components (modules, objects, filters) and their
interactions.

o Extra-functional (Non-functional) Properties: Addresses how the architecture achieves
requirements for performance, capacity, reliability, security, and adaptability.

o Families of Related Systems: Emphasizes reusing architectural building blocks.
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Architectural models are crucial for “highlighting early design decisions” and can be
“reusable across a range of systems.” The choice of architectural style is dictated by “non-
functional system requirements” (e.g., layered for security, fine-grain for maintainability).

8. Modularity and Functional Independence

Modularity:

e Software should be “divided into separately named and addressable components, called
modules.”

e |t is considered “the most important attribute of software that allows a program to be
intellectually manageable.”

Functional Independence:

e Achieved by developing modules with “single-minded function with minimized
interaction with other modules.”

e Akeytogood design and software quality, assessed by Cohesion (intra-module strength)
and Coupling (inter-module interdependence).

e Designers should strive for “high cohesion (i.e., single-mindedness) i.e. a single
components focuses on a single task with the lowest possible coupling i.e. little
interaction with other modules of the system.”

Information Hiding: A core concept related to modularity, where “a specific design
decision” (e.g., algorithm, data structure) is kept “secret” behind a “controlled interface.” This
reduces side effects, limits the impact of local decisions, and leads to encapsulation and higher
quality software.

Stepwise Refinement: A top-down design strategy for decomposing a system from high to
low levels of abstraction, developing a hierarchy by progressively adding detail. Abstraction and
refinement are complementary, helping manage complexity.

9. Architectural Patterns

Architectural patterns are “stylized description[s] of good design practice, which has been
tried and tested in different environments.” They represent, share, and reuse knowledge, and
include information on their appropriate and inappropriate uses.

Key Architectural Patterns Discussed:

¢ Model-View-Controller (MVC):

e Description: Separates presentation (View) and interaction (Controller) from system
data (Model).

e When used: Multiple ways to view/interact with data, or when future
interaction/presentation requirements are unknown.

e Advantages: Data can change independently of representation; supports multiple
representations of the same data.

o Disadvantages: Can add complexity for simple models/interactions.

e Example: Web-based applications.

SE 201 89



Shoug Alomran

e Layered Architecture:

o Description: Organizes the system into layers, each providing services to the layer
above.

e Advantages: Supports incremental development; changes in one layer’s interface only
affect the adjacent layer.

e Example: Client-server architectures (Thin Client-2 Tier, Fat Client-2 Tier).

o Data-Centered/Repository Architecture:

e Description: A central database or repository holds shared data accessed by multiple
sub-systems/clients.

o Whenused: Centralissue is storage, representation, management, and retrieval of large
amounts of related persistent data.

o Advantages: Efficient data sharing; clients are relatively independent.

e Example: Organizational data on a server accessed by employees (cloud data).

o Data Flow/Pipe & Filter Architecture:

o Description: Input dataistransformed through a series of “filters” connected by “pipes.”
Each filter works independently, expecting and producing data of a specific form.

¢ When used: Input data is converted into a series of manipulative components into
output data.

e Advantages: Filters are independent; promotes reusability.

o Example: Batch sequential processing.

10. Interface Design

Interface design focuses on how users interact with the software. It aims for interfaces that
are “Easy to use,” “Easy to understand,” “Easy to learn,” “Responsive in short time,” and
“Attractive.”

Key Principles and Considerations for Interface Design:

e User in Control: “Place the user in control” by defining interactions that avoid
unnecessary actions and provide friendly interaction.

¢ Reduce Memory Load: “Reduce demands on user short term memory,” establish
meaningful defaults, and define shortcuts.

o Consistency: “Make the interface consistent” across applications and adhere to user
expectations from past models.

e Hide Internals: “Hide technical internals from casual user.”

Typical Design Errors: Lack of consistency, too much memorization, no guidance/help, poor
response, unclear/unfriendly interfaces.
Interface Analysis: Understanding:

The end-users.

The tasks users must perform.

The content presented.

The environment in which tasks are conducted.

i o

WebApp Interface Design Goals (for the end-user):
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e “Where am I?” - Indicate the WebApp and the user’s location within its hierarchy.

e “Whatcanldonow?”-Clearly show available functions, live links, and relevant content.

o “Where have | been, where am | going?” - Facilitate navigation with a clear “map” of
past and potential paths.

Effective WebApp Interfaces (Bruce Tognozzi):

e ‘“visually apparent and forgiving, instilling in their users a sense of control.”
e “do not concern the user with the inner workings of the system.”
e “perform a maximum of work, while requiring a minimum of information from users.”

FAQ

1. What are the core principles of good software design, according to Mitch Kapor?

Mitch Kapor, the creator of Lotus 1-2-3, outlined a “software design manifesto” that emphasizes
three key characteristics:

e Firmness: The software should be free of bugs that hinder its intended function. This
speaks to reliability and stability.

¢ Commodity: The software must be suitable for the purposes for which it was created.
This highlights the importance of meeting user requirements and functionality.

e Delight: The user’s experience with the program should be pleasurable. This goes beyond
mere functionality to encompass aspects like usability, aesthetics, and overall
satisfaction.

2. How does software design translate an analysis modelinto a practical system?

Software design acts as a bridge between customer requirements and the technical
implementation of a product or system. It takes the information from an analysis model and
transforms it into four distinct design models:

o Data/Class Design: Converts analysis classes into design/implementation classes,
outlining the necessary data structures.

¢ Architectural Design: Defines the relationships between the major structural elements
of the software, utilizing architectural styles and designh patterns to meet system
requirements.

¢ Interface Design: Specifies how different software elements, hardware, and end-users
will communicate with each other.

e Component-Level Design: Transforms the structural elements of the architecture into
detailed procedural descriptions of individual software components.

3. What are some fundamental concepts and best practices that guide high-quality software
design?

Several fundamental concepts and best practices are crucial for developing high-quality
software:
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Abstraction: Describing the design at different levels of detail, hiding unnecessary
complexity.

Architecture: The overall structure of the software, providing conceptual integrity.
Patterns: Reusing proven design solutions for common problems.

Refinement: Elaborating on details for all abstractions.

Aspect: Separating cross-cutting concerns (like logging) from core business logic.
Separation of Concerns: Breaking down complex problems into smaller, manageable
pieces.

Modularity: Grouping highly coupled data and functions into independent modules.
Functional Independence: Designing modules to have a single, well-defined function
and minimalinteraction with other modules (high cohesion, low coupling).

Information Hiding: Protecting internal details of a module from external access through
controlled interfaces.

Refactoring: Reorganizing and simplifying existing design without changing its external
behavior.

OO Design Concepts (Polymorphism, Inheritance, Encapsulation) and SOLID
principles: Object-Oriented principles and design principles that promote maintainable,
flexible, and scalable software.

What role does architectural design play in achieving non-functional system requirements?

Architectural design is crucial for addressing non-functional system requirements, as the

chosen architectural style significantly impacts these aspects:

5.

Performance: Localizing critical operations and minimizing communication, often
favoring larger, coarse-grain components.

Security: Employing layered architectures with critical assets protected in inner layers.
Safety: Concentrating safety-critical features within a limited number of subsystems.
Availability: Incorporating redundant components and mechanisms for fault tolerance.
Maintainability: Utilizing fine-grain, replaceable components to facilitate easier updates
and changes. The architectural model also highlights early design decisions that have a
profound impact on subsequent software engineering work and can be reusable across
similar systems.

What are some common architectural patterns and when should they be used?

Architectural patterns are stylized descriptions of proven design practices that have been

tested in various environments. They provide reusable solutions to common design problems.

Examples include:
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Model-View-Controller (MVC): Separates presentation and user interaction from system
data. It’s suitable when there are multiple ways to view and interact with data, or when
future requirements for interaction and presentation are uncertain. It allows data to
change independently of its representation and supports showing the same data in
different ways.
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e Layered Architecture: Organizes the system into a set of layers, each providing specific
services. This supports incremental development and isolates changes to adjacent
layers. It models the interfacing of subsystems.

o Data-Centered/Repository Architecture: Places shared data in a central database or
repository, accessible by all subsystems. This is effective when integrating large amounts
of related persistent data and when clients are relatively independent.

o Data Flow/Pipe & Filter Architecture: Focuses on how data flows through the system,
transforming input data through a series of independent filter components connected by
pipes. Each filter works independently, expecting data of a certain form and producing
data of a specified form. It’s applied when input data needs to be converted through a
series of manipulative steps into output data.

6. What are the key objectives and considerations for effective user interface design?

The primary objective of effective user interface (Ul) design is to create an interface that is
easy to use, understand, and learn, responsive, and attractive. Key considerations and “golden
rules” include:

e User Control: Placing the user in control by defining interactions that don’t force
unnecessary actions and providing friendly interactions while hiding technical internals
from casual users.

e Reduced Memory Load: Minimizing demands on the user’s short-term memory by
establishing meaningful defaults and defining shortcuts.

e Consistency: Maintaining consistency across applications and adhering to established
interactive models to meet user expectations.

e Interface Analysis: Thoroughly understanding the end-users, their tasks, the content
presented, and the environment in which tasks are performed before designing.

e WebApp Specifics: For WebApps, the interface should clearly answer “Where am 1?7,
“What can | do now?”, and “Where have | been, where am | going?” to facilitate navigation
and understanding. Effective WebApp interfaces are visually apparent, forgiving, instill a
sense of control, perform maximum work with minimum user input, and continuously
save work with undo options.

7. Why s functional independence, particularly cohesion and coupling, important in software
design?

Functional independence is a cornerstone of good software design and directly impacts
software quality. It’s achieved by developing modules that have a “single-minded” function and
minimal interaction with other modules. This concept is assessed using two criteria:

e Cohesion: An indication of the functional strength of a module. High cohesion means a
module performs a single, well-defined task, requiring little interaction with other
components. Ideally, a cohesive module should do just one thing. It’s an intra-module
concept.

e Coupling: An indication of the interdependence among modules. Low coupling means
minimal interface complexity, entry points, and data passed between modules. It’s an
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inter-module concept. Achieving high cohesion and low coupling leads to software that
is easier to understand, maintain, test, and less prone to the “ripple effect” where errors
in one part of the system propagate widely.

8. What s the distinction between “architecture in the small” and “architecture in the large”?

The concept of architectural abstraction distinguishes between different scopes of
architectural design:

e Architecture inthe small: Focuses on the architecture of individual programs. This level
is concerned with how a single program is decomposed into its various components (e.g.,
modules, objects).

o Architecture in the large: Deals with the architecture of complex enterprise systems.
These systems are much broader in scope, encompassing other systems, programs, and
components, often distributed across different computers and managed by various
entities. This level addresses the overall structure and integration of multiple, often
independently owned and managed, systems.

Study Guide

I. Core Concepts of Software Design

A. What is Software Design?

¢ Definition: The set of principles, concepts, and practices that guide the development of
high-quality software systems or products. It’s the stage where customer requirements,
business needs, and technical considerations converge.

e Purpose: To create a detailed model of the software’s data structures, architecture,
interfaces, and components, allowing for quality assessment and improvement before
coding and testing.

o Evolution: Software design practices are continuously changing due to new methods,
improved analysis, and broader understanding.

B. Mitch Kapor’s Software Design Manifesto (Key Attributes)

o Firmness: Software should be free of functional bugs.
¢ Commodity: Software must be suitable for its intended purposes.
e Delight: The user experience should be pleasurable.

C. Moving from Analysis Model to Design Model

e Theanalysis model provides crucialinformation for creating four specific design models:

o Data/Class Design: Transforms analysis classes into design/implementation classes
and defines necessary data structures.

o Architectural Design: Defines relationships between major structural elements, guided
by architectural styles and design patterns.
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¢ Interface Design: Specifies communication between software elements, hardware, and
end-users.

¢ Component-Level Design: Transforms architectural elements into detailed procedural
descriptions of software components.

[I. The Design Process: A Step-by-Step Guide

This section outlines a possible sequence of activities in software design:

1. Examine information domain model and design appropriate data structures.

N

Select an architectural style and design patterns based on the analysis model.

w

Partition the analysis model into design subsystems and allocate them within the
architecture.

Design subsystem interfaces.

Allocate analysis classes or functions to each subsystem.

Create a set of design classes or components.

Translate each analysis class description into a design class.

Check design classes against criteria, considering inheritance.

9. Define methods associated with each design class.

® NS oA

10. Evaluate and select design patterns for classes/subsystems.
11. Design interfaces with external systems or devices.

12. Design the user interface.

13. Conduct component-level design.

14. Specify all algorithms at a low abstraction level.

15. Refine each component’s interface.

16. Define component-level data structures.

[1l. Design and Quality

A. Quality Imperatives

o Implementall explicit and accommodate all implicit customer requirements.

e Serve as areadable, understandable guide for coding, testing, and support.

e Provide a complete picture of the software, addressing data, functional, and behavioral
domains from an implementation perspective.

B. Quality Guidelines

o Architecture: Use recognizable styles/patterns, good component characteristics, and
evolutionary implementation.

o Modularity: Software should be logically partitioned into elements or subsystems.

e Representations: Distinct representations for data, architecture, interfaces, and
components.

o Data Structures: Appropriate for classes and derived from recognizable data patterns.

e Components: Exhibitindependent functional characteristics.

e Interfaces: Reduce complexity of connections.
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o Methodology: Derived using a repeatable method driven by requirements analysis.
o Notation: Represented using effective communication notation.

C. Design Principles

e Avoid “tunnelvision.”

e Traceable to the analysis model.

e Minimize “reinventing the wheel” (promote reuse).

e Minimize “intellectual distance” between software and real-world problem.

e Exhibit uniformity and integration.

e Accommodate change.

o Degrade gently under aberrant conditions.

e Designisnotcoding, coding is not design.

e Assess quality during creation, not after.

e Review to minimize conceptual errors (ambiguity, inconsistency) before addressing
syntactical errors.

o Prototyping: Use when requirements are not fully defined; reduces risks and refines
requirements with user interaction.

o Early Testing: Involve testing from initial stages.

IV. Fundamental Concepts and Best Practices

A. Fundamental Concepts

e Abstraction: Different levels of description for the design.

o Architecture: The overall structure of the software.

e Patterns: Proven design solutions for recurring problems.

o Refinement: Elaboration of detail for all abstractions.

e Aspect: Afeature linked to many parts of a program but separate from primary functions
(e.g., logging). Leads to Aspect-Oriented Programming (AOP).

B. Best Practices

e Separation of Concerns: Divide complex problems into smaller pieces.

e Modularity: Group highly coupled data and functions into modules.

¢ Functional Independence: Modules with “single-minded” function and low coupling.

e Cohesion (Intra-module): Relative functional strength of a module; ideally, a module
does one thing. High cohesion is desirable.

e Coupling (Inter-module): Relative interdependence among modules. Low coupling is
desirable.

¢ Hiding (Information Hiding): Controlled interfaces; concealing design decisions or
internal workings (algorithm, data structure, etc.) from external users. Reduces side
effects and global impact of local changes.

o Refactoring: Reorganization technique to simplify design.

e 0O Design Concepts: Polymorphism, Inheritance, Encapsulation, Abstraction.
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e SOLID Design Principles: Single responsibility, Open/Closed, Liskov’s substitution,
Interface segregation, Dependency inversion.

o Stepwise Refinement: Top-down design strategy for decomposing a system from high to
low levels of abstraction, adding details iteratively. Complementary to abstraction.

V. Software Architecture

A. Definition and Properties

o Definition: The overall structure of the software, including components, their attributes,
and relationships. It provides conceptual integrity.

e Structural Properties: Defines components (modules, objects, filters) and their
interactions (e.g., objects encapsulating data and processing, interacting via method
invocation).

e Extra-functional (Non-functional) Properties: Addresses how the architecture achieves
requirements for performance, capacity, reliability, security, adaptability, etc.

e Families of Related Systems: Should draw upon repeatable patterns for reuse of
architectural building blocks.

B. Modularity

o Definition: Software divided into separately named and addressable components
(modules) integrated to meet requirements.

e Importance: Makes a program intellectually manageable.

e Sizing Modules: Two views on optimal module size.

C. Architectural Abstraction

e Architecture in the Small: Individual program decomposition into components.
o Architecture in the Large: Complex enterprise systems including other systems,
programs, and distributed components.

D. Uses of Architectural Model

e Highlights early design decisions with profound impact.
e Reusable across a range of systems.

E. Non-functional Requirements and Architectural Style

e Architectural style selection depends on non-functional requirements:

o Performance: Localize critical operations, minimize communication, use large-grain
components.

e Security: Layered architecture with critical assets in inner layers.

e Safety: Localize safety-critical features in a few subsystems.

e Availability: Include redundant components and fault tolerance.

o Maintainability: Use fine-grain, replaceable components.
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F. Architectural Patterns

o Definition: Stylized descriptions of proven design practices, tried and tested,
representing reusable knowledge.

e Content: Should include information on when they are and are not useful.

e Representation: Tabular and graphical descriptions.

Examples of Architectural Patterns:

e Model-View-Controller (MVC):

o Description: Separates presentation and interaction (View, Controller) from system data
(Model).

e Components: Model (manages data), View (manages data presentation), Controller
(manages user interaction).

e When Used: Multiple ways to view/interact with data, unknown future
interaction/presentation requirements.

o Advantages: Data changes independently of representation, supports multiple
representations of the same data.

o Disadvantages: Additional code/complexity for simple models.

e Principle: An example of Separation of Concerns.

e Layered Architecture:

o Description: Organizes system into layers (abstract machines), each providing services.

e Use: Models sub-system interfacing, supports incremental development.

o Benefit: Changes in one layer interface only affect the adjacent layer.

o Two-Tier Client-Server Architecture:

e Thin Client: Client has presentation layer only; application/data layers on server. Most
processing on server.

e Fat Client: Client has presentation and application layers; data layer on server. Most
resources locally installed.

e Data-Centered/Repository Architecture:

e Goal: Integrates data centrally.

e Characteristics: Clients are independent, data store is independent of clients. Focus on
central storage and access.

o Use: When storage, representation, management, and retrieval of large persistent data
are centralissues.

e Variations: Can become client/server if clients are independent processes.

o Data Sharing: Shared data in central database (repository) or each subsystem maintains
its own and passes data explicitly. Repository model is efficient for large data sharing.

o Data Flow/Pipe & Filter Architecture:

e Focus: How data flows through the system.

e Description: Input data is transformed through a series of manipulative components
(filters) connected by pipes.

e Filters: Work independently, expect specific input, produce specific output, no
knowledge of neighbors.
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e Batch Sequential: Single line of transforms, processing a batch of data through
sequential filters.

VI. Interface Design

A. Characteristics of Good Interface Design

e FEasytouse

e Easytounderstand

e Easytolearn

e Responsivein ashorttime
o Attractive

B. User Interface (Ul)

o Definition: The front-end application enabling user interaction with software
functionalities.
e Categories: Command Line Interface (CLI) and Graphical User Interface (GUI).

C. Design Issues

e Responsetime

e Help facilities

e Error handling

e Menuand command labeling
e Application accessibility

e Internationalization

D. Golden Rules of Interface Design

e Place the userin control:Define interaction to avoid unnecessary actions.
e Provide friendly interaction.

¢ Hide technicalinternals from casual users.

e Reduce the user’s memory load:Reduce demands on short-term memory.
e Establish meaningful defaults.

o Define shortcuts.

e Make the interface consistent:Consistency across applications.

e Avoid unnecessary changes to established user expectations.

E. Typical Design Errors

e Lackof consistency

e Too much memorization required
e Noguidance/help

e No context sensitivity

e Poorresponse
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e Unclear/unfriendly presentation
F. Interface Analysis (Understanding the Problem)

Understand:

The end-users (people).
The tasks they perform.
The content presented.

il

The environment.
G. WebApp Interface Design

e Address three primary user questions:

1. Where am I1? (Indication of WebApp, user’s location in hierarchy).

2. What can | do now? (Available functions, live links, relevant content).

3. Where have | been, where am | going? (Facilitate navigation, provide a map).
H. Effective WebApp Interfaces (Bruce Tognozzi’s Suggestions)

e Visually apparent and forgiving; instill user control.

e Don’t concern users with internal workings; continuous saving with undo options.
e Perform maximum work with minimum user input.

Quiz
MCQ

Instructions: Answer each question in 2-3 sentences.

1. According to Mitch Kapor, what are the three essential characteristics of good software
design?

2. What is the primary purpose of creating a design model before generating code and
conducting tests?

3. Briefly explain the difference between the data/class design and the architectural design
models.

4. Why is “modularity” considered a crucial quality guideline in software design?
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5. Whatis “functional independence,” and how are cohesion and coupling related to it?

6. Describe the concept of “information hiding” and one benefit it provides.

7. How do “abstraction” and “refinement” complement each other in the software design
process?

8. When would the Model-View-Controller (MVC) architectural pattern be particularly useful?

9. Explain the main difference between a “Thin Client” and a “Fat Client” in a two-tier client-
server architecture.

10. What are the “Golden Rules” of interface design, according to the provided text? Name at
least two categories.

Essay Format Questions (No Answers)

1. Discuss how Mitch Kapor’s “software design manifesto” (Firmness, Commaodity, Delight)
relates to the broader quality guidelines and design principles outlined in the text. Provide
specific examples of how adhering to these principles might lead to software that
embodies Kapor’s ideals.

2. Compare and contrast two different architectural patterns discussed in the text (e.g.,
MVC and Layered Architecture, or Data-Centered and Pipe & Filter). For each, describe
its core structure, typical use cases, and explain its advantages and disadvantages in the
context of different non-functional system requirements.
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3.

4.

SE 201

Explain the importance of “functional independence” in achieving high-quality software
design. Elaborate on the concepts of cohesion and coupling, providing examples of how

high cohesion and low coupling contribute to a more maintainable, understandable, and
robust software system.

The text emphasizes that “design is not coding, coding is not design.” Discuss the
implications of this statement by describing the purpose and activities of the software
design phase and how it informs, but is distinct from, the coding phase. Include how
design models contribute to quality assessment before actual code generation.

Analyze the “Golden Rules” of interface design and their significance for user satisfaction
and system usability. Discuss how neglecting these rules can lead to typical design errors
and provide concrete examples of how good WebApp interface design addresses these
rules to enhance the user experience.

102



Shoug Alomran

Answer Key (MCQ)

10.

SE 201

Mitch Kapor’s Three Essential Characteristics: Good software design should exhibit
firmness (no functional bugs), commodity (suitable for its intended purpose), and delight
(a pleasurable user experience). These principles emphasize both functional correctness
and user satisfaction.

Purpose of Designh Model: The design model provides detailed specifications for
software data structures, architecture, interfaces, and components. Its purpose is to
allow for quality assessment and improvements, identifying errors, inconsistencies, or
omissions before the more costly stages of code generation and testing.

Data/Class Design vs. Architectural Design: Data/class design focuses on
transforming analysis classes into concrete design/implementation classes and defining
their necessary data structures. Architectural design, conversely, defines the high-level
relationships between the software’s major structural elements, guided by overall styles
and patterns.

Modularity as a Quality Guideline: Modularity is crucial because it advocates for
logically partitioning software into smaller, separately addressable components or
subsystems. This makes the system intellectually manageable, easier to understand, and
simplifies development, testing, and maintenance.

Functional Independence, Cohesion, and Coupling: Functional independence means
developing modules with a “single-minded” function and minimal interaction with other
modules. Cohesion refers to the internal strength of a module (how well its elements
belong together), while coupling indicates the interdependence between different
modules. Good design strives for high cohesion and low coupling.

Information Hiding: Information hiding is the principle of concealing design decisions or
internal workings (like algorithms or data structures) behind controlled interfaces,
making them inaccessible to external users. A benefit is that it reduces the likelihood of
“side effects” and limits the global impact of local design changes.

Abstraction and Refinement: Abstraction involves describing the design at different
conceptual levels, focusing on essential details while suppressing lower-level specifics.
Refinement is the complementary process of elaborating detail for those abstractions,
progressively breaking down high-level functions into more detailed descriptions until
implementable statements are reached.

When MVC is Useful: The Model-View-Controller (MVC) architectural pattern is
particularly useful when there are multiple ways to view and interact with the same data,
or when future requirements for user interaction and data presentation are uncertain. It
allows for independent changes to the data model and its representations.

Thin Client vs. Fat Client: In a two-tier client-server architecture, a Thin Client has only
the presentation layer (user interface), with the application logic and data residing on the
server. A Fat Client, however, has both the presentation and application layers installed
locally on the client, with only the data layer residing on the server, meaning more local
processing power.

Golden Rules of Interface Design: The “Golden Rules” can be categorized as: “Place the
user in control” (e.g., provide friendly interaction, hide technical internals) and “Reduce
the user’s memory load” (e.g., establish meaningful defaults, define shortcuts). Another
category is “Make the interface consistent.”
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Glossary of Key Terms

e Abstraction: A fundamental design concept involving different levels of description of the
design, focusing on essential properties while suppressing unnecessary details.

e Architectural Design: One of the four design models that defines the relationship between
major structural elements of the software, often guided by architectural styles and design
patterns.

e Architectural Patterns: Stylized descriptions of proven design practices that represent,
share, and reuse knowledge, offering solutions for commonly encountered design problems.

o Architecture (Software): The overall structure of the software, including its components,
their attributes, and the relationships among them, providing conceptual integrity for a
system.

e Aspect: A feature linked to many other parts of a program but unrelated to its primary
functions, crosscutting core concerns (e.g., logging). Leads to Aspect-Oriented Programming
(AOP).

e Cohesion: An intra-module concept indicating the relative functional strength of a module.
High cohesion means a module performs a single, well-defined task.

¢ Commodity: One of Mitch Kapor’s design principles, stating that a program should be
suitable for the purposes for which it was intended.

e Component-Level Design: One of the four design models that transforms structural
elements of the software architecture into a procedural description of software components.

e Coupling: Aninter-module conceptindicating the relative interdependence among modules.
Low coupling is desirable, meaning modules have minimalinteraction.

e Data/Class Design: One of the four design models that transforms analysis classes into
design/implementation classes and defines the necessary data structures.

e Data Flow/Pipe & Filter Architecture: An architectural pattern where input data is
transformed through a series of independent manipulative components (filters) connected
by data-transmitting pipes.

e Data-Centered/Repository Architecture: An architectural pattern that integrates data by
placing itin a central database or repository, accessible by all independent subsystems.

e Delight: One of Mitch Kapor’s design principles, stating that the experience of using the
program should be pleasurable.

e Firmness: One of Mitch Kapor’s design principles, stating that a program should not have any

bugs that inhibit its function.
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e Functional Independence: A design goal achieved by developing modules with “single-
minded” functions and minimized interaction with other modules, assessed by cohesion and
coupling.

o Information Hiding: A best practice where internal design decisions, algorithms, data
structures, or other internal workings are concealed behind controlled interfaces, limiting
their global impact.

o Interface Design: One of the four design models that defines how software elements,
hardware elements, and end-users communicate.

e Layered Architecture: An architectural pattern that organizes the system into a set of layers
(abstract machines), each providing a set of services to the layer above it.

e Model-View-Controller (MVC): An architectural pattern that separates presentation and
user interaction (View and Controller) from the system data and associated operations
(Model).

e Modularity: The extent to which a software sstem is divided into separately named and
addressable components (modules) that are integrated to satisfy problem requirements.

o Patterns (Design Patterns): Conveys the essence of a proven design solution for a particular
problem, acting as reusable knowledge.

e Prototyping: Adesign principle involving developing a quick “mock-up” of a system to expand
and refine requirements with user interaction, especially when requirements are not fully
defined initially.

o Refactoring: A reorganization technique that simplifies the design of existing code without
changing its external behavior.

o Refinement: A fundamental design concept that involves the elaboration of detail for all
abstractions, progressively adding more specific information to high-level descriptions.

e Separation of Concerns: A best practice stating that any complex problem can be more
easily handled if it is subdivided into pieces, with each piece addressing a distinct concern.

e SOLID Design Principles: A set of five object-oriented design principles (Single
responsibility, Open/Closed, Liskov’s substitution, Interface segregation, Dependency
inversion) intended to make software designs more understandable, flexible, and
maintainable.

o Stepwise Refinement: A top-down design strategy for decomposing a system from a high
level of abstraction into a more detailed level, developing a hierarchy by iteratively adding

detail.
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e Two-Tier Client-Server Architecture: An architectural style describing systems where
clients directly interact with a server, either as a “thin client” (server handles most logic) or a

“fat client” (client handles most logic).
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Chapter 7

Software Construction: Briefing Document

1. What is Software Construction?

Software construction is the detailed process of creating a functional and meaningful executable
version of software. [tencompasses arange of activities beyond just coding, focusing on building
high-quality software that meets specified requirements.

o Definition: “Software Construction can be defined as detailed creation of working,
meaningful software through a combination of coding, verification, unit testing,
integration testing, and debugging.”

o Key Activities Involved:Developing programs using various programming languages
(high or low-level).

o Tailoring and adapting “generic, Off-the-Shelf systems to meet the specific requirements
of an organization.”

2. Software Construction Activities

The software construction phase is an integral part of the broader software development
lifecycle. While the source details a comprehensive list of activities, those specifically falling
under “construction” are highlighted:

e Core Construction Activities (as shaded in the source):Detailed Design
e Coding & Debugging

e UnitTesting

e Integration

e Integration Testing

It’s important to note that these activities are nestled within a larger sequence that includes
Problem Definition, Requirements Gathering, S/W Architecture, System Testing, and
Maintenance.

3. Software Construction Fundamentals

The source identifies four fundamental principles that guide effective software construction,
aiming to improve the quality, efficiency, and maintainability of the software.

e Minimizing Complexity: This is identified as one of the “strongest drivers in software
construction.” As software functionality grows, so does its inherent complexity. The goal
is to “reduce complexity throughout the lifecycle,” primarily by “emphasizing code
creation that is simple and readable.”

e Anticipating Change: Most software is expected to evolve over time, driven by changing
requirements or operating environments. Anticipating change means engineers “build
extensible software, so they can enhance a software product without disrupting the
underlying structure.” This principle influences several aspects of construction,
including:

SE 201 107



Shoug Alomran

e Use of control structures

e Handling of errors

e Source code organization

e Code documentation

e Coding standards

e Constructing for Verification: (Implicitly related to testing activities within construction)
This principle ensures that the software is built in a way that facilitates effective testing
and validation of its functionality.

e Standards in Construction: Applying development standards, whether “external or
internal,” is crucial for achieving project objectives related to “efficiency, quality, and
cost.” This includes “restricting the use of complex or hard-to-understand language
structures.”

4. Software Reuse

Software reuse is a critical strategy in modern software development, offering significant
benefits.

e Benefits of Reuse:”Develop new systems more quickly, with fewer development risks
and lower costs.”

o “Reuse improves Software reliability.”

e “Systematic reuse can enable significant software productivity, quality, and cost
improvements.”

¢ Two Facets of Reuse:Construction for reuse: Involves creating software assets that are
designed to be reusable in future projects.

e Construction with reuse: Involves incorporating existing reusable software assets into
the construction of a new solution.

5. Open Source Software

Open-source software represents a significant paradigm for software distribution and
development, closely tied to the concept of reuse and collaborative development.

o Key Characteristics:Released under licenses that grant users the right to “use, change,
and distribute the software and its source code to anyone and for any purpose.”

e Rooted in the philosophy of the Free Software Foundation, which advocates for making
“source code ... always be available for users to examine and modify as they wish.”

This briefing document summarizes the core tenets of software construction as presented in
the source, emphasizing its definition, fundamental principles, and the importance of strategies
like anticipating change, minimizing complexity, reuse, and the role of open-source software.

FAQ

1. What is Software Construction?

Software construction is the detailed process of creating a working and meaningful software
product. This involves a comprehensive set of activities including coding, verification, unit
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testing, integration testing, and debugging, all aimed at producing an executable version of the
software. It can also encompass tailoring and adapting existing off-the-shelf systems to meet
specific organizational requirements.

2. What activities are involved in the Software Construction phase?

Software construction involves a specific subset of activities within the broader software
development lifecycle. These core construction activities include detailed design, coding and
debugging, unit testing, and integration. While other activities like problem definition,
requirements gathering, and system testing are part of the overall software development, the
shaded region in the provided source specifically highlights these four as central to the
construction phase.

3. What are the fundamental principles guiding effective software construction?

The fundamentals of software construction are centered around four key principles: minimizing
complexity, anticipating change, constructing for verification, and adhering to standards.
Minimizing complexity ensures that the software is simple and readable, making it easier to
understand and maintain. Anticipating change involves building extensible software that can be
modified without disrupting its core structure. Constructing for verification means designing the
software in a way that facilitates testing and validation. Finally, standards in construction ensure
consistency, quality, and efficiency throughout the development process.

4. Why is minimizing complexity a crucial aspect of software construction?

Minimizing complexity is one of the strongest drivers in software construction because as
software functionality increases, its inherent complexity also tends to rise. The goal is to
continuously reduce complexity throughout the software’s lifecycle. In construction, this is
primarily achieved by emphasizing the creation of code that is simple and readable. Reduced
complexity makes the software easier to understand, maintain, debug, and extend, ultimately
contributing to its overall quality and longevity.

5. How does anticipating change influence software construction?

Anticipating change is a fundamental principle in software construction, acknowledging that
most software will evolve over time. This foresight drives many aspects of how software is built.
Software engineers build extensible software to allow for enhancements and modifications
without disrupting the underlying structure. This principle influences various coding techniques,
including the use of control structures, how errors are handled, the organization of source code,
documentation practices, and adherence to coding standards, all designed to make the software
adaptable to future requirements and environmental shifts.

6. What role do standards play in software construction?

Standards in construction are essential for achieving project objectives related to efficiency,
quality, and cost. They involve restricting the use of complex or hard-to-understand language
structures and applying both external and internal development standards. By adhering to these
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guidelines, developers ensure consistency, maintainability, and a higher level of quality in the
software. Standards contribute to a more predictable and controlled construction process,
leading to better outcomes.

7. How does software reuse contribute to the efficiency and quality of software

construction?

Software reuse is a critical aspect of modern software construction, allowing developers to
utilize existing components or systems instead of building everything from scratch. This practice
offers significant benefits: faster development times, fewer development risks, and lower costs.
Additionally, reuse inherently improves software reliability because existing, proven code is less
likely to contain new defects. Systematic reuse has two facets: “construction for reuse,” which
involves creating reusable assets, and “construction with reuse,” which means incorporating
these assets into new solutions, both contributing to improved productivity, quality, and cost-
effectiveness.

8. Whatis Open Source Software and what are its core principles?

Open source software is released under a license that grants users the fundamental rights to
use, change, and distribute the software and its source code to anyone, for any purpose. Its roots
lie in the Free Software Foundation’s advocacy for non-proprietary source code, emphasizing
that the source code should always be accessible for users to examine and modify as they wish.
This philosophy promotes transparency, collaboration, and community-driven development,
allowing for continuous improvement and adaptation of the software by a broad user base.

Study Guide

Quiz
MCQ

Instructions: Answer each question in 2-3 sentences.

1. What is the primary objective of software construction, and what key activities does it
involve?

2. l|dentify and describe two non-construction activities that are part of the broader software
development lifecycle but precede the core construction phase.

3. Explain how “minimizing complexity” is achieved during software construction and why it is
considered a strong driver.
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4.

10.

Why is “anticipating change” a crucial fundamental of software construction, and what does
it encourage engineers to build?

List three specific coding techniques or aspects of software development that are affected
by the anticipation of change.

How do standards in construction contribute to a project’s objectives, and what do they often
restrict?

Define “construction with reuse” and explain its main benefit for developing new systems.

What is “construction for reuse,” and how does it relate to “construction with reuse”?

Describe the core principle behind open-source software, particularly concerning its source
code.

What organization is mentioned as having roots in advocating for non-proprietary source
code?

Essay Format Questions

Discuss the interplay between “minimizing complexity” and “anticipating change” as
fundamental principles in software construction. How do these principles sometimes
complement each other, and where might their goals present challenges or require careful
balancing?
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2. Detail the various activities encompassed within the “Software Construction” phase as
depicted in the shaded region of the provided diagram. Explain why each of these specific
activities is integral to creating an executable version of the software.

3. Compare and contrast “construction for reuse” and “construction with reuse.” Discuss how
systematic implementation of both facets can lead to significant improvements in software
productivity, quality, and cost. Provide hypothetical examples for each facet.

4. Analyze the role of “standards in construction” in achieving project objectives. How do these
standards specifically address the fundamentals of “minimizing complexity” and
“anticipating change”?

5. Explain the concept of open-source software, its historical roots, and its implications for
modern software construction. How does the availability of source code, as advocated by
open-source principles, align with or diverge from traditional proprietary software
development models?
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Quiz Answer Key (MCQ)

10.

The primary objective of software construction is the detailed creation of working, meaningful
software, resulting in an executable version. It involves activities such as coding, verification,
unit testing, integration testing, and debugging.

Two non-construction activities that precede the core construction phase include Problem
Definition and Requirements Gathering. Problem Definition establishes what needs to be
solved, while Requirements Gathering collects and defines the specific needs of the system.
Minimizing complexity is achieved in software construction by emphasizing code creation
thatis simple and readable. It is a strong driver because, as functionality increases, software
complexity tends to rise, making efforts to reduce it crucial throughout the lifecycle.
Anticipating change is crucial because most software evolves over time, and environmental
shifts also impact it. This anticipation encourages software engineers to build extensible
software, allowing for enhancements without disrupting the underlying structure.

Three specific aspects affected by the anticipation of change include the use of control
structures, the handling of errors, and source code organization. Code documentation and
coding standards are also influenced.

Standards in construction contribute to a project’s objectives for efficiency, quality, and cost
by providing guidelines. They often restrict the use of complex or hard-to-understand
language structures to maintain consistency and clarity.

“Construction with reuse” involves leveraging existing software assets in the creation of a new
solution. Its main benefit is the ability to develop new systems more quickly, with fewer
development risks and lower costs.

“Construction for reuse” means creating software assets that are designed to be reusable by
others or in future projects. It complements “construction with reuse” by providing the
components that can then be incorporated into new solutions.

The core principle behind open-source software is that the copyright holder grants users the
right to use, change, and distribute the software and its source code to anyone for any
purpose. This means the source code should always be available for examination and
modification.

The Free Software Foundation (www.fsf.org) is mentioned as having roots in advocating that
source code should not be proprietary and should always be available for users to examine
and modify as they wish.
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Glossary of Key Terms

e Software Construction: The detailed creation of working, meaningful software through a
combination of coding, verification, unit testing, integration testing, and debugging, resulting
in an executable version.

e Minimizing Complexity: A fundamental principle in software construction that aims to
reduce the intricacy of software by emphasizing simple and readable code creation, thereby
making it easier to understand and maintain.

e Anticipating Change: Afundamental principle acknowledging that most software will evolve.
It involves building extensible software that can be enhanced without disrupting its
underlying structure.

e Constructing for Verification: A fundamental principle implying that software should be
built in a way that facilitates easier testing and validation of its correctness.

e Standards in Construction: The application of external or internal development guidelines
during construction to achieve project objectives for efficiency, quality, and cost, often
restricting complex language structures.

e Reuse: The practice of incorporating existing components or systems into new software
development to develop systems more quickly, with fewer risks and lower costs, and to
improve reliability.

e Construction for Reuse: The facet of reuse focused on creating new software assets
(components, modules) that are designed to be general-purpose and easily incorporated into
future projects.

e Construction with Reuse: The facet of reuse focused on leveraging existing software assets
(components, systems) in the development of a new software solution.

e Open Source Software: Software released under a license where the copyright holder grants
users the right to use, change, and distribute the software and its source code for any
purpose, promoting transparency and collaborative modification.

e Free Software Foundation (FSF): An organization that advocates for the principle that source
code should not be proprietary and should always be available for users to examine and
modify.

e Executable Version: The final, compiled, and linked form of software that can be directly run
by a computer system.

o Debugging: The process of identifying, analyzing, and removing errors (bugs) from computer

software.
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¢ Unit Testing: A level of software testing where individual units or components of a software
are tested in isolation to determine if they are fit for use.
¢ Integration Testing: A level of software testing where individual software modules are

combined and tested as a group to ensure they function together correctly.
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Chapter 8

Software Testing: A Comprehensive Briefing

Introduction

Software testing is a critical process in the software development lifecycle, aimed at
ensuring the quality, correctness, and reliability of a software product. As Dijkstra et al. famously
stated, “Testing can only show the presence of errors, not their absence,” highlighting the
inherent challenge and continuous nature of this discipline. This briefing document synthesizes
key concepts, methodologies, and levels of software testing from the provided sources.

What is Software Testing?

Software testing is the process of verifying an Application Under Test (AUT) to ensure it
meets its intended requirements and to discover defects before it is put into use. It can be
performed manually or using automated tools.

Core Goals:

1. Demonstrate Compliance: To assure developers and customers that the software
meets its stated functional and non-functional requirements.

2. Defect Discovery (Defect Testing): To identify situations where the software’s behavior
is incorrect, undesirable, or deviates from its specification. The priority in defect testing
is to find inputs that reveal problems.

Key Definitions:

e Failure: A deviation of the observed behavior of a program or system from its
specification.

e Fault/Defect: An incorrect step, process, or data definition within the software (e.g., int
square (int x){ return x * 2; } will produce a fault for square(3)).

Main Focus Areas:

e Correctness: Ensuring the software adheres to requirements or intent.

e Performance: Evaluating software behavior under various conditions.

o Robustness: Assessing the software’s ability to handle erroneous input and
unanticipated conditions.

¢ Installation: Verifying the installation and other aspects of a software release.

Importance of Software Testing:

Testing is crucial because software bugs can be expensive or even dangerous, potentially
leading to monetary and human loss. It helps identify errors, gaps, or missing requirements,
ultimately ensuring a higher quality product.
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Verification and Validation (V&V)

Testing is a part of the broader V&V process:

o Verification: “Are we building the product right?” This checks that the software meets
its stated functional and non-functional requirements.

e Validation: “Are we building the right product?” This is a more general process focused
on ensuring the software meets the customer’s expectations.

Types of Testing

Software testing is broadly categorized into Black-Box and White-Box testing, each with
distinct approaches and objectives.

1. Black-Box Testing

Definition: A testing technique where the functionality/features of the Application Under
Test (AUT) are tested without looking at the internal code structure, implementation details,
or knowledge of internal paths. It relies entirely on software requirements and specifications,
focusing solely on inputs and outputs.
How it’s Done (Generic Steps):

Examine system requirements and specifications.
Choose valid (positive) and invalid (negative) inputs.
Determine expected outputs for these inputs.
Construct and execute test cases.

Compare actual outputs with expected outputs.

Fix and re-test any discovered defects.

o0 pkon~

Advantages:

e Testcase selection can be done before program implementation.
o Helps ensure design and coding align with specifications.

Types of Black-Box Testing:

¢ Functional Testing: Related to a system’s functional requirements.

¢ Non-functional Testing: Focuses on non-functional requirements like performance,
scalability, and usability.

¢ Regression Testing: Performed after code fixes, upgrades, or maintenance to ensure new
code hasn’t negatively impacted existing code.

Black-Box Testing Techniques:
o Decision Table Testing: Organizes causes and effects into a matrix, ensuring coverage of

different input combinations for complex business logic. It helps test “the behavior of a
large set of inputs where system behaviour differs with each set of input.”
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e Process: Analyze inputs/requirements, list conditions, calculate and fill possible
combinations (rules), identify “don’t care” values, determine actions/expected results,
and create test cases for each rule.

e Equivalence Class Testing (Equivalence Partitioning): Divides the input data into
“equivalence data classes” where the system’s behavior is considered the same.

e Hypothesis: “If one condition/value in a partition passes all others will also pass.
Likewise, if one condition in a partition fails, all other conditions in that partition will fail.”
This minimizes the number of test cases while maintaining reasonable coverage,
especially useful for input ranges.

o Boundary Value Testing: Focuses on values at the boundaries of input ranges. It’s often
used with equivalence partitioning and aims to test values at both valid and invalid
boundaries (e.g., minimum valid, just above minimum, just below maximum, maximum
valid, just below minimum valid, just above maximum valid). This technique is “very
usefulin reducing the number of test cases.”

2. White-Box Testing

Definition: Test cases are derived from the internal design specification or actual code
of the program. It requires knowledge of the underlying programming language.
Advantages:

e Testsinternal code details.
e Checks all executable paths within a program.

Limitations:

e Requires waiting until after program design and coding to select test cases.
e Does notinherently facilitate testing communication among modules.

Key White-Box Testing Method: Basis Path Testing

e Purpose: A structural testing method that uses source code to find every possible
executable path, aiming to determine all faults within a piece of code. It executes all or
selected paths through a program.

e Principle: Involves executing all possible blocks in a program and achieving maximum
path coverage with the least number of test cases.

e Why it’s important: Reduces redundant tests and achieves maximum test coverage,
especially for programs with multiple entry and exit points.

e Key Metric: Cyclomatic Complexity (V(G))Definition: A software metric used to
measure the path complexity of a program. It’s a quantitative measure of independent
pathsinthe source code. An “independent path is defined as a path that has at least one
edge which has not been traversed before in any other paths.”

e Calculation:V(G) = E - N + 2 (Where E = Number of edges, N = Number of Nodes in the
control flow graph)

e V(G)=P+1 (Where P=Number of decision nodes/predicates)
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1. Steps for Basis Path Testing:Draw a control graph (nodes and edges) from the source
code.

2. Calculate Cyclomatic Complexity V(G).

3. ldentify the basis set of paths (the number of independent paths equals V(G)).

4. Generate test cases to execute all identified paths.

o Utility:Guarantees to execute each statement at least once.

e The number of test cases needed equals the cyclomatic complexity.

e Helps developers and testers determine independent path executions, assure all paths
have been tested, focus on uncovered paths, improve code coverage, and evaluate
applicationrisk.

o Complexity Number Meaning:1-10: Structured, well-written code, high testability, low
cost/effort.

e 10-20: Complex code, medium testability, medium cost/effort.

e 20-40:Very complex code, low testability, high cost/effort.

e 40: Not at all testable, very high cost/effort.

Levels of Testing

Testing is executed by different individuals at different stages of the software development
process.

1. Unit Testing

e Purpose: To test individual units or components (e.g., function, method, procedure) of
software to validate that each performs as expected. It aims to test each part of the
software by separating it.

e Performer: Usually performed by developers.

e Whyit’simportant:Fixes bugs early, saving time and money.

e Helps developers understand the codebase and make quick changes.

e Serves as project documentation.

o Facilitates code re-use.

e Related Concepts:Code Review: Includes semi-formal (walkthroughs, author as
presenter, reviewers less aware) and formal (inspection, moderator-led, reviewers
prepared) reviews.

2. Integration Testing

e Purpose: To combine different software modules and test them as a group to ensure they
work together and that the integrated system is ready. It exposes defects arising from
componentinteractions and focuses on checking data flow and communication between
modules.

o Performer: Typically performed by testers.

e Why it’s important:

o Different programming logics/understandings between developers.

e Changesinclient requirements may not be unit tested.

SE 201 119



Shoug Alomran

o Potential errors in database interfaces or external hardware interfaces.

e |nadequate exception handling.

e Approaches/Strategies:

e Big-Bang Approach: All components are integrated at once and then tested.

e Advantages: Convenient for small systems.

e Disadvantages: Difficult fault localization, easy to miss interface links, high-risk modules
not prioritized.

¢ Incremental Approach: Testing is done by joining two or more logically related modules,
then adding others.

e Uses Stubs (dummy programs simulating missing components, called by the Module
Under Test) and Drivers (routines that call components and pass test cases, used when
sub-modules are ready but the main module isn’t).

e Bottom-Up Integration: Lower-level modules are tested with higher modules, using
Drivers.

o Advantages: Easier fault localization, no waiting for all modules.

e Disadvantages: Critical top-level modules tested last, no early prototype.

o Top-Down Integration: Testing proceeds from top to down, following control flow, using
Stubs.

e Advantages: Easier fault localization, early prototype possible, critical modules tested
first.

e Disadvantages: Requires many stubs, lower-level modules may be inadequately tested.

3. System Testing

e Purpose: To validate the complete and fully integrated software product against its end-
to-end system specification. It involves a series of different tests to exercise the full
computer-based system, often interfaced with other software/hardware.

e Performer: A professional testing agent on the completed software product before
market introduction.

e Types of System Tests:System Functional Test: Tests the entire system against
functional requirements.

¢ System Performance Test: Tests non-functional requirements.

¢ Non-functional Software Testing: Checks non-functional aspects like performance,
usability, reliability, security, scalability.

e Performance Testing (Perf Testing): Checks speed, response time, reliability, resource
usage, scalability under expected workload. “The purpose of Performance Testing is not
to find functional defects but to eliminate performance bottlenecks.”

e Security Testing: Protects from deliberate attacks.

o Reliability Testing: Ensures continuous performance without failure.

e Survivability (Resiliency) Testing: Checks if the system functions and recovers in case
of failure (e.g., unplugging/replugging network cable).

e Availability Testing: Measures the degree to which a user can depend on the system.

o Usability Testing: Evaluates the ease of learning, operating, and interacting with the
system.
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e Scalability Testing: Determines if the application can expand processing capacity to
meet increased demand.

4. Acceptance Testing

e Purpose: To determine if the requirements of a specification or contract are met as per
its delivery. It is essentially “beta testing of the product done by the actual end users.”

e Performer: Primarily by the user or customer, though other stakeholders may be involved.

e Techniques: Only black-box testing techniques are used.

Other Important Testing Types

1. Regression Testing: As mentioned under Black-Box testing, it involves re-running old
tests to ensure new software changes haven’t reintroduced old defects or created new
side effects (regressions). This is critical but can be challenging due to limited resources.

FAQ

1. What are the primary goals of software testing?

Software testing has two main objectives. First, it aims to demonstrate to both the developer
and the customer that the software successfully meets its specified requirements. This involves
proving that the program functions as intended. Second, and equally important, it seeks to
uncover any situations where the software’s behavior is incorrect or undesirable, a process
known as Defect Testing. The ultimate goalis to identify and remove undesirable faults, ensuring
the software system is as defect-free as possible before itis putinto use. As Dijkstra et al. wisely
noted, “Testing can only show the presence of errors, not their absence.”

2. What s the difference between Verification and Validation (V&V) in software
development?

Verification and Validation (V&V) are crucial processes in ensuring software quality, with
testing being a part of this broader framework. Verification focuses on “Are we building the
product right?” Its aim is to check that the software adheres to its stated functional and non-
functional requirements. This means examining whether the software’s internal components
and processes are correctly implemented according to the design. Validation, on the other
hand, addresses “Are we building the right product?” This is a more general process focused on
ensuring that the software actually meets the customer’s expectations and needs. It’s about
confirming that the end product solves the right problem for the user.

3. What is Black-Box Testing, and what are its main techniques?

Black-Box Testing is a testing technique where the functionality of the Application Under Test
(AUT) is evaluated without any knowledge of its internal code structure, implementation details,
or internal paths. Testers focus solely on the inputs and the corresponding outputs, basing their
tests entirely on the software requirements and specifications.

Key techniques used in Black-Box Testing include:
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e Decision Table Testing: This technique involves creating a matrix that maps various
conditions (causes) to their effects, ensuring comprehensive coverage of complex
business logic by testing different combinations of conditions.

e Equivalence Class Partitioning: This method divides the input data into different
“equivalence classes” or partitions, where the system’s behavior is expected to be the
same. Instead of testing every possible value, only one representative value from each
partition is selected, significantly reducing the number of test cases. The hypothesis is
that if one value in a partition passes (or fails), all others in that partition will behave
similarly.

e Boundary Value Testing: Closely related to equivalence partitioning, this technique
specifically focuses on values at the boundaries of valid and invalid input ranges. It
involves testing minimum valid, just above minimum, just below maximum, maximum
valid, just below minimum invalid, and just above maximum invalid values to identify
errors that often occur at these edge cases.

4. What is White-Box Testing, and how does Basis Path Testing contribute to it?

White-Box Testing, also known as structural testing, involves deriving test cases from the
internal design specification or the actual source code of the program. Unlike black-box testing,
it requires knowledge of the software’s internal workings. Its advantages include testing the
internal details of the code and checking all possible execution paths. However, a limitation is
that it can only be performed after the program has been designed and coded.

Basis Path Testing is a specific White-Box method for designing test cases. It uses the
program’s source code to identify every possible executable path. This technique aims to
execute all or selected paths through a program to discover faults. It guarantees that each
statement in the code is executed at least once during testing. A core concept in Basis Path
Testing is Cyclomatic Complexity, a software metric that measures the number of independent
paths through a program’s control flow graph. This complexity number directly indicates the
minimum number of test cases required to achieve maximum path coverage, helping developers
and testers ensure thorough testing and improve code coverage.

5. What are the different levels of software testing, and who typically performs them?

Software testing is typically conducted in several distinct levels, often by different personnel
at various stages of the development lifecycle:

e Unit Testing: This is the first level, where individual units or components (e.g., functions,
methods, procedures) of a software are tested in isolation. The purpose is to validate that
each unit performs as expected and to fix bugs early. Developers usually perform unit
testing.

¢ Integration Testing: After individual units are tested, this level involves combining
different software modules and testing them as a group. The goal is to identify problems
that arise from component interactions and ensure data flow between modules works
correctly. Testers typically perform integration testing.

o System Testing: This level validates the complete and fully integrated software product
against its end-to-end system specifications. It’s a series of different tests (functional,
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performance, security, etc.) that exercise the entire computer-based system.
Professional testing agents generally conduct system testing on the completed product
before market introduction.

e Acceptance Testing: This is the final level of testing, performed by the actual end-users
or customers. It uses black-box testing techniques to confirm that the software meets the
requirements of the specification or contract and fulfills customer expectations.

6. Why is Unit Testing important, and what are code reviews?

Unit Testing is crucial because it helps identify and fix bugs early in the development cycle,
significantly reducing the higher defect-fixing costs associated with later stages like System
Testing or Beta Testing. Proper unit tests ensure that individual components of the software
function correctly, leading to a more stable and reliable system overall. Additionally, good unit
tests serve as valuable project documentation, help developers understand the codebase,
facilitate quick changes, and enable code reuse by allowing developers to migrate both code and
tests to new projects.

Code reviews are a complementary practice within unit testing. They involve systematic
examination of source code to find errors, improve code quality, and ensure adherence to coding
standards.

e Code Walkthroughs are semi-formal reviews where the author presents their code to a
team of reviewers who may not be fully aware of the subject.

e Codelnspections are more formal and structured reviews. The author is typically not the
presenter; another moderator leads the session, and reviewers are well-prepared and
knowledgeable about the code being inspected. The effectiveness of inspections
depends more on the preparation level and the team’s familiarity with the product rather
than just team size.

7. What are the different approaches to Integration Testing?

Integration Testing focuses on combining software modules and testing their interactions.
There are two main approaches:

e Big-Bang Approach: In this method, all components are integrated together at once and
then tested. It’s convenient for small systems but has significant disadvantages: fault
localization becomes very difficult, some interfaces might be missed, and high-risk
critical modules are not isolated and tested with priority.

e Incremental Approach: This approach involves joining two or more logically related
modules and testing them, then gradually adding other related modules until all are
integrated and tested successfully. This method uses “Stubs” and “Drivers,” which are
dummy programs that simulate data communication with missing components.

e Bottom-Up Integration: Testing starts with the lowest-level modules and proceeds
upwards, integrating them with higher-level modules. It uses Drivers (calling programs)
to test lower modules before the main module is ready. Advantages include easier fault
localization and no time wasted waiting for all modules to be developed. Disadvantages
include critical modules being tested last and the inability to obtain an early prototype.
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8.

Top-Down Integration: Testing begins with the top-level modules and progresses
downwards, following the control flow. It uses Stubs (simulating missing lower-level
components) for testing. Advantages include easier fault localization, the possibility of
an early prototype, and critical modules being tested first. Disadvantages include the
need for many stubs and potentially inadequate testing of lower-level modules.

What is System Testing, and what are its key non-functional aspects?

System Testing is a crucial level of testing that validates the complete and fully integrated

software product against its end-to-end specifications. It’s usually performed by professional

testing

agents on the completed software before it’s released. System testing is a series of

diverse tests designed to thoroughly exercise the entire computer-based system, often including

its interaction with other software or hardware.

Key non-functional aspects tested during System Testing include:

System Performance Test: Evaluates non-functional requirements such as response
times, load handling, and scalability. This includes:

Speed: How quickly the application responds.

Scalability: The maximum user load the application can handle and its ability to expand
processing capacity.

Stability: Whether the application remains stable under varying workloads.

Security: Assesses how well the system is protected from deliberate attacks, both
internal and external.

Reliability: Verifies if the system continuously performs its specified functions without
failure over time.

Survivability (Resiliency): Tests the software system’s ability to continue functioning and
recover itself in case of system failures (e.g., unplugging a network cable and checking
data recovery).

Availability: Measures the degree to which users can depend on the system during its
operation, often involving stress tests with a high number of users.

Usability: Evaluates the ease with which users can learn, operate, and interact with the
system, including input and output processes.

Study Guide

I. Core Concepts of Software Testing

A. What is Software Testing?

SE 201

Definition: A process designed to verify that a program performs its intended functions
and to identify defects before deployment.

Goals:To demonstrate to developers and customers that software meets its

requirements.
To discover incorrect or undesirable software behavior (Defect Testing).
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Main Focus Areas:Correctness with respect to requirements/intent.

Performance under various conditions.

Robustness (handling erroneous input and unanticipated conditions).

Installation and other release facets.

Importance: Software bugs can be costly, dangerous, and lead to monetary or human
loss. Testing helps identify errors and missing requirements.

B. Basic Definitions

Failure: A deviation of the observed behavior of a program or system from its
specification.

Fault/Defect: An incorrect step, process, or data definition within the software.

Test Cases: Specific inputs and expected outputs used to test a software unit.

C. Verification and Validation (V&V)

Verification: “Are we building the product right?” Checks if the software meets its stated
functional and non-functional requirements.

Validation: “Are we building the right product?” Ensures the software meets customer
expectations.

Il. Types of Testing Methodologies

A. Black-Box Testing

N OoRAmb
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Definition: A testing technique where the functionality of the Application Under Test
(AUT) is examined without knowledge of its internal code structure, implementation
details, or internal paths.

Basis: Entirely on software requirements and specifications; focuses on inputs and
outputs.

Process:Examine requirements and specifications.
Choose valid (positive) and invalid (negative) inputs.
Determine expected outputs.

Construct test cases.

Execute test cases.

Compare actual outputs with expected outputs.

Fix and re-test defects.

Advantages: Test case selection can occur before implementation; aids in ensuring
design and coding align with specifications.

Types:Functional Testing: Related to functional requirements.

Non-functional Testing: Related to non-functional requirements (e.g., performance,
scalability, usability).

Regression Testing: Done after code changes to ensure new code hasn’t affected
existing functionality.
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Techniques:Decision Table Testing: Organizes causes and effects in a matrix to test
various combinations of conditions, providing good coverage for complex logic.
Process: Analyze inputs/requirements, list conditions, calculate combinations (rules),
fillcolumns, identify “don’t care” conditions, determine actions/expected results, create
test cases for each rule.

Equivalence Class Testing (Equivalence Partitioning): Divides input data into
partitions (equivalence classes) where behavior is expected to be the same, minimizing
test cases. One value from each partition is selected.

Boundary Value Testing (BVA): Focuses on values at the boundaries of valid input
ranges. Includes minimum, just above minimum, just below maximum, maximum valid
values, and just below minimum/just above maximum invalid values.

B. White-Box Testing

PoObd

Definition: Test cases are derived from the internal design specifications or actual code
of the program.

Advantages: Tests internal code details; checks all executable paths.

Limitations: Requires program design and coding to be completed before test case
selection.

Key Technique: Basis Path TestingPurpose: A structural testing method that uses
source code to find every possible executable path, aiming for maximum path coverage
with the fewest test cases. Guarantees execution of each statement at least once.
Cyclomatic Complexity (V(G)): A software metric measuring the path complexity of a
program, representing the number of independent paths.

Formulas:V(G) = E- N + 2 (Where E = number of edges, N = number of nodes)

V(G) =P+ 1 (Where P=number of decision nodes)

Interpretation: Lower complexity numbers (1-10) indicate well-structured, testable
code; higher numbers (>20) indicate complex, less testable code with high cost/effort.

Steps:Draw a control flow graph (CFG) from the source code.
Calculate Cyclomatic Complexity (V(G)).

Identify the basis set of independent paths (V(G) paths).
Generate test cases to execute each path.

Uses: Helps developers and testers identify independent path executions, ensure all
paths are tested, focus on uncovered paths, improve code coverage, and evaluate risk.

C. Comparison of Black-Box vs. White-Box Testing
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Black-Box: Focuses on functional requirements validation, abstracts from code,
facilitates communication among modules.

White-Box: Validates internal structure/working of code, requires programming language
knowledge, does not facilitate inter-module communication testing.
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[ll. Levels of Testing

A. Unit Testing

o Definition: Testing individual units or components (e.g., functions, methods, procedures)
of software to validate they perform as expected.

e Performer: Usually developers.

¢ Why Important: Fixes bugs early, saves time/money, helps developers understand code,
serves as documentation, aids code re-use.

o Code Review Types:Code Walkthrough: Semi-formal, author presents, reviewers may
not be aware of topic.

e Code Inspection: Formal, author not presenter, moderator leads, reviewers are
prepared.

B. Integration Testing

¢ Definition: Combining different software modules and testing them as a group to ensure
they work together and that data flows correctly between them. Focuses on interface
interactions.

e Performer: Testers.

e Why Important: Modules may have different logic/understanding, requirements may
change, interfaces with databases or hardware can be erroneous, inadequate exception
handling.

o Approaches:Big-Bang Approach: All components integrated at once; convenient for
small systems but difficult for fault localization and easy to miss interface links.

e Incremental Approach: Modules are joined and tested logically; continues until all
modules are integrated.

e Stubs: Dummy programs that simulate the activity of missing components, called by the
Module Under Test.

e Drivers: Dummy programs that call a particular component and pass test cases to it,
used when sub-modules are ready but the main module isn’t.

e Bottom-Up Integration: Lower-level modules tested first with higher modules using
Drivers. Easier fault localization, no waiting for all modules, but critical modules tested
last.

e Top-Down Integration: Testing from top to down following control flow using Stubs.
Easier fault localization, early prototype possible, critical modules tested first, but
requires many stubs and lower-level modules are inadequately tested.

C. System Testing

o Definition: Validates the complete, fully integrated software product against end-to-end
system specifications.

o Performer: Professional testing agent on the completed product.

e Scope: Tests the entire computer-based system, including its interfaces with other
software/hardware.
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e Types:System Functional Test: Tests the entire system against functional
requirements.

o System Performance Test: Tests non-functional requirements (e.g., response times,
load).

D. Acceptance Testing

o Definition: Beta testing of the product conducted by actual end-users to confirm
requirements of a specification or contract are met.

e Techniques: Only black-box testing techniques.

e Performer: Users or customers, with potential involvement from other stakeholders.

IV. Other Important Types of Testing

A. Non-functional Software Testing

o Definition: Checks non-functional aspects of a software application (e.g., performance,
usability, reliability, security). Affects client satisfaction.

e Types:Performance Testing (Perf Testing): Checks speed, response time, reliability,
resource usage, and scalability under expected workload.

e Speed: Application responsiveness.

e Scalability: Maximum user load.

e Stability: Application behavior under varying loads.

e Security Testing: Protects against deliberate internal and external attacks.

o Reliability Testing: Ensures continuous performance of specified functions without
failure.

e Survivability (Resiliency) Testing: Checks if the system functions and recovers after
failure (e.g., network cable unplugged, system restart).

e Availability Testing: Measures the degree to which a user can depend on the system
during operation, often involving stress tests with heavy user loads.

¢ Usability Testing: Evaluates ease of learning, operation, input preparation, and output
through user interaction.

o Scalability Testing: Determines if the application can expand processing capacity with
increased demand.

B. Regression Testing

e Definition: Re-running previously passed tests after new software releases, code fixes,
or upgrades to ensure existing functionality remains unaffected and no new defects
(regressions) are introduced.

e Challenge: Can be difficult due to limited resources.

Quiz
MCQ

Instructions: Answer each question in 2-3 sentences.
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1. What are the two primary goals of the software testing process?

2. Differentiate between a “failure” and a “fault/defect” in software testing.

3. Explain the difference between Verification and Validation in the context of software quality.

4. Briefly describe the core principle of Black-Box Testing.

5. Whenis Decision Table Testing most useful, and what is its primary benefit?

6. How does Equivalence Class Partitioning help in minimizing the number of test cases?

7. Whatis Cyclomatic Complexity, and what does a high value generally indicate?

8. Who typically performs Unit Testing, and why is it important to do it early in the development
cycle?

9. Explain the purpose of a “stub” in the Incremental Approach to Integration Testing.

10. What is the main objective of Regression Testing?
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Essay Questions

1. Compare and contrast Black-Box Testing and White-Box Testing. Discuss their respective
advantages, limitations, and provide specific scenarios where each approach would be most
appropriate.

2. Explain the concept of Cyclomatic Complexity in detail, including its calculation and
significance in Basis Path Testing. How does this metric contribute to improving code quality
and test coverage?

3. Describe the different levels of software testing (Unit, Integration, System, Acceptance). For
each level, identify who typically performs it, its primary focus, and why it is crucial for
ensuring software quality.

4. Discuss the Incremental Approach to Integration Testing, elaborating on both the Top-Down
and Bottom-Up strategies. Include an explanation of stubs and drivers, and evaluate the
advantages and disadvantages of each incremental strategy.

5. Beyond functional correctness, explain the importance of Non-functional Testing. Select at
least three types of non-functional testing discussed in the material (e.g., Performance,
Security, Usability) and describe their objectives and significance to overall software quality
and user satisfaction.
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Answer Key

10.

The two primary goals of the software testing process are to demonstrate to developers and
customers that the software meets its requirements, and to discover situations where the
software’s behavior is incorrect or undesirable (defect testing).

A“failure” is a deviation of the observed behavior of a program from its specification, meaning
it’s how the user experiences the problem. A “fault/defect” is the underlying incorrect step,
process, or data definition within the code that causes the failure.

Verification, often phrased as “Are we building the product right?”, checks that the software
meets its stated functional and non-functional requirements. Validation, phrased as “Are we
building the right product?”, is a broader process ensuring the software meets the customer’s
overall expectations.

The core principle of Black-Box Testing is to test the functionality of an application without
any knowledge of its internal code structure, implementation details, or internal paths.
Testers focus solely on inputs and the resulting outputs based on requirements.

Decision Table Testing is most useful when testing complex business logic that involves
different combinations of conditions. Its primary benefit is providing better test coverage by
systematically mapping out various input conditions and their corresponding actions/results.
Equivalence Class Partitioning minimizes the number of test cases by dividing the input data
into different equivalence classes where the system’s behavior is expected to be the same.
Testers then only need to pick one representative value from each partition, assuming other
values in that partition will behave similarly.

Cyclomatic Complexity is a software metric used to measure the path complexity of a
program, quantifying the number of independent paths through its source code. A high value
generally indicates very complex code, which is difficult to test, maintain, and has a higher
risk of defects.

Unit Testing is typically performed by developers. It is important to do it early in the
development cycle because fixing bugs found at this stage is significantly cheaper and less
time-consuming than addressing them later in system or integration testing.

In the Incremental Approach to Integration Testing, a “stub” is a special-purpose dummy
program used to simulate the activity of a missing component. It is called by the module
under test and provides pre-defined responses, allowing higher-level modules to be tested
without fully implemented lower-level dependencies.

The main objective of Regression Testing is to ensure that new code changes, fixes, or
upgrades have not negatively affected existing, previously working functionality. It re-runs old
tests to confirm that no “regressions” (re-introduced old defects or new side effects) have
occurred.
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Glossary of Key Terms

e Acceptance Testing: Beta testing of a product by actual end-users to confirm that
requirements are met as per specification or contract.

e Availability Testing: Measures the degree to which a user can depend on the system during
its operation, often involving stress tests.

e Basis Path Testing: A White-Box testing method that uses source code to find every possible
executable path, aiming for maximum path coverage with the least test cases.

o Black-Box Testing: A testing technique where software functionality is tested without
knowledge of internal code structure or implementation details, focusing on inputs and
outputs.

e Boundary Value Testing (BVA): A Black-Box technique focused on testing values at the
boundaries of valid input ranges, including minimum, maximum, and values just
inside/outside these limits.

e Control Flow Graph (CFG): A graphical representation of the paths that may be traversed
through a program during execution.

¢ Cyclomatic Complexity (V(G)): A software metric that quantifies the number of independent
paths in a program’s source code, indicating its path complexity.

o Decision Table Testing: A Black-Box technique that uses a matrix to represent and test
various combinations of conditions and their corresponding effects, useful for complex
business logic.

o Defect: An incorrect step, process, or data definition within the software that causes
incorrect behavior. Also known as a fault.

o Defect Testing: A goal of testing focused on discovering situations where software behavior
isincorrect or undesirable.

e Driver: A dummy program used in Bottom-Up Integration Testing that calls a component
under test, passing test cases to it, when the main module is not yet ready.

e Equivalence Class Partitioning (Equivalence Class Testing): A Black-Box technique that
divides input data into partitions (equivalence classes) where system behavior is expected to
be the same, reducing the number of necessary test cases.

e Failure: A deviation of the observed behavior of a program or system from its specification.

e Fault: See Defect.

e Functional Testing: A type of Black-Box testing related to validating the functional

requirements of a system.
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¢ Integration Testing: The process of combining different software modules and testing them
as a group to ensure they work together and that data flows correctly between them.

¢ Non-functional Testing: A type of software testing that checks non-functional aspects of an
application, such as performance, usability, reliability, and security.

o Performance Testing: A type of non-functional testing that checks the speed, response time,
reliability, resource usage, and scalability of a software program under expected workload.

o Regression Testing: Re-running previously passed tests after code changes, upgrades, or
fixes to ensure existing functionality remains unaffected and no new defects are introduced.

e Reliability Testing: A type of non-functional testing to ensure the system continuously
performs specified functions without failure.

e Scalability Testing: A type of non-functional testing to determine if a software application
can expand its processing capacity to meet increased demand.

e Security Testing: A type of non-functional testing to protect a system from deliberate attacks
from internal and external sources.

e Stub: Adummy program used in Top-Down Integration Testing that simulates the activity of a
missing component, providing pre-defined responses when called by the module under test.

e Survivability (Resiliency) Testing: A type of non-functional testing to determine if a software
system can continue to function and recover itself in case of system failure.

e System Testing: A level of testing that validates the complete and fully integrated software
product against its end-to-end system specification.

o Test Case: A set of specific inputs, execution conditions, and expected results used to test a
particular functionality or path in a software component.

o UnitTesting: Atype of software testing where individual units or components (e.g., functions,
methods) of a software are tested to validate they perform as expected.

o Usability Testing: A type of non-functional testing that evaluates the ease with which a user
can learn, operate, and interact with a system.

e Validation: The process of ensuring that the software meets the customer’s expectations,
often phrased as “Are we building the right product?”.

e Verification: The process of checking that the software meets its stated functional and non-
functional requirements, often phrased as “Are we building the product right?”.

o White-Box Testing: A testing technique where test cases are derived from the internal design

specification or actual code, allowing examination of internal logic and paths.
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