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Comprehensive Briefing: Introduction to Ethical Hacking 
and Information Security 

Executive Summary 
Information security is defined by the methods and processes used to protect information systems 

from unauthorized access, disclosure, usage, or modification. This briefing outlines the foundational 

pillars of security—Confidentiality, Integrity, and Availability (the CIA triad)—and the constant 

challenge of balancing these against system functionality and usability. A successful cyber attack is 

predicated on three components: motive, method, and vulnerability. Modern threats have evolved 

to include Advanced Persistent Threats (APTs), cloud-based risks, and complex botnet operations. 

Effective security requires a categorical understanding of threats at the network, host, and 

application levels, as well as a strategic approach to information warfare. 

Core Principles of Information Security 

The CIA Triad 
The primary goal of information security is to maintain three essential elements, often referred to 

as the CIA triad. 

Element Definition (NIST) Risks of Failure Security Controls 

Confidentiality 

Preserving authorized 

restrictions on access and 

disclosure; protecting privacy 

and proprietary information. 

Loss of privacy, 

unauthorized access, 

identity theft. 

Encryption, 

Authentication, Access 

Control. 

Integrity 

Guarding against improper 

modification or destruction; 

ensuring non-repudiation and 

authenticity. 

Data unreliability, 

inaccuracy, fraud. 

Maker/Checker, Quality 

Assurance, Audit Logs. 

Availability 

Ensuring timely and reliable 

access to and use of 

information systems and data. 

Business disruption, 

loss of customer 

confidence, loss of 

revenue. 

Business continuity 

plans, backups, 

sufficient capacity. 
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Non-repudiation serves as an additional pillar of Information Assurance, guaranteeing the 

transmission and reception of information through techniques like digital signatures and encryption. 

The Security, Functionality, and Usability Triangle 
System security is measured by the balance between three competing components: 

• Security: Measures taken to protect the system. 

• Functionality: The set of features and operations the system provides. 

• Usability: The ease with which users can navigate and utilize the system. 

In this model, an increase in one often necessitates a decrease in the others. For example, a 

system heavily optimized for security may consume excessive resources, negatively impacting 

functionality and usability. An ideal system sits in the center of the triangle, balancing all three 

components effectively. 

Essential Security Terminology 
Understanding the landscape of ethical hacking requires familiarity with specific technical 

concepts: 

• Vulnerability: A weak point or loophole in a system or network that provides an entry point for 

hackers. 

• Exploit: A breach of security achieved through vulnerabilities, zero-day attacks, or hacking 

techniques. 

• Zero-Day Attack: An exploit that occurs before the developer identifies the vulnerability or 

releases a patch. 

• Hack Value: The level of attractiveness or worth a specific target holds for a hacker. 

• Daisy Chaining: A sequence of hacking attempts where information obtained from one 

successful breach is used to facilitate the next attack. 

• Payload: The part of malicious code that performs the actual harmful action, such as opening 

backdoors or hijacking systems. 

• Bot: Software that controls a target remotely to execute predefined tasks. While bots can be 

used for social purposes (chatterbots), hackers use malware bots to gain complete authority 

over computers. 

• Doxing: The act of collecting and publishing private information about an individual from publicly 

available sources like social media. 
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The Anatomy of a Cyber Attack 
An attacker targets a system based on three fundamental components: 

1. Motive (Objective): The goal driving the attacker, such as financial gain, espionage, or 

service disruption. 

2. Method: The specific technique used to carry out the attack, such as phishing, SQL injection, 

or malware. 

3. Vulnerability: The specific weakness in the system that allows the method to succeed. 

Categorization of Information Security Threats 
Threats are categorized based on the layer of the infrastructure they target: 

Network-Level Threats 
These target the infrastructure—routers, switches, and firewalls—that protect applications and 

servers. Common threats include: 

• Scanning and Spoofing 

• Sniffing and Eavesdropping 

• Session Hijacking 

• Man-in-the-Middle (MITM) attacks 

• DNS and ARP poisoning 

Host-Level (Operating System) Threats 
These target vulnerabilities in the local system environment, unpatched OS versions, or insecure 

configurations. Common threats include: 

• Malware and Password attacks 

• Privilege Escalation and Backdoors 

• Arbitrary Code Execution 

• Login bypass 

Application-Level Threats 
These are often categorized by the type of vulnerability within the software itself: 

• Improper Input Validation (e.g., SQL injection) 

• Broken Authentication and Authorization 

• Buffer Overflow issues 

• Security Misconfigurations 
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• Cryptography failures and improper error handling 

Modern and Emerging Cyber Threats 

Advanced Persistent Threats (APT) 
APTs are sophisticated, long-term targeted attacks where skilled attackers gain unauthorized 

access and remain undetected for extended periods. The goal is typically to monitor systems, steal 

sensitive data, or disrupt operations over time. 

Cloud and Mobile Threats 
• Cloud Computing: While widely adopted, it introduces risks through misconfigured settings, 

insecure APIs, and the complexities of the shared responsibility model. 

• Mobile Devices: Common threats include phishing, spyware, broken cryptography, data 

leakage, and unsecured Wi-Fi or network spoofing. 

Insider Threats and Botnets 
• Insider Threat: Occurs when an individual within an organization (employee or contractor) 

misuses legitimate access to compromise data, either through malice or negligence. 

• Botnets: A network of compromised "zombie" devices controlled by a "botmaster." These 

are used for coordinated activities such as Distributed Denial-of-Service (DDoS) attacks, 

spamming, and cryptomining. 

Software Exploitation 
Shrink-Wrap Code Exploits involve targeting known vulnerabilities in widely distributed, off-the-

shelf software. Attackers exploit unpatched operating systems and commercial off-the-shelf (COTS) 

software to gain unauthorized access. 

Information Warfare 
Information warfare involves the strategic management of information systems to gain an 

advantage over an adversary. It is divided into two categories: 

• Defensive Information Warfare: Actions taken to protect systems and data, including 

monitoring, security controls, and incident response. 

• Offensive Information Warfare: Proactive actions taken to disrupt, manipulate, or destroy 

an adversary's information systems and operations. 
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Comprehensive Study Guide 
This document serves as a comprehensive study guide for understanding the fundamental 

principles, terminologies, and threat landscapes associated with information security and ethical 

hacking. 

Core Concepts of Information Security 
System security encompasses the methods and processes designed to protect information 

systems from unauthorized access, usage, disclosure, or modification. A central challenge in this 

field is implementing security policies that are both effective and efficient; excessive security can 

lead to resource waste and create new loopholes, while insufficient security leaves the system 

vulnerable. 

The CIA Triad 
The foundation of information security is built upon three pillars, often referred to as the CIA triad. 

Pillar Definition Risks of Failure Control Measures 

Confidentiality 

Preserving authorized 

restrictions on access and 

disclosure to protect privacy 

and proprietary data. 

Loss of privacy, unauthorized 

access, identity theft. 

Encryption, 

Authentication, 

Access Control. 

Integrity 

Guarding against improper 

modification or destruction 

to ensure information 

authenticity and non-

repudiation. 

Unreliable/inaccurate 

information, fraud. 

Maker/Checker, 

Quality Assurance, 

Audit Logs. 

Availability 

Ensuring timely and reliable 

access to systems and data 

for authorized users. 

Business disruption, loss of 

revenue, loss of customer 

confidence. 

Business continuity 

plans, backups, 

sufficient capacity. 

The Security, Functionality, and Usability Triangle 
The level of security in any system is a balance between three competing components: Security, 

Functionality, and Usability. 

• Security: The strength of the protections in place. 
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• Functionality: The set of features and tasks the system can perform. 

• Usability: The ease with which a user can navigate and use the system. 

A balanced system sits in the center of the triangle. If a system leans too heavily toward security, it 

often consumes more resources, potentially degrading its functionality and making it harder for 

legitimate users to operate. 

Security Concept Terminologies 
Understanding the specific language of ethical hacking is essential for identifying and mitigating 

threats. 

• Hack Value: The level of attractiveness or worth a specific target holds for a hacker. 

• Vulnerability: A loophole or weak point in a network or system that serves as an entry point for 

an attacker. 

• Exploit: The act of breaching security through vulnerabilities, Zero-Day attacks, or other hacking 

techniques. 

• Zero-Day Attack: A strike that occurs before a developer has identified the flaw or released a 

patch. 

• Daisy Chaining: A sequential attack where information gained from one system is used to gain 

access to the next. 

• Doxing: The act of collecting and publishing private information about an individual from public 

sources like social media. 

• Payload: The specific part of malicious code designed to perform harmful actions, such as 

opening backdoors or hijacking systems. 

• Bot: Software that controls a target remotely to execute predefined tasks or automated scripts. 

Components of a Cyber Attack 
Every targeted attack is planned and executed based on three fundamental elements: 

1. Motive (Objective): The goal driving the attacker, such as financial gain, espionage, or 

disruption. 

2. Method: The specific technique used to carry out the attack, such as phishing or SQL 

injection. 

3. Vulnerability: The specific flaw in the system that the attacker exploits to reach their goal. 



Shoug Alomran 

 13 

Cybersecurity Threats and Attack Categories 
Threats are categorized based on where they target the infrastructure or how they manifest. 

Categorized Threat Levels 
• Network-Level Threats: Target routers, switches, and firewalls. Examples include sniffing, 

spoofing, session hijacking, and Man-in-the-Middle (MITM) attacks. 

• Host-Level Threats: Target the operating system and local environment. Examples include 

malware, privilege escalation, backdoors, and password attacks. 

• Application-Level Threats: Target software vulnerabilities. Examples include SQL injection, 

buffer overflows, broken authentication, and improper input validation. 

Modern Threat Types 
• Advanced Persistent Threats (APT): Sophisticated, long-term attacks where a highly skilled 

attacker remains undetected in a system for an extended period to steal data or monitor 

operations. 

• Insider Threats: When individuals within an organization (employees or contractors) misuse 

their legitimate access to compromise data, either intentionally or through negligence. 

• Botnets: A network of compromised "zombie" devices controlled by a "botmaster" to perform 

coordinated attacks like Distributed Denial-of-Service (DDoS) or sending spam. 

• Cloud Computing Threats: Risks specifically targeting cloud environments, such as 

misconfigured settings, insecure APIs, and data breaches within the shared responsibility 

model. 

• Mobile Threats: Attacks targeting smartphones, including spyware, network spoofing, and data 

leakage through unsecured Wi-Fi. 

Information Warfare 
Information warfare is the strategic use and management of information systems to gain an 

advantage over an adversary. 

• Defensive Information Warfare: Actions taken to protect data and systems, such as monitoring 

and incident response. 

• Offensive Information Warfare: Proactive actions taken to disrupt, manipulate, or destroy an 

adversary's information systems. 
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Glossary of Key Terms 

• Authenticity: The quality of being genuine and verifiable. 

• Availability: Ensuring timely and reliable access to and use of information systems and data. 

• Botmaster: An attacker who remotely controls a network of compromised devices (botnet). 

• Confidentiality: Preserving authorized restrictions on information access to protect privacy. 

• Doxing: Publishing private information about an individual collected from public databases or 

social media. 

• Exploit: A breach of system security through vulnerabilities or hacking techniques. 

• Hack Value: The level of interest or worth a target has for a hacker. 

• Information Warfare: The use of information and systems to gain strategic advantage over an 

adversary. 

• Insider Threat: A threat posed by individuals within an organization misusing authorized access. 

• Integrity: Guarding against improper information modification or destruction. 

• Non-repudiation: A guarantee of the transmission and receipt of information between a sender 

and receiver. 

• Payload: The part of malicious code that performs the actual harmful actions. 

• Shrink-Wrap Code: Widely distributed, off-the-shelf software that may contain known 

vulnerabilities. 

• Vulnerability: A weakness or loophole in a system that can be utilized by attackers. 

• Zero-Day Attack: An attack exploiting a vulnerability before a patch or fix has been created. 
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Ethical and Social Aspects of Computing: A Briefing on 
Moral Systems and Theories 

Executive Summary 
This briefing document synthesizes the foundational concepts of ethics and morality as they relate 

to social systems and computing. It distinguishes between morality—a system of rules designed to 

promote human flourishing and prevent harm—and ethics, which serves as the philosophical study 

and rational examination of those moral beliefs. 

A functional moral system is defined by four core features: it must be public, informal, rational, and 

impartial. The document further categorizes moral rules into micro-level directives for individuals 

and macro-level social policies for society. While various ethical theories aim to define "the right 

thing," the source highlights significant differences in their application. Specifically, it critiques 

Ethical Relativism (both subjective and cultural) as unworkable due to its lack of universal 

guidelines and reliance on personal or societal bias. In contrast, Divine Command Theory offers an 

objective, faith-based framework where morality is derived from the perceived will and 

commandments of a supreme being. 

The Foundation of Ethics and Morality 
The study of ethical and social aspects of computing begins with a clear distinction between the 

practice of morality and the academic discipline of ethics. 

• Morality: Defined as a system of rules of conduct designed to advance the good of a society 

over time. Its primary purpose is to prevent harm and evil while promoting human flourishing. 

• Ethics: Characterized as the "study of morality." It is a rational examination into moral beliefs 

and behavior, providing the tools to critically evaluate arguments, support claims, and 

engage in meaningful dialogue. 

Components of a Moral System 
A moral system is comprised of two distinct levels of rules and the principles used to evaluate them: 

Component Description Examples 

Directives 
Micro-level rules for individual 

behavior. 
"Do not steal"; "Do not harm others." 
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Social Policies 
Macro-level rules for society at 

large. 

"Software should be protected"; "Privacy 

should be respected." 

Principles of 

Evaluation 

Standards used to justify and 

evaluate rules. 

Justice, fairness, respect for others, loyalty, 

and authority. 

Characteristics of a Functional Moral System 
According to the framework established by Gert, a moral system must possess four specific 

features to be valid: 

1. Public: The rules must be known to all members of the system. 

2. Informal: Unlike legal systems, moral systems do not have formal authoritative judges 

presiding over them. 

3. Rational: The system must be based on logical principles accessible to ordinary persons, 

rather than special knowledge available only to privileged groups. 

4. Impartial: Rules are ideally designed to apply equitably to all participants without favoring 

specific individuals or groups. 

Derivation and Justification 
Moral rules are derived from core values—fundamental beliefs that dictate behavior and 

distinguish right from wrong. These principles are typically grounded in one of three evaluative 

systems: Religion, Law, or Philosophy. 

Core Ethical Principles and Theory Goals 
Ethical theories share common objectives: identifying the "right" action, assuming humans have 

the free choice to make rational decisions, and contributing to the well-being of humanity. Four 

primary goals guide ethical decision-making: 

• Beneficence: The directive to do what is right and good. 

• Least Harm: In situations where no choice is purely beneficial, the goal is to choose the path 

that does the least harm to the fewest people. 

• Respect for Autonomy: Ensuring individuals have control over their own lives and decisions. 

• Justice: Ensuring actions are fair to all parties involved. 
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Detailed Analysis of Ethical Theories 
The source context examines several ethical frameworks, with a heavy emphasis on Relativism and 

Divine Command Theory. 

1. Ethical Relativism 
Relativism posits that there are no universal moral rules. Instead, morality is seen as relative to the 

individual or the environment (history, country, community, or family). 

• Subjective Relativism: The view that an action is right if an individual approves of it. 

o Case Against: It blurs the line between doing what is right and doing what one wants. It is 

deemed "unworkable" because it allows for decisions based on something other than 

reason and precludes genuine moral disagreement. 

• Cultural Relativism: The view that an action is right if a culture approves of it. 

o Advantages: Promotes cooperation, preserves cultures, and allows for the creation of 

personal codes based on societal standards. 

o Disadvantages: Fueled by personal bias, it can lead to chaos and a lack of diversity, as 

individualistic gain may come at the expense of others. 

o Workability: It is considered unworkable as a tool for ethical persuasion because it 

prioritizes tradition over facts and reason. 

2. Divine Command Theory 
This theory is an ethical view based on the belief in a deity. Morality is determined by God's direct 

commandments as recorded in holy books. 

• Key Tenets: 

o Good actions align with God’s will; bad actions contradict it. 

o God is the ultimate, all-knowing authority. 

• Advantages: 

o Objectivity: Commands do not depend on human opinion. 

o Universality: Rules apply to all people at all times and places. 

o Clarity: Religious texts make it easier to understand how to act morally and provide 

a system of rewards and punishments (obedience to the Creator). 

3. Other Noted Theories 
The document acknowledges the existence of other standard ethical theories, though they are not 

detailed in the provided context: 
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• Duty-based (Deontology) 

• Consequence-based (Utilitarian) Theory 

• Contract-based (Social Contract) Theory 

• Character-based (Virtue Ethics) Theory 
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Glossary of Key Terms 
Term Definition 

Autonomy 
An ethical principle stating that individuals should have control over their lives and be able 

to make decisions that apply to their own lifestyles. 

Beneficence The ethical principle that guides a decision-maker to do what is right and good. 

Core Values 
Fundamental beliefs that dictate behavior, help distinguish right from wrong, and serve as 

the basis for deriving rules of conduct. 

Cultural Relativism 
The view that an action is morally right if a person's culture approves of it; it denies the 

existence of universal moral guidelines. 

Directives 
Micro-level ethical rules intended to guide the actions of individuals (e.g., "Do not harm 

others"). 

Divine Command 

Theory 

An ethical theory where moral rightness is determined by alignment with God's commands 

or will. 

Ethics 
The philosophical and rational study of morality, including the examination of moral beliefs 

and behavior. 

Impartiality 
A feature of a moral system suggesting that rules should be designed to apply equitably to 

all participants without favoring any specific group or individual. 

Justice 
An ethical principle focused on ensuring that actions and decisions are fair to all parties 

involved. 

Least Harm 
An ethical principle used when no choice is entirely beneficial, seeking to minimize damage 

and affect the fewest people possible. 

Morality 
A system of rules of conduct and principles of evaluation designed to prevent harm and 

promote human flourishing within a society. 

Principles of Evaluation Standards, such as fairness or loyalty, used to justify and evaluate rules of conduct. 

Rules of Conduct 
Action-guiding rules within a moral system that take the form of either individual directives 

or social policies. 

Social Policies 
Macro-level ethical rules established for society as a whole (e.g., "Software should be 

protected"). 

Subjective Relativism 
An ethical theory asserting that an action is morally right if an individual approves of it; each 

person decides right and wrong for themselves. 
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Privacy Issues in Cyberspace 

Executive Summary 
The rapid evolution of cybertechnology has fundamentally transformed the landscape of personal 

privacy. While privacy is traditionally defined as "the right to be let alone," in the digital age, it has 

evolved into Information Privacy, or the individual's ability to control the flow and exchange of their 

personal data. 

The transition to cyberspace has introduced four critical shifts in privacy: a massive increase in the 

volume of data collected, the instantaneous speed of data transmission, the indefinite duration of 

data retention, and the emergence of new, granular types of transactional data. These factors enable 

sophisticated surveillance and tracking—ranging from "invisible" workplace monitoring and high-

tech government drones to persistent tracking methods like device fingerprinting and cross-device 

synchronization. 

The primary concern lies in the loss of "contextual integrity" through data merging and matching, 

where unrelated pieces of information are combined to create detailed behavioral profiles. These 

profiles can be used for discriminatory practices in insurance, credit, and employment. To mitigate 

these risks, information professionals must adhere to strict ethical guidelines involving informed 

consent, data minimization, and transparent privacy policies. 

1. The Conceptual Framework of Privacy 
Privacy serves as a foundational social value and a necessary condition for personal autonomy and 

freedom. It is categorized by the specific nature of the information involved: 

• Private Communications: Personal interactions a person wishes to keep confidential. 

• Health Privacy: Medical information regarding the nature of illnesses, which an individual 

cannot be forced to disclose. 

• Personal Information: Data unique to a specific person, such as academic performance or 

financial records. 

• Possessions: Information regarding personal property and assets. 

The Cybertechnology Shift 
Cybertechnology alters privacy through four primary vectors: 
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1. Volume: Digitized information requires minimal storage space, allowing for the collection of 

vast amounts of data. 

2. Velocity: Records are transferred across databases in milliseconds via high-speed cables 

and wireless tech. 

3. Longevity: Electronic records can be retained indefinitely. 

4. Complexity: Transactional data reveals deep patterns in commercial preferences, habits, 

and movements. 

2. Advanced Surveillance and Monitoring Techniques 
Modern cybertechnology enables the collection of data without individual knowledge or consent 

through various "dataveillance" techniques. 

Workplace and Public Monitoring 
• Invisible Supervisors: Software that continuously monitors employee activities around the 

clock, often leading to a climate of fear and the sensation of being perpetually watched. 

• Commercial Monitoring: Video cameras and scanning devices in retail stores and 

"intelligent highway vehicle systems" track consumer movements. 

Government and Military Surveillance 
• Intrusive Software: Malware and spyware tools can secretly activate webcams on laptops 

and microphones on cell phones. 

• Unmanned Aerial Systems (Drones): Drones equipped with live-feed video, infrared 

cameras, heat sensors, and radar. Military-grade drones can scan entire cities for hours. 

• Interception Tools: Drones can carry Wi-Fi crackers and fake cell phone towers to intercept 

texts, phone calls, and location data. 

3. Web-Based Tracking Methodologies 
Corporations utilize a variety of technical tools to monitor online behavior and build interest profiles. 

Method Description Persistence/Detection 

First-Party 

Cookies 

Files sent by a website to collect 

browsing preferences for returning 

users. 

Can be disabled/deleted via browser 

settings. 
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Third-Party 

Cookies 

Used by advertising agencies to 

share data across multiple 

marketers. 

Often blocked by default in modern 

browsers. 

Flash Cookies 

(Supercookies) 

More persistent than regular 

cookies; stored outside the 

standard browser cache. 

Resistant to standard history/cache 

clearing; requires specific tools (e.g., 

"Better Privacy"). 

Fingerprinting 

A summary of unique 

software/hardware settings (fonts, 

clock, settings). 

Leaves no evidence on the computer; 

nearly impossible to block or detect. 

Cross-Device 

Tracking 

Connecting activity across 

smartphones, tablets, and 

desktops. 

Enables linking behavior across all 

connected platforms for advertisers. 

4. Data Processing: Merging, Matching, and Mining 
The greatest threat to privacy often occurs after data has been collected, through the manipulation 

of electronic records. 

Merging and Matching 
• Computer Merging (Data-banking): The extraction of information from unrelated databases 

to create a composite file. This violates "contextual integrity" when data is used for purposes 

other than those for which it was originally collected. 

• Computer Matching: Cross-checking unrelated databases to find "hits." Government 

agencies use this to identify potential law violators, though it raises questions about whether 

the ends justify the means. 

Data Mining and Big Data 
Data mining extracts patterns from user behavior (clicks, search terms, locations) to make 

automated decisions. 

• Profiling Risks: Big Data can lead to discrimination. For example, profiling may result in the 

refusal of insurance or credit based on predicted behaviors. 

• Political Risks: Future governments could use profiling to target specific groups and deny 

them access to services. 
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5. Privacy Challenges in Emerging Technologies 

The Internet of Things (IoT) and RFID 
• RFID (Radio Frequency Identification): Tags and readers are used for everything from 

inventory to human implants (e.g., tracking children or nursing home patients). "Dumb" 

RFIDs can be used to trace individuals even when they only contain a simple identification 

number. 

• IoT: Smart meters and thermostats generate statistics on home life, raising concerns about 

user autonomy and data mining of domestic habits. 

Cloud Computing and Social Media 
• Cloud Risks: Storing data online gives vendors access to usage statistics. Jurisdictional 

issues arise as data may be stored in countries with different privacy laws. 

• Social Media (Web 2.0): These platforms "tempt" users to trade personal data for service 

benefits. Users are often encouraged to complete profiles, unknowingly providing deep 

layers of personal information. 

Biometrics 
Biometric identifiers (fingerprints, iris scans, DNA) are increasingly used for security and 

convenience. However, they present two catastrophic risks: 

1. Surreptitious Surveillance: Advanced cameras can identify and track individuals without 

their knowledge. 

2. Irrevocability: Unlike a credit card or social security number, biometric data cannot be 

revoked or re-issued if compromised. 

6. Protection and Ethical Standards 

Technical Solutions 
• Anti-virus and Firewalls: Basic defenses against intrusive software. 

• Encryption: Tools to secure data transmissions. 

• P3P (Platform for Privacy Preferences): A protocol allowing websites to declare their 

privacy policies and users to automate their preferences. 
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Ethical Guidelines for Professionals 
Information professionals are bound by several ethical imperatives to maintain confidentiality: 

• Informed Consent: Companies must inform users of data uses. Under "implicit informed 

consent," the burden is on the user to opt-out, but they must be granted the right to withdraw 

consent. 

• Contextual Honesty: Merging data into new databases should only be done with caution. 

Clients should have the right to access, correct, and know who is using their data. 

• Data Minimization: No unnecessary information should be gathered. Data that is no longer 

required for its original function must be destroyed. 

• Transparency: If a service is denied based on personal information (e.g., creditworthiness), 

the reason must be disclosed to the individual. 
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Glossary of Key Terms 
Term Definition 

Biometrics 
Systems designed to identify individuals using intrinsic physical or behavioral characteristics, 

such as fingerprints, iris scans, or DNA. 

Cloud Computing 
A model where data and programs are stored and accessed online rather than on a local 

computer, raising concerns about data usage and jurisdictional law. 

Computer Matching 
The process of cross-checking information in unrelated databases to produce matching 

records or "hits," often used to identify law violators. 

Computer Merging 
The technique of extracting and integrating information from separate, unrelated databases to 

create a single composite electronic file on an individual. 

Contextual Integrity 
A state that is violated when personal information is merged or used in a way that the individual 

did not specifically authorize for that specific context. 

Cross-device Tracking 
The practice of connecting a consumer’s activity across multiple platforms, such as 

smartphones, tablets, and desktops, to link their behavior for advertisers. 

Data Mining 
The process of extracting patterns from large sets of user data (search terms, links clicked, etc.) 

to make decisions or predictions about user behavior. 

Dataveillance 
A form of surveillance made possible by computer technology, including video monitoring, 

scanning devices, and employee-tracking software. 

Device Fingerprint 
A unique identifying summary of a device's specific software and hardware settings used for 

tracking without leaving evidence on the user's system. 

Flash Cookie 
Also known as a "supercookie," a persistent file that remains on a computer even after standard 

cookies and browser history have been cleared. 

Information Privacy 
The right of an individual to control the flow, transfer, and exchange of their personal 

information. 

Internet of Things (IoT) 
A network of connected devices (like smart meters or thermostats) that generate data and can 

be remotely controlled, impacting user autonomy. 

P3P 
The Platform for Privacy Preferences; a protocol that allows websites to declare their data use 

policies and allows users to match those policies against their preferences. 

Privacy The fundamental right to be let alone or the freedom from interference and intrusion. 
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RFID Technology 
Radio Frequency Identification; a system consisting of a microchip (tag) and a reader that uses 

radio waves to store and broadcast data. 

UAS (Drones) 
Unmanned Aerial Systems capable of advanced surveillance, including live-feed video, heat 

sensors, radar, and Wi-Fi cracking. 
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The Landscape of Cloud Computing 

Executive Summary 
Cloud computing represents a paradigm shift in IT delivery, characterized by the provision of 

massively scalable capabilities "as a service" over the internet. This briefing outlines the critical 

facets of the industry, which is currently dominated by major providers like Amazon and Microsoft 

and heavily utilized by the U.S. Government and the banking sector. 

The primary drivers for cloud adoption include significant cost reductions, operational flexibility, 

and enhanced disaster recovery capabilities. However, as the industry evolves from a storage-

centric model toward more complex application deployment, it faces significant challenges. 

Security remains a primary concern, involving risks such as data breaches, account hijacking, and 

malware injection. Furthermore, the transition to the cloud introduces complex legal and ethical 

dilemmas, specifically regarding international data jurisdiction, the "shared responsibility" security 

model, and potential social inequities between large and small-scale users. 

1. Defining Cloud Computing and Service Models 
Cloud computing is defined as a style of computing where IT-enabled capabilities are delivered to 

external customers using internet technologies. These services are categorized into four primary 

models: 

• Software as a Service (SaaS): Provision of specific online applications such as Google Apps, 

Microsoft Office 365, and Dropbox. 

• Infrastructure as a Service (IaaS): Management of hardware resources, including CPU, 

storage, and bandwidth (e.g., Microsoft Azure, Amazon Web Services). 

• Platform as a Service (PaaS): Provision of platforms for the rapid development, testing, and 

deployment of applications. 

• Equipment as a Service (EaaS): A model gaining feasibility through the Internet of Things 

(IoT), facilitating the connection of diverse devices. 

Industry Trends and Adoption 
• Market Growth: Companies such as Amazon and Microsoft are seeing cloud services 

constitute an ever-growing portion of their revenue. 

• Shifting Confidence: Security concerns are waning; approximately 60% of IT experts now 

feel adequately safeguarded against hacking risks. 
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• Primary Users: The U.S. Government is considered the largest user of cloud technology. 

Banks are also high-intensity users due to mobile banking and virtual transactions (e.g., 

PayPal, Bitcoin). 

• Current Utility: Organizations currently use the cloud primarily for file storage, backup, and 

recovery, though a shift toward broader application deployment is expected. 

2. Strategic Advantages of Cloud Integration 
The transition to cloud-based systems offers twelve distinct advantages that enhance 

organizational efficiency and sustainability: 

Category Advantage Description 

Operational Reduced Cost 
Incremental payment models eliminate the need for 

maintaining proprietary hardware. 

 
Increased 

Storage 

Offers higher capacity than typical private computer 

systems. 

 Mobility 
Information is accessible from any location, facilitating 

remote work and scholarly simulation. 

 IT Focus Shift 

Companies can rent processing power, allowing staff to 

focus on business goals rather than hardware 

maintenance. 

Data Management 
Insight & 

Analytics 

Integrated analytics provide a "bird’s-eye view" of data for 

building customized reports. 

 Quality Control 
Centralized storage in a single format ensures data 

consistency and reduces human error. 

Resilience 
Disaster 

Recovery 

Quick data recovery during emergencies (natural 

disasters/power outages) prevents downtime. 

 Loss Prevention Data remains accessible even if local hardware fails. 

Technical 
Automatic 

Updates 

Applications refresh automatically, saving IT staff time and 

consulting costs. 

Social/Environmental Collaboration 
Social spaces and shared platforms increase employee 

engagement and simplify teamwork. 
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 Sustainability 
Virtual services reduce paper waste, improve energy 

efficiency, and lower commuter emissions. 

3. Security Risks and Vulnerabilities 
Despite growing confidence, the cloud environment is susceptible to several targeted and 

accidental security threats: 

• Data Breaches: Resulting from human error, vulnerabilities, or poor practices. This may 

expose personal health info, financial records, trade secrets, or intellectual property. 

• Account Hijacking: Attackers using stolen credentials can eavesdrop on activities, 

manipulate data, and redirect clients to illegitimate sites. 

• Malware Injection: Malicious code can be embedded into cloud services to act as "valid 

instances" (running as SaaS), allowing attackers to steal data from within the server. 

• The Shared Responsibility Model: Security is a partnership. While providers secure the 

infrastructure, clients are responsible for "fine-grain control," such as password protection, 

access restrictions, and multi-factor authentication. 

• Data Loss: Permanent loss can occur through malicious attacks, natural disasters, or 

provider error. Notably, Amazon (2011) and Google (following lightning strikes) have both 

experienced incidents leading to permanent data destruction. 

4. Ethical, Legal, and Social Considerations 
The decentralized and proprietary nature of the cloud introduces complex regulatory and social 

issues. 

Legal and Jurisdictional Challenges 
• Data Sovereignty: Data is often stored in centers worldwide. If stored in a foreign country, it 

may fall under local regulations unknown to the user, potentially causing compliance issues. 

• Conflict of Laws: Processing data in one country while storing it in another can create legal 

conflicts and affect international relations. 

• Contractual Transparency: Users often agree to terms without full comprehension. Issues 

remain regarding who holds the rights to "left-out files" after a service is terminated and 

whether third-party partners have data access. 
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Ethical Concerns 
• Spiteful Activity: Disgruntled employees or industry insiders may find it easier to harm data 

in a cloud environment than on a physical server. 

• Intellectual Property: The ease of digital transfer facilitates the unauthorized distribution of 

copyrighted media. 

• Utilitarianism in Policy: IT professionals are urged to develop policies that protect the 

interests of all users—ordinary citizens and big corporations alike—rather than focusing 

solely on technical management. 

Social Inequity and Discrimination 
• The Digital Divide: The high cost of advanced cloud resources (bandwidth, storage) can 

make the technology unaffordable for some, creating a competitive disadvantage for small 

companies. 

• Support Disparity: Vendors may exhibit discrimination by prioritizing the needs of "big 

accounts" in crisis situations, leaving smaller accounts with inadequate support or 

attention. 

Comprehensive Study Guide: Cloud Computing Architecture, Ethics, and 
Security 

This study guide provides a detailed synthesis of cloud computing models, industry trends, and the 

multifaceted advantages and challenges associated with the technology. It covers the technical 

service models, organizational benefits, and the complex ethical, legal, and security issues that 

define the modern cloud landscape. 

1. Understanding Cloud Computing 

Definition and Industry Status 
Cloud computing is a style of computing where massively scalable IT-enabled capabilities are 

delivered "as a service" to external customers via Internet technologies. The industry is 

characterized by several key trends: 

• Revenue Growth: Major providers like Amazon and Microsoft are seeing an increasing 

portion of their revenue coming from cloud services. 

• Expert Confidence: Approximately 60% of IT experts feel adequately safeguarded against 

hacking risks, signaling a shift toward trusting the cloud with sensitive data. 
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• Usage Patterns: The U.S. Government is considered the largest user of cloud technology. 

Banks are also high-volume users due to mobile banking, virtual transactions (Paypal), and 

cryptocurrencies. 

• Current Application: While the cloud is primarily used for file storage, backup, and recovery, 

there is a growing demand for it to facilitate application deployment and new business 

models. 

Cloud Service Models 
The industry classifies services into four primary models: 

Model Description Examples 

Software as a Service 

(SaaS) 

Specific online applications provided by the 

provider. 

Google Apps, Office365, 

Gmail, Dropbox 

Infrastructure as a 

Service (IaaS) 

Hardware resources like CPU, storage, and 

bandwidth managed by an external provider. 

Microsoft Azure, Amazon 

Web Services (AWS) 

Platform as a Service 

(PaaS) 

A platform for developing, testing, and 

deploying applications quickly and cost-

effectively. 

Development frameworks 

provided over the cloud 

Equipment as a 

Service (EaaS) 

Connecting physical devices and equipment 

via the Internet of Things (IoT). 

IoT-enabled device 

management 

2. Advantages and Disadvantages 

Organizational Benefits 
Cloud computing offers twelve distinct advantages for modern organizations: 

1. Economical: Reduced costs through incremental payment and lack of need for private system 

maintenance. 

2. Increased Storage: Capacity exceeds what is typically available on private computer systems. 

3. Flexibility: Offers more adaptable computing methods than traditional models. 

4. Mobility: Employees and scholars can access information and simulate experiences from any 

location. 

5. Shift in IT Focus: Companies can rent processing power, allowing IT staff to focus on business 

goals rather than maintaining hardware like routers and servers. 

6. Insight: Integrated cloud analytics provide bird’s-eye views of data and customized reporting. 

7. Collaboration: Easy information sharing across platforms and social spaces for employees. 
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8. Quality Control: All documents are stored in one place and format, reducing human error. 

9. Disaster Recovery: Quick recovery for emergencies like power outages or natural disasters. 

10. Loss Prevention: Data remains accessible even if a regular-use computer fails. 

11. Automatic Updates: Applications refresh themselves, saving time for IT departments. 

12. Sustainability: Virtual services improve energy efficiency and reduce paper waste and 

commuter emissions. 

Challenges and Drawbacks 
• Downtime: Internet connectivity issues can slow down uploading/downloading or stop work 

entirely. 

• Legal Risks: Security and legal complexities regarding data ownership and jurisdiction. 

• Provider Failure: If a cloud provider goes bankrupt, the customer's data may be lost. 

• Support Issues: A potential lack of technical support in certain circumstances. 

3. Security and Ethical Issues 

Security Threats 
• Data Breaches: Resulting from human error, vulnerabilities, or targeted attacks. This can 

expose health information, trade secrets, and intellectual property. 

• Account Hijacking: Attackers use stolen credentials to eavesdrop on activities, manipulate 

data, or redirect clients to illegitimate sites. 

• Malware Injection: Malicious scripts or code are embedded into cloud services and run as 

"valid instances" (SaaS), allowing attackers to steal data. 

• Shared Vulnerabilities: Security is a shared responsibility. While providers secure the 

infrastructure, clients are responsible for password protection and multi-factor 

authentication. 

• Data Loss: Permanent loss can occur through natural disasters or accidental provider 

deletion, as seen in historical incidents involving Amazon and Google. 

Ethical and Legal Concerns 
• Compliance: Providers must adhere to specific standards; if they conflict with a client’s 

compliance requirements, they cannot be used. 

• Spiteful Activity: Disgruntled former employees or industry insiders can use the cloud to 

cause harm more easily than with physical servers. 
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• Utilitarianism in Policy: IT professionals are urged to design policies that consider 

"everyone's utility," protecting the interests of ordinary citizens and small companies as 

much as large governments. 

• Intellectual Property: The ease of digital transfer allows for the unauthorized distribution of 

copyrighted media. 

• Jurisdictional Issues: Data may be stored in different countries with different laws. This can 

lead to compliance violations or international relations conflicts if data enters a jurisdiction 

where it is not protected. 

• Discrimination: Vendors may prioritize large, high-paying accounts during crises, ignoring 

smaller customers. 
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Glossary of Key Terms 
• Cloud Computing: A style of computing where scalable IT capabilities are delivered as a service 

over the internet. 

• Compliance: A set of principles and standards that must be followed during the development 

and maintenance of a system. 

• Data Breach: An incident where information not intended for public release is accessed by 

unauthorized parties, often due to human error or vulnerability. 

• Disaster Recovery: The process and procedures for recovering data and restoring services after 

an emergency, such as a natural disaster or power outage. 

• Equipment as a Service (EaaS): A model focusing on the connection of Internet of Things (IoT) 

devices and equipment. 

• Infrastructure as a Service (IaaS): A service model providing hardware resources like CPU, 

storage, and bandwidth. 

• Malware Injection: Malicious code or scripts embedded into cloud services that run as 

legitimate software to eavesdrop or steal data. 

• Platform as a Service (PaaS): A service model that provides both infrastructure and a platform 

for application development and testing. 

• Software as a Service (SaaS): A service model where specific applications (e.g., Gmail, 

Dropbox) are provided online by a vendor. 

• Sustainability: The ability of cloud infrastructure to reduce environmental impact through 

energy efficiency and reduced physical waste. 

• Utilitarianism: An ethical framework suggesting that policies should be designed to benefit the 

greatest number of people and protect the interests of all users equally. 
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Principles and Practices of Business Ethics 

Executive Summary 
Business ethics serves as the foundational framework for applying moral principles to 

organizational conduct. It extends beyond mere legal compliance to define right and wrong behavior 

in daily operations and complex decision-making. This briefing outlines the critical role of ethics in 

building consumer trust, maintaining reputation, and ensuring long-term institutional sustainability. 

Key findings suggest that while unethical practices may offer fleeting short-term advantages, they 

inevitably lead to severe reputational, legal, and financial damage. The document further explores 

the necessity of ethical leadership, the implementation of formal codes of ethics, and the integration 

of Corporate Social Responsibility (CSR) as essential components of a modern, successful 

enterprise. 

Foundations of Business Ethics 
Business ethics is defined as the application of moral principles to business situations. It provides 

a roadmap for navigating organizational conduct and complex decision-making. As noted by Potter 

Stewart, "Ethics is knowing the difference between what you have a right to do and what is right to 

do." 

The Importance of Ethical Conduct 
Adhering to ethical standards provides several strategic advantages for an organization: 

• Trust and Loyalty: Building strong relationships with consumers. 

• Reputational Management: Enhancing the company's brand image. 

• Operational Integrity: Encouraging transparency and accountability throughout the 

organization. 

• Risk Mitigation: Avoiding legal scandals and costly penalties. 

Ethics vs. Legal Standards 
A critical distinction exists between legal requirements and ethical obligations. Law represents the 

minimum standard of behavior required by society. However, ethics goes beyond these legal 

mandates. 

Feature Legal Standards Ethical Standards 
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Scope Minimum required behavior. Higher moral aspirations. 

Justification Actions are permitted by law. Actions are morally right. 

Example 
Laying off employees to boost profits 

may be legal. 

Laying off employees solely for profit may be 

considered unethical. 

Core Principles and Typologies 
The document identifies five core principles that form the basis of ethical business behavior: 

• Integrity: Honesty and strong moral principles. 

• Fairness: Equal treatment of stakeholders without bias. 

• Respect: Valuing the rights and dignity of others. 

• Responsibility: Accountability for actions and their consequences. 

• Transparency: Maintaining open communication with all stakeholders. 

Categorization of Ethics 
Ethics within a business context can be divided into four primary types: 

1. Personal Ethics: Individual moral beliefs impacting workplace behavior. 

2. Professional Ethics: Standards specific to a particular profession (e.g., accounting). 

3. Organizational Ethics: The collective values and principles guiding a company. 

4. Global Ethics: Addressing ethical complexities in international markets. 

Common Ethical Dilemmas and Challenges 
Ethical dilemmas typically arise when there is a conflict between profit motives and moral 

principles. Common challenges include: 

• Financial and Regulatory Misconduct: Offering or accepting bribes, using insider 

information, and misleading advertising. 

• Workplace and Social Issues: Discriminatory hiring or promotion practices and 

environmental pollution. 

• Modern Security: Managing cyber risks and data protection. 

Whistleblowing 
Whistleblowing is the act of exposing illegal or unethical activities within an organization. For this 

to be effective: 

• Employees must feel safe to report wrongdoing. 
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• Organizations must lean on whistleblower protection laws. 

• A culture that encourages reporting helps detect and prevent fraud and misconduct. 

Organizational Frameworks for Ethics 
To institutionalize ethical behavior, organizations employ specific models and formal documents. 

Ethical Decision-Making Model 
A structured framework helps in making consistent and fair choices: 

1. Recognize the ethical issue. 

2. Gather relevant facts and stakeholder perspectives. 

3. Consider principles such as fairness, harm, and honesty. 

4. Evaluate alternatives and make a decision. 

5. Reflect on the outcome of the decision. 

Code of Ethics 
Most large organizations implement a formal Code of Ethics to: 

• Outline expected behaviors. 

• Provide guidelines for common challenges. 

• Promote a culture of honesty and accountability. 

The Role of Leadership and Corporate Social Responsibility (CSR) 
Ethical culture is driven from the top down. Leaders must model values, mentor others, and 

enforce conduct standards. Employees look to leadership for moral guidance, and an ethical culture 

effectively starts with those in charge. 

Corporate Social Responsibility (CSR) 
CSR represents a company’s commitment to contributing positively to society. Key pillars include: 

• Environmental protection (e.g., reducing carbon emissions). 

• Social equity. 

• Ethical labor practices. By prioritizing CSR, companies build stronger public relationships 

and contribute to social good. 

Global Business Ethics 
In an international environment, ethical standards vary across cultures. Organizations must 

balance: 
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• Local Customs: Respecting the traditions and norms of different regions. 

• Universal Principles: Upholding core ethical values regardless of location. 

• Corruption Prevention: Avoiding exploitation and bribery in international markets. 

Consequences of Unethical Behavior 
Failure to maintain ethical standards results in significant negative outcomes: 

• Reputational Damage: Permanent loss of customer trust. 

• Legal Impact: Lawsuits and severe legal penalties. 

• Internal Decay: A decline in employee morale. 

• Financial Ruin: Financial losses and potential market exit. 

Conclusion 
Business ethics are essential for sustainability and social contribution. As Warren Buffett famously 

observed regarding hiring: "In looking for people to hire, you look for three qualities: integrity, 

intelligence, and energy. And if they don’t have the first, the other two will kill you." Every 

organizational decision contributes to the broader workplace culture, and ethical businesses remain 

the most trusted and sustainable entities in the global market. 
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Glossary of Key Terms 
Term Definition 

Business Ethics 
The application of moral principles to business situations to define right and wrong 

conduct in an organization. 

Code of Ethics 
A formal document outlining expected ethical behavior and providing guidelines for 

common challenges. 

Corporate Social Responsibility 

(CSR) 

A company's commitment to contribute positively to society, including 

environmental and social efforts. 

Ethical Dilemma 
A situation, often involving a conflict between profits and principles, where a 

difficult moral choice must be made. 

Fairness The core principle of treating all stakeholders equally and without bias. 

Global Ethics 
The practice of addressing ethical issues and varying standards within international 

business environments. 

Integrity 
The quality of being honest and maintaining strong, uncompromising moral 

principles. 

Organizational Ethics 
The specific values and principles that guide the actions and culture of a particular 

company. 

Professional Ethics 
Ethical standards and rules of conduct specific to a particular profession, such as 

accounting. 

Transparency The practice of open and honest communication with all relevant stakeholders. 

Whistleblowing 
The act of reporting or exposing unethical, dishonest, or illegal activities within an 

organization. 
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Technical and Ethical Frameworks in Systems Analysis 
and Software Engineering 

Executive Summary 
The success of information technology systems is driven not merely by hardware and software, but 

by the professionals who analyze, design, and maintain them. Systems analysis and software 

engineering are high-stakes professions where ethical conduct is as critical as technical proficiency. 

This document outlines the distinct roles within the field, the inherent ethical challenges—ranging 

from "red lies" regarding project timelines to the management of safety-critical systems—and the 

specialized responsibilities of system administrators. A central finding is that ethical failures, often 

driven by extreme market pressure or poor methodology, lead to catastrophic outcomes including 

unusable products, legal liabilities, and the loss of human life. Adherence to rigorous development 

methodologies and professional codes of ethics is essential to mitigating these risks and ensuring 

system integrity. 

Professional Roles and Competencies 
Development of information systems requires a combination of technical, business, and 

interpersonal skills. While both positions are technologically intensive, they serve different 

functions: 

• Systems Analyst: A business professional who employs analysis and design techniques to 

solve business problems using information technology. They must possess broad knowledge 

across technical, business, and people-oriented domains. 

• Software Engineer: A professional who applies engineering principles to the design, 

development, maintenance, testing, and evaluation of software. 

• Functional Distinction: In a collaborative environment, the software engineer typically 

focuses on the design and coding of an application, while the systems analyst focuses on 

the hardware and business requirements necessary to run that application. 

Ethical Obligations of the Software Professional 
Ethical behavior is defined by how individuals and organizations ensure that decisions and actions 

conform to moral and professional principles. These principles serve as the foundation for an 

organization’s culture and distinguish right from wrong. 
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According to the professional framework, a software professional holds obligations to seven key 

stakeholders: 

1. Self: Maintaining personal integrity and honest self-assessment. 

2. Society / Public: Considering the broad impact of software on life and safety. 

3. Profession: Upholding the standards and reputation of the field. 

4. Product: Ensuring the end result is safe, functional, and reliable. 

5. Employer: Fulfilling contractual duties and protecting proprietary information. 

6. Client: Honest communication regarding project status and capabilities. 

7. Colleagues: Professionalism and cooperation within the development team. 

Core Challenges in Systems Development 

1. Requirements and Design Flaws 
• Software Specification: Most software errors are traceable to incomplete requirements. A 

specification is only complete if it successfully separates desirable behavior from unwanted 

program outcomes. 

• Design Gaps: A primary problem in modern software is the "communication step" where a 

domain expert (e.g., a car-brake designer) provides information to a programmer who is an 

expert in software but not the specific mechanical domain. 

2. Organizational and Market Pressures 
• Extreme Pressure: Companies often reduce time-to-market by compromising on known 

bugs or cutting quality assurance resources. 

• Red Lies: This occurs when representatives make knowingly false statements to clients or 

management, such as claiming a project is on schedule when the team knows it will be late. 

• Sweep it Under the Rug: A syndrome where management or staff ignores unforeseen issues 

that could damage a project, hoping they will disappear. 

• Cancelled Vacation Syndrome: Managers pressure staff to sacrifice personal time and 

money to meet short-term deadlines. 

3. Technical and Legal Risks 
• Unauthorized Software: Ethical issues arise from using open-source code without credit or 

utilizing illegal software, which complicates long-term maintenance. 
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• Maintenance Risks: Software maintenance involves changing the design to fix faults or 

adapt to new specifications. Even "small changes" intended to fix faults can significantly 

reduce system reliability. 

4. The Economics of Defect Removal 
The cost of addressing software defects increases exponentially as a project moves through its 

lifecycle. As shown in the data, the "Relative Cost" of fixing an error is lowest during the investigation 

and analysis phases, rises through design and development, and spikes dramatically during the 

testing and operation phases. 

Phase Relative Cost Level (Approximate) 

Investigation / Analysis Near Zero 

Design Minimal 

Develop Moderate 

Integration Significant 

Test High (~300+) 

Operation Maximum (1000) 

Development of Safety-Critical Systems 
Safety-critical systems are those where failure can lead to injury or death, such as nuclear reactors, 

aircraft navigation, and medical devices (MRI/CT scans). 

• Rigorous Process: These systems require a more time-consuming development process, 

thorough documentation, and vigilant checking. 

• Risk Analysis: A formal analysis must be conducted to determine what can go wrong, the 

likelihood of occurrence, and how to avert or detect risks. 

• Hazard Logs: Used by system safety engineers to track and account for hazards from project 

start to finish. 

• Redundancy and N-version Programming: To prevent catastrophic failure, designers may 

implement N-version programming, where the same requirements are implemented 

independently N times. These versions run in parallel, and a "voting algorithm" determines 

the result to use. 
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The Role and Ethics of the System Administrator 
System administrators (Sysadmins) hold a unique position of power because they have 

unrestricted "root" access to confidential information, including databases, passwords, and emails. 

Ethical Dilemmas for Sysadmins 

• The Slippery Slope: The ease with which an administrator can move from benign actions 

(scanning emails "for fun") to malicious ones (altering messages or blackmail). 

• Invasion of Privacy: Balancing the enforcement of company internet policies with the 

ethical implications of monitoring employee browser activity and emails. 

• Whistleblowing: Administrators may encounter data implicating the company in illegal 

activities, creating a conflict between reporting the crime and maintaining job security. 

• Security Compromises: Facing pressure from clients to cut costs by removing necessary 

security measures. 

Mitigation Strategies and Professional Standards 
To prevent ethical and technical failures, organizations should adopt standardized frameworks: 

• Software Development Methodologies: Using a standard work process enables controlled 

progress and makes negligence harder to prove in legal disputes. 

• Quality Assurance (QA): Dedicated methods within the cycle to guarantee reliable 

operation. 

• Informed Consent: Ensuring users and employees know the rules under which the system 

operates and how their data is monitored. 

• Codes of Conduct: 

o LOPSA Code of Ethics: Promoted by the League of Professional System 

Administrators, covering ten pillars including professionalism, privacy, and social 

responsibility. 

o Privileged Access Code of Conduct: Specific guidelines for users with elevated 

permissions, requiring them to acknowledge their responsibility and the limitations 

of their work. 

• Security Culture: Treating information security as a culture rather than just a technical 

requirement, where all employees are security-conscious. 

 



Shoug Alomran 

 44 

Glossary of Key Terms 
Term Definition 

Ethical Behavior 
The process of ensuring all decisions and actions conform to moral and professional 

principles, laws, and regulations. 

Hazard Log 
A system used by safety engineers to track and assess how detected hazards have been 

accounted for from project start to finish. 

Informed Consent 
An ethical policy ensuring users know the rules of the system and how it operates in 

various situations before use. 

LOPSA 
The League of Professional System Administrators; an organization that provides a ten-

point Code of Ethics for the profession. 

Quality Assurance (QA) 
Methods within the development cycle designed to guarantee the reliable operation of 

a product. 

Red Lies 
Statements made to clients or management known to be untrue, such as claiming a 

project is on schedule when it is not. 

Redundancy 
The provision of multiple interchangeable software components to perform a single 

function to cope with failures. 

Risk Analysis 
A formal process used in safety-critical systems to identify what can go wrong, the 

likelihood of occurrence, and mitigation strategies. 

Software Engineer 
A professional who applies engineering principles to design, develop, maintain, and 

test software for computers and devices. 

Sweep it under the rug 
A syndrome where management or staff ignores unforeseen issues in the hope they will 

vanish to keep a project running smoothly. 

Systems Analyst 
A business professional who uses analysis and design techniques to solve business 

problems through information technology. 

Whistleblower 
An individual who must choose between their job security and reporting their employer 

for illegal or unethical activities discovered during their work. 
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Saudi Arabian Anti-Cyber Crime Law 

Executive Summary 
The rapid advancement of information technology has necessitated a robust legal framework to 

combat the rise of unethical and malicious digital activities. In response, the Kingdom of Saudi 

Arabia enacted the Anti-Cyber Crime Law (Royal Decree Number M/17, dated March 26, 2007). This 

law serves as the nation's primary mechanism for enhancing information security, protecting the 

rights of computer users, and safeguarding the national economy, public interest, and religious 

values. 

The law categorizes cybercrimes into those against individuals, property, and the government, 

providing a graduated scale of penalties. These range from one year of imprisonment and fines of 

SAR 500,000 for privacy violations to ten years of imprisonment and fines of SAR 5 million for 

activities involving terrorism or threats to national security. Recent amendments have extended the 

law's reach to social networking platforms to address content that violates public morals. 

1. Defining and Categorizing Cybercrime 
Cybercrime is defined as any criminal activity that involves a computer and a network. As 

technology evolves, malicious actors utilize unethical routes to trespass on the privacy of individuals 

and entities. The Saudi legal framework classifies these offenses into three broad categories: 

Cybercrimes Against Individuals 
• Email Spoofing & Spamming: Sending unsolicited emails or forging headers to make 

messages appear to come from a legitimate source. 

• Phishing: Attempting to obtain sensitive data (usernames, passwords, credit card details) 

by masquerading as a trustworthy entity. 

• Cyber Stalking & Defamation: Using electronic means to harass, frighten, or publish false, 

slanderous statements intended to harm a reputation. 

• Cyber Pornography: Distribution or production of illicit material. 

Cybercrimes Against Property 
• Financial Theft: Including credit card skimming and identity theft (obtaining personally 

identifiable information for impersonation). 



Shoug Alomran 

 46 

• Intellectual Property (IP) Crimes: Software piracy (stealing, copying, or selling protected 

software) and copyright infringement. 

• Technical Attacks: Hacking, virus transmission, and Distributed Denial of Service (DDoS) 

attacks. 

• Domain Disputes: Issues involving "second level" domain names and cybersquatting. 

Cybercrimes Against Government 
• Service Disruption: Denial of Service (DoS) attacks, email bombing (overwhelming servers), 

and logic bombing (malicious code triggered by specific conditions). 

• Data Manipulation: "Data Diddling" (altering data during entry or processing) and 

unauthorized access to confidential information. 

• Public Safety Threats: Cyber-terrorism and the sale of illegal articles such as drugs, 

weapons, and wildlife. 

2. Advanced Methodologies of Cyber-Attack 
The source documentation highlights several specific techniques used by cybercriminals that the 

law seeks to mitigate: 

Technique Description 

Data 

Diddling 

The unauthorized alteration of data before or during entry into a computer system, 

often changed back after processing to hide the trail. 

Salami 

Attacks 

Financial crimes involving alterations so small (e.g., deducting SAR 2 from many 

accounts) that they go unnoticed by individuals but accumulate to large sums. 

Web Jacking 
Forcefully taking control of a website (often via password cracking) to hold it for 

ransom or for political purposes. 

Keyloggers 
A type of Trojan that logs every keystroke a victim makes, used primarily to steal online 

banking and financial credentials. 

3. The Saudi Anti-Cyber Crime Law (2007) 
The law consists of 16 provisions that define the scope, objectives, and specific penalties for digital 

offenses. 

Core Objectives 
1. Enhancement of information security. 
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2. Protection of rights regarding the legitimate use of computers and networks. 

3. Protection of public interest, morals, and common values. 

4. Protection of the national economy. 

Key Articles and Penalties 

Article Offense Maximum Penalty 

Article 3 
Spying, interception of data, blackmail, hacking to change website 

designs, invasion of privacy via camera phones, and defamation. 

1 year prison; SAR 

500,000 fine 

Article 4 
Fraud, identity theft to acquire bonds or property, and illegal access to 

bank/credit data. 

3 years prison; 

SAR 2 million fine 

Article 5 
Unauthorized deletion, destruction, or leaking of private data; causing 

network breakdowns or halting services. 

4 years prison; 

SAR 3 million fine 

Article 6 

Production/transmission of material impinging on public order, 

religious values, or morals; human trafficking; narcotics/drug trade 

websites. 

5 years prison; 

SAR 3 million fine 

Article 7 

Creating websites for terrorist organizations; promoting terrorist 

ideologies; hacking to obtain data jeopardizing state security or the 

national economy. 

10 years prison; 

SAR 5 million fine 

Incitement and Collaboration (Article 9) 
The law holds accomplices accountable. Any person who incites, assists, or collaborates in a 

cybercrime faces: 

• The maximum punishment designated for the crime if the crime is successfully committed. 

• Up to half the maximum punishment if the intended crime is not committed. 

4. Moral and Social Regulation 
The Saudi Anti-Cyber Crime Law is uniquely tailored to protect the social and religious fabric of the 

Kingdom. Article 6 specifically targets materials that violate religious values and public morals. 

Furthermore, the law has been amended to permit legal proceedings against social networking 

platforms (such as Twitter) for allowing accounts that deal with or promote acts of adultery or 

homosexuality. 
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5. Conclusion 
The Anti-Cyber Crime Law provides a comprehensive legal structure to address the "downside of 

the World Wide Web." By codifying specific crimes—from simple data diddling to complex cyber-

terrorism—and establishing heavy financial and custodial penalties, the Kingdom of Saudi Arabia 

maintains a dual focus on technical security and the preservation of societal values. 
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Glossary of Key Terms 
Term Definition 

Credit Card Skimming 
A type of theft where a small device is used to steal credit card information during a legitimate 

transaction. 

Cyber Defamation 
Slander or false statements conducted via digital media with the intention of harming an 

entity's reputation. 

Cyber Squatting 
A crime against property involving disputes over domain names and intellectual property 

rights violations. 

Cyber Stalking Using the internet or electronic means to harass, threaten, or frighten an individual or group. 

Data Diddling 
The unauthorized alteration of data during or before entry into a computer system, often 

changed back after processing. 

Denial of Service (DoS) 
An attack that prevents legitimate users from accessing targeted computer systems or 

network resources. 

Domain Name Dispute 
A conflict arising over "second level" domain names (e.g., the name to the left of ".com") which 

cannot coexist. 

Email Bombing 
Sending massive volumes of email to an address to overflow the mailbox or overwhelm the 

server. 

Email Spoofing 
The forgery of an email header so that a message appears to have originated from a source 

other than the actual one. 

Financial Crime 
Crimes involving money laundering, shell companies, or various frauds like bank scams and 

"Nigerian fraud." 

Identity Theft 
A crime where an imposter obtains personally identifiable information (like a driver's license) 

to impersonate someone else. 

Keyloggers 
A type of Trojan used to record every stroke a victim makes on their keyboard, often to steal 

banking details. 

Logic Bomb 
A piece of code inserted into software that triggers a malicious function only when specific 

conditions are met. 

Phishing 
An attempt to obtain sensitive information (passwords, credit cards) by disguising as a 

trustworthy entity in electronic communications. 
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Salami Attack 
A financial crime involving very small, unnoticeable alterations to data to steal large sums of 

money collectively. 

Software Piracy The illegal copying, distribution, modification, or sale of legally protected software. 

Spamming 
The sending of unsolicited emails, generally advertisements, to individuals who did not 

request the information. 

Web Jacking Forcefully taking control of a website by cracking its password to hold the owner for ransom. 
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Kantianism and Deontological Ethics 

Executive Summary 
Kantianism, a deontological ethical theory established by Immanuel Kant (1724–1804), posits that 

the morality of an action is determined by adherence to universal moral laws and the principle of 

duty, rather than the consequences of the action. The core of this system is the "Good Will"—the 

motivation to do the right thing—which Kant argues is the only thing that is inherently good. 

The framework is governed by the Categorical Imperative, which requires that moral actions be 

universalizable and that human beings are treated as ends in themselves, never merely as means to 

an end. While Kantianism provides a rational, logical, and egalitarian approach to ethics, it faces 

challenges in resolving conflicts between competing duties and its rigid refusal to allow exceptions 

to "perfect duties," even in extreme circumstances. Despite these weaknesses, it remains a 

foundational and workable ethical theory in modern philosophy. 

I. Foundations of Kantian Ethics 

The Concept of Deontology 
The term "deontology" is derived from the Greek root deon, meaning duty. Unlike consequentialist 

theories that judge an action by its outcome, Kantianism asserts that people’s actions should be 

guided by universal moral laws based on logical reason. 

The Primacy of the "Good Will" 
Kant argued that common virtues such as intelligence or wealth are not inherently good, as they 

can be applied toward evil ends. The only attribute that is "always good in itself" is a good will—the 

internal motivation to perform one's duty regardless of the circumstances. 

Key Characteristics of Kantianism 
• Universalizability: Moral laws must be applicable to everyone. 

• Rationality: Ethical decisions are derived from logic rather than emotion or desire. 

• Equality: The theory requires treating all individuals with equal respect as rational beings. 

II. The Categorical Imperative 
The Categorical Imperative represents the central philosophical pillar of Kant’s work. These are 

absolute requirements that do not depend on a person's specific desires or circumstances. 
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The First Formulation: Universalizability 
An action is morally right if its underlying principle (or maxim) can be universalized. If a rule 

becomes self-defeating when applied to everyone, it is morally flawed. 

• Example (Truth-telling): Telling the truth can be universalized. 

• Example (Lying): If everyone lied, the concept of a "promise" or "truth" would become 

meaningless, and lying would lose its purpose. Therefore, lying is logically inconsistent when 

universalized. 

• Example (Murder): If everyone murdered those they disliked, society would cease to exist. 

The Second Formulation: Humanity as an End 
This formulation dictates: "Act so that you treat both yourself and other people as ends and never 

only as means to an end." 

This principle forbids "using" others to achieve a goal. To respect another person’s reason, one 

must allow them the information and agency to make their own decisions. Every interaction must 

respect the other party as a rational being. 

III. Categorization of Duties 
Kant distinguishes between two types of moral obligations: Perfect and Imperfect duties. 

Feature Perfect Duties Imperfect Duties 

Definition Absolute, unconditional obligations. Flexible obligations allowing for discretion. 

Form Usually negative ("Do not"). Usually positive ("Do"). 

Rigidity Strict; no exceptions allowed. Context-dependent; allows prioritization. 

Examples Do not lie; do not steal; do not murder. Help others; cultivate your talents. 

Application Binding in all circumstances. Choice in how, when, and where to fulfill. 

IV. Practical Applications: Case Studies 
The following scenarios illustrate how Kantianism is applied to complex ethical dilemmas. 

1. The Semi-conductor Fabrication Plant 
Scenario: A plant is scheduled to close in one year. To maintain production until the shutdown, the 

company needs to hire new, highly qualified employees from out of state. If the company discloses 

the upcoming closure, the applicants will likely refuse to move. 
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• Kantian Evaluation (2nd Formulation): The company has a moral obligation to disclose the 

information. Withholding the truth treats the applicants as a "means to an end" (maintaining 

production) rather than "ends in themselves" (rational beings who deserve to make informed 

life decisions). 

2. Academic Plagiarism 
Scenario: Carla, a struggling student and single mother, purchases a report to ensure she passes a 

difficult course. 

• Kantian Evaluation (1st Formulation): Carla’s rule ("I may claim credit for work performed 

by someone else") is self-defeating. If universalized, academic reports would no longer be 

credible indicators of knowledge, and professors would stop giving credit for them. 

• Kantian Evaluation (2nd Formulation): Carla used her professor as a means to an end 

(obtaining a grade) through deception, failing to respect the professor as a rational 

participant in the educational process. 

V. Evaluative Assessment of Kantianism 

Arguments in Favor 
• Rationality: It provides a logical framework for explaining why an action is right or wrong. 

• Universal Fairness: It produces guidelines that apply to all people across history, ensuring 

people in similar situations are treated equally. 

• Practicality: It is considered a "workable" ethical theory that provides clear rules for 

conduct. 

Arguments Against 
• Conflicting Rules: Kantianism struggles when two moral rules apply to the same situation. 

For example, the duty to "help those in need" may conflict with the duty to "keep your 

promises" (e.g., stopping to help an injured person and missing a scheduled meeting). 

• Conflict Between Perfect Duties: The theory does not provide a clear resolution when two 

perfect duties clash, such as the duty not to lie versus the duty to preserve life (e.g., lying to 

a murderer to protect a victim). 

• Lack of Exceptions: The rigidity regarding perfect duties is often viewed as a weakness. Kant 

argues that lying is always wrong, even in extreme, life-threatening circumstances where an 

exception might seem morally intuitive. 
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Glossary of Key Terms 
Term Definition 

Categorical Imperative 
A moral law that identifies principles that must be followed regardless of a person’s 

circumstances or desires; these laws are universal and derived from reason. 

Deontology 

An ethical theory derived from the Greek word deon (duty), which posits that the 

rightness or wrongness of an action is based on inherent principles and duties rather 

than consequences. 

Ends in Themselves 
The moral requirement to treat individuals as rational beings with their own intrinsic 

value and goals, rather than as tools for achieving one's own purposes. 

Good Will 
The only thing that is always good in itself; it is the internal motivation to perform one's 

moral duty regardless of the outcome. 

Imperfect Duty 
A moral obligation that is flexible and allows for personal discretion in its fulfillment 

(e.g., helping others); often framed as a positive duty. 

Means to an End 
The act of "using" another person or oneself solely as a tool to achieve a specific goal, 

which fails to respect their rational nature. 

Perfect Duty 
An absolute, unconditional, and strict obligation that must always be followed without 

exception (e.g., not lying); often framed as a negative duty. 

Universalizability 
The principle that a moral rule must be able to be applied to everyone in all 

circumstances without resulting in a logical contradiction or being self-defeating. 
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Ethical Frameworks: Utilitarianism and the Principle of 
Utility 

Executive Summary 
The following briefing examines the ethical framework of Utilitarianism, a consequentialist theory 

pioneered by Jeremy Bentham and John Stuart Mill. At its core is the Principle of Utility, also known 

as the Greatest Happiness Principle, which asserts that the morality of an action is determined 

entirely by its outcome: specifically, the extent to which it increases happiness or decreases 

unhappiness for the affected parties. 

This document analyzes the two primary branches of this theory: Act Utilitarianism, which 

evaluates individual actions based on their specific outcomes, and Rule Utilitarianism, which 

evaluates actions based on their adherence to rules that maximize collective happiness. While Act 

Utilitarianism is valued for its practicality and focus on happiness, it faces criticism for potentially 

ignoring inherent duties, such as promise-keeping. Rule Utilitarianism addresses these concerns by 

prioritizing long-term social benefits and rule-based consistency. Both are considered workable 

ethical theories, though they approach the calculation of "the good" through different 

methodologies. 

The Principle of Utility 
The foundation of utilitarian thought is the Principle of Utility. This principle serves as the metric for 

determining the moral worth of behaviors, policies, and actions. 

Definitions and Key Concepts 
• Fundamental Tenet: An action is considered "good" if it benefits someone and "bad" if it 

harms someone. 

• Utility: The tendency of an object, action, or policy to produce happiness/benefit or prevent 

unhappiness/cost for an individual or community. 

• The Calculus of Utility: Moral decision-making is framed as a balance of benefits against 

costs: 

o The Positive: Happiness, advantage, benefit, good, pleasure, and profit. 

o The Negative: Unhappiness, disadvantage, cost, evil, and pain. 
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Core Focus 
Utilitarianism focuses exclusively on the outcome or consequence of an act or rule. Unlike other 

ethical systems, it does not prioritize the intention, behavior, or attitude of the actor; the result is the 

sole determinant of right and wrong. 

Act Utilitarianism 
Act Utilitarianism applies the Principle of Utility to individual actions. An individual act is deemed 

morally acceptable if its consequences produce the greatest amount of good for the greatest 

number of people affected by that specific act. 

Case Study: Highway Construction 
To evaluate an action using Act Utilitarianism, one must calculate the total costs and benefits. The 

following scenario illustrates this process: 

Scenario: A state is considering replacing a curvy highway with a straighter, three-mile section. 

Category Description Value (Cost/Benefit) 

Costs Homeowner compensation (150 houses) $20 million 

Costs Construction costs $10 million 

Costs Environmental impact (lost habitat) $1 million 

Total Costs  $31 million 

Benefits Savings to drivers ($6k/day over 25 years) $39 million 

Net Result  $8 million (Good) 

Conclusion: Because the benefit (39 million) exceeds the cost (31 million), building the highway is 

considered a morally "good" action under Act Utilitarianism. 

Critical Evaluation of Act Utilitarianism 
• The Case For: 

o It is a practical and attractive theory for many because its focus on happiness is seen 

as reasonable. 

• The Case Against: 

o Scope Ambiguity: It is often unclear who should be included in the calculations. 



Shoug Alomran 

 57 

o Conflict with Duty: It ignores innate senses of duty. For example, if breaking a 

promise results in 1,001 units of good while keeping it results in only 1,000, Act 

Utilitarianism would mandate breaking the promise. 

Rule Utilitarianism 
Rule Utilitarianism suggests that an action is right if it follows a rule that, if universally adopted, 

would lead to the greatest net happiness. Rather than judging acts individually, this framework 

judges the correctness of the rules that govern those acts. 

Key Characteristics 
• Universal Adoption: A rule is chosen based on the amount of good it brings about when 

followed by everyone. 

• Collective Happiness: Behavior should be based on rules understood to maximize 

happiness for society as a whole over the long term. 

• Stability of Rules: Unlike Act Utilitarianism, Rule Utilitarianism can survive "exceptional 

situations." It recognizes that the long-term benefit of keeping promises outweighs the 

marginal gains of breaking them in specific instances. 

Comparative Analysis: Rule Utilitarianism vs. Kantianism 
While both systems utilize rules, their derivations differ significantly: 

Feature Rule Utilitarianism Kantianism 

Primary 

Focus 
Consequences of the action The will/motivation behind the action 

Rule 

Derivation 

Universal adoption results in the 

greatest happiness 

Universal adoption must align with the 

Categorical Imperative 

View of 

Humans 

Affected parties in a happiness 

calculation 

Ends in themselves, never merely a means 

to an end 

Strengths of Rule Utilitarianism 
Rule Utilitarianism is often viewed as a more robust and "workable" ethical theory than Act 

Utilitarianism for several reasons: 

1. Ease of Use: It is simpler to follow established rules than to perform a complex utilitarian 

calculus for every single moral decision. 
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2. Overcoming Bias: By asking "is this rule okay for everyone?" rather than "is this act okay for 

me?", it avoids personal bias. 

3. Societal Appeal: It appeals to a wide cross-section of society by providing a framework 

where an action is justifiable only if allowing it as a rule brings about greater net happiness 

than forbidding it. 

4. Preservation of Trust: By valuing rules like promise-keeping, it maintains social cohesion in 

ways that purely act-based calculations might undermine. 
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Glossary of Key Terms 
Term Definition 

Act Utilitarianism 
An ethical theory stating that an individual act is morally right if its specific 

consequences produce the greatest good for the greatest number of people affected. 

Categorical Imperative 
A Kantian principle stating that all human beings should be treated as ends in 

themselves, never merely as a means to an end. 

Greatest Happiness 

Principle 

Another name for the Principle of Utility; the idea that the morality of an action is 

determined by the extent to which it increases or decreases total happiness. 

Happiness 
In utilitarian terms, this is synonymous with advantage, benefit, good, pleasure, and 

profit. 

Kantianism 
An ethical framework that focuses on the will motivating an action and adherence to 

moral rules regardless of consequences. 

Principle of Utility 
The foundational rule of utilitarianism which posits that an action is good if it benefits 

someone (produces happiness) and bad if it harms someone (produces unhappiness). 

Rule Utilitarianism 
An ethical theory where the correctness of an action is determined by whether it follows 

a rule that, when universally adopted, maximizes collective happiness. 

Unhappiness In utilitarian terms, this is synonymous with disadvantage, cost, evil, and pain. 

Utilitarian Calculus 
The process of weighing the total costs (unhappiness) against the total benefits 

(happiness) of an action to determine its moral value. 

Utility 
The tendency of an object or action to produce happiness or prevent unhappiness for 

an individual or a community. 
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Social Contract Theory and Principles of Justice 

Executive Summary 
Social Contract Theory (SCT) posits that moral and political obligations are derived from an implicit 

agreement among individuals to form a society. Based largely on the philosophical foundations of 

Thomas Hobbes, the theory suggests that rational people accept specific moral rules and 

government enforcement to escape a state of chaotic self-interest and to secure the benefits of 

community life. 

This briefing outlines the mechanics of the social contract, the distinction between positive and 

negative rights, and the principles of justice as defined by John Rawls. While SCT provides a robust 

framework for analyzing citizen-government relations and collective benefits, it faces criticism 

regarding its hypothetical nature and its application to those unable to fulfill contractual obligations. 

Despite these critiques, SCT is categorized as a "workable" ethical theory that prioritizes collective 

rights to life, liberty, and property. 

Foundations of Social Contract Theory 

The Hobbesian Premise 
Thomas Hobbes argues that without a set of rules and a mechanism for enforcement, human 

existence would be defined by perpetual conflict. In this state: 

• Lack of Value: Individuals would not produce anything of value because there would be no 

guarantee of retaining what they created. 

• Conflict: People would be consumed by the dual tasks of taking what they need from others 

and defending themselves against attacks. 

The Implicit Agreement 
To move beyond this state, everyone living in a civilized society implicitly agrees to a "social 

contract." This arrangement consists of: 

1. Moral Rules: The establishment of a set of rules to govern relations among citizens. 

2. Enforcement: A government capable of enforcing these rules. 

3. Universal Application: No individual is considered above the rules; the community 

determines the regulations, and every member is obliged to obey. 
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Comparative Analysis: Social Contract Theory vs. Deontology 
Social Contract Theory shares commonalities with Kantian Ethics (Deontology) but differs in its 

criteria for "correct" moral rules. 

Feature Kantianism (Deontology) Social Contract Theory 

Basis Universal moral rules. Universal moral rules. 

Criteria for 

Rules 

A rule is right if it can be 

universalized without logical 

contradiction. 

A rule is right if rational people collectively 

accept it for the benefits it provides the 

community. 

Motivation Dutifulness. Rights. 

Focus The individual. The individual. 

The Framework of Rights and Justice 

Kinds of Rights 
Under Social Contract Theory, rights are categorized by the obligations they place on others: 

• Negative Rights: These are guaranteed by others refraining from interference. An example is 

the right of free expression, which is exercised by being left alone. 

• Positive Rights: These obligate others to perform specific actions on an individual’s behalf, 

such as the right to free education. 

John Rawls’s Principles of Justice 
John Rawls provides a structured approach to justice that aligns with Social Contract Theory 

through two primary principles: 

1. First Principle: Every individual has a claim to a "fully adequate" number of basic rights and 

liberties, provided these claims are consistent with everyone else possessing the same 

rights. 

2. Second Principle: Social and economic inequalities are only permissible if they meet two 

conditions: 

o They must be attached to positions that everyone has a fair and equal opportunity to 

achieve. 

o The Difference Principle: They must result in the greatest benefit to the least-

advantaged members of society. 



Shoug Alomran 

 62 

Applied Ethical Analysis: The DVD Rental Scenario 
To evaluate the practical application of SCT, the sources provide a scenario involving "Bill," a DVD 

rental store owner who collects customer data to create and sell consumer profiles to marketing 

firms. 

The Ethical Conflict: 
• Some customers appreciate the resulting catalogs; others view them as "junk mail." 

• Evaluation via SCT: The analysis hinges on which party holds the right to the information. 

o If Bill and the customer have equal rights to the transaction data, Bill's actions are 

permissible. 

o If customers have a right to confidentiality (a negative right to be left alone or a right 

to privacy), Bill is ethically wrong to sell the information without explicit permission. 

Critical Evaluation of Social Contract Theory 

Strengths (The Case For) 
• Language of Rights: It provides a clear vocabulary for discussing ethical obligations through 

the lens of individual and collective rights. 

• Explains Self-Interest: It offers a rationale for why individuals should curb self-interest for 

the common good (e.g., using public transportation during a gasoline shortage to benefit the 

whole city). 

• Governmental Clarity: It justifies the punishment of criminals (e.g., imprisonment) as a 

necessary enforcement of the contract. 

• Reciprocity: It establishes that everyone receives certain benefits in exchange for bearing 

certain burdens. 

Weaknesses (The Case Against) 
• The "Unsigned" Contract: Critics point out that no individual actually signed a physical 

contract, making the "agreement" hypothetical. 

• Multiple Characterizations: The same action can be interpreted from many points of view, 

complicating the analysis. 

• Conflicting Rights: The theory struggles to resolve cases where two rights clash, such as the 

debate over abortion involving a mother's right to privacy versus a fetus's right to life. 
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• Treatment of Non-Contractors: There is a risk of unjust treatment for those who cannot 

uphold their end of the contract, such as drug addicts, the mentally ill, or criminals. 

Comparison of Workable Ethical Theories 
The following table summarizes the distinctions between the primary "workable" ethical theories 

described in the sources: 

Theory Motivation Criteria Focus Core Summary 

Kantianism Dutifulness Rules Individual Respect others as rational beings. 

Act Utilitarianism Consequence Actions Group Increase total good for affected parties. 

Rule Utilitarianism Consequence/Duty Rules Group 
Follow rules that result in the greatest total 

good. 

Social Contract Rights Rules Individual Promote collective rights (life, liberty, property). 
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Glossary of Key Terms 
Term Definition 

Act Utilitarianism 
An ethical theory where an action is right if it results in an increase in the total good of 

the affected parties. 

Difference Principle 
Part of John Rawls's theory of justice stating that social and economic inequalities 

should benefit the least-advantaged members of society. 

John Rawls 
A philosopher who proposed principles of justice aligned with Social Contract Theory, 

focusing on basic liberties and fair opportunity. 

Kantianism (Deontology) 
An ethical theory based on dutifulness and universal moral rules; an action is right if the 

rule it follows can be universalized without contradiction. 

Negative Right 
A right that is fulfilled by the non-interference of others, allowing an individual to 

exercise the right (e.g., free expression). 

Positive Right 
A right that requires others to take action or provide a service on an individual’s behalf 

(e.g., free education). 

Rule Utilitarianism 
An ethical theory where a moral rule is correct if the effect of everyone following it all 

the time would be the greatest increase in the total good. 

Social Contract 
An implicit agreement among individuals to establish moral rules and a government to 

enforce them, forming the basis of a civilized society. 

Social Contract Theory 
The view that moral and political obligations are dependent on a contract among people 

to form a society; it promotes collective rights like life, liberty, and property. 

Thomas Hobbes 
A philosopher who argued that the social contract is necessary to prevent a state of 

nature where people consume themselves with self-defense and theft. 
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Intellectual Property Law and Information Management 
Briefing 

Executive Summary 
Intellectual property (IP) law constitutes a complex legal framework—comprised primarily of 

copyright, patent, and trade secret legislation—designed to govern the ownership of intellectual 

objects. While copyrights protect creative and artistic expressions fixed in tangible media, patents 

safeguard functional inventions and processes. Trade secrets offer an alternative for protecting 

confidential business information without the time limits or public disclosure requirements 

associated with patents. 

Modern IP challenges are increasingly digital, necessitating technologies like Digital Rights 

Management (DRM) and legislative measures such as the Digital Millennium Copyright Act (DMCA). 

This document provides a detailed analysis of these protections, the nuances of software-specific 

IP, the ethical implications of plagiarism, and the role of competitive intelligence in business 

strategy. 

1. Primary Frameworks of Intellectual Property 
The ownership of intellectual property is addressed through three distinct legal channels: 

Legal 

Framework 
Primary Protection Subject Matter Examples 

Copyright Law Authored works of creative expression. 
Art, books, film, music, software 

source code. 

Patent Law 
Functional inventions and useful 

improvements. 

Machines, processes, compositions of 

matter. 

Trade Secret 

Law 

Confidential information critical to 

success. 

Formulas, designs, commercial 

methods. 

Protection for Intellectual Objects 
• Tangible Medium Requirement: Literary or artistic ideas must be expressed in a tangible 

medium (e.g., a physical book or musical score) to receive protection. Intangible forms are 

not covered. 
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• Functional Nature: Ideas that are functional, such as inventions, must be expressed as a 

machine or a process to qualify for protection. 

• Excluded Items: Common knowledge and abstract ideas cannot be copyrighted or 

patented. 

2. Copyright Law and the Digital Landscape 
The primary aim of copyright is to protect original works of authorship. In many jurisdictions, 

including Saudi Arabia (per Royal Decree No. M/41, 2003), copyright is granted automatically once 

a creation is fixed in a medium. 

Core Rights of the Author 
Copyright recognizes four essential rights: 

1. Reproduction Rights: The right to print, photocopy, or convert works into different formats 

(e.g., digital or audio). 

2. Derivative Rights: The right to create new works based on the original (e.g., a movie 

adaptation of a novel or language translation). 

3. Performance Rights: The right to perform or display the work publicly, including 

broadcasting over the internet or cables. 

4. Distribution Rights: The right to sell, rent, lease, or lend copies of the work. 

Fair Use Doctrine 
The Fair Use Doctrine maintains a balance between author rights and public access, allowing 

limited use without permission for purposes such as news reporting, teaching, research, and 

criticism. Factors for determining fair use include: 

• The purpose and character of the use (commercial vs. nonprofit). 

• The nature of the copyrighted work (fair use generally does not apply to unpublished works). 

• The portion used in relation to the whole work. 

• The effect on the potential market value of the work. 

Digital Protections 
• Digital Rights Management (DRM): Technologies used to ensure content is viewed only by 

the purchaser. DRM encrypts material and locks it to specific devices (e.g., Amazon Kindle 

books). 
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• Digital Millennium Copyright Act (DMCA): Legislation containing an anti-circumvention 

clause that prohibits bypassing technological measures used to control access to protected 

works. 

• Doctrine of First Sale: Grants the owner of a specific copy the right to sell or dispose of it 

without the author's permission. Notably, this doctrine does not apply to ebooks. 

3. Patent Law and Software Innovation 
Patents grant property rights to inventors, allowing them to exclude others from making, using, or 

selling an invention. Unlike copyright, a patent prevents independent creation of the same invention. 

Requirements for Patentability 
An invention must pass four specific tests: 

1. Legal Class: Must be a process, machine, manufacture, composition of matter, or a new 

improvement. 

2. Useful: Must have a practical application. 

3. Novel: Must not have been previously invented by others. 

4. Non-obvious: Must not be obvious to a person with ordinary skill in the relevant field. 

Software Patents 
Software patents cover ideas, processes, and operational methods. While source code is typically 

copyrighted, the functional logic (often represented via flow charts and decision trees) may be 

patented. 

• Controversy: There is significant debate over whether software qualifies as a "genuine 

invention." 

• Concerns: Critics argue software patents can protect abstract ideas with ill-defined 

boundaries, potentially reducing innovation due to the high interdependency of technology. 

• Cross-Licensing: Large firms often enter 10-year cross-licensing agreements (e.g., Apple 

and HTC) to permit mutual use of patents and avoid litigation. 

Types of Patent Infringement 
• Direct Infringement: Making, using, or selling a patented item without a license. 

• Indirect Infringement: Aiding others in infringement, including "inducement" (providing 

instructions/plans). 
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• Contributory Infringement: Providing a component that has no other reasonable use but to 

help someone else infringe. 

• Literal Infringement: A direct correspondence between a new device and a patented one. 

• Willful Infringement: Purposely using patented ideas. Courts can award up to three times 

the claimed damages for intentional violations. 

4. Trademarks and Cybersquatting 
A trademark is a legally registered sign (logo, word, sound, or package design) that differentiates 

products in the marketplace. 

• Trade Dress: This protects the "look and feel" of a product or its packaging, and increasingly, 

the look and feel of websites. 

• Duration: Trademark protection can last indefinitely, provided the owner continues to renew 

the registration. 

• Cybersquatting: The bad-faith registration of domain names to profit from the goodwill of a 

trademark. To curb this, organizations are encouraged to register their names across 

multiple extensions (.com, .org, .info) and misspelling variants. 

5. Trade Secrets 
Trade secrets serve as an alternative to patents and trademarks, allowing intellectual property to 

remain undisclosed. 

Key Characteristics 
• Represents economic value and requires effort/cost to develop. 

• Must possess some degree of novelty and be generally unknown to the public. 

• Only considered a trade secret if the company takes active steps to keep it confidential. 

Legal Protections 
Organizations protect these secrets through Non-Disclosure Agreements (NDAs) and Non-

compete clauses. Employees may be required to: 

• Sign agreements not to reveal proprietary information. 

• Assign ownership rights of work-products created during employment to the employer. 

• Refrain from working for competitors for a specified period or geographic region. 
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6. Plagiarism and Ethics 
Plagiarism is defined as stealing someone’s ideas or words and passing them off as one's own. It 

is a distinct concept from copyright infringement. 

• Plagiarism vs. Infringement: Paying someone to write an essay and submitting it as one's 

own is plagiarism (even with the author's permission), but it is not copyright infringement. 

Conversely, using a professional photograph without permission is copyright infringement, 

but may not be plagiarism if the original photographer is credited. 

• Academic Impact: Many students mistakenly believe electronic content is in the public 

domain. 

Plagiarism Detection Services 
Various tools are used to check submitted material against electronic databases: 

Service Name Website Provider 

iThenticate www.ithenticate.com iParadigms 

Turnitin www.turnitin.com iParadigms 

SafeAssign www.safeassign.com Blackboard 

Glatt Plagiarism Services www.plagiarism.com Glatt Plagiarism Services 

EVE Plagiarism Detection www.canexus.com/eve CaNexus 

7. Business Intelligence and Strategy 

Competitive Intelligence (CI) 
CI involves the ethical collection and analysis of information to anticipate competitor activity and 

market disruptions. Data sources for CI include: 

• Annual/quarterly reports and press releases. 

• Analyses by the investment community (e.g., Standard & Poor’s). 

• Interviews with suppliers and former employees. 

• Publicly accessible patents and environmental impact statements. 

Reverse Engineering 
This is the process of taking something apart—hardware or software—to understand, copy, or 

improve it. Examples include converting program code to a higher-level design or adapting an 

application to run on a different vendor's database. This practice has historically influenced the 



Shoug Alomran 

 70 

development of user interfaces (Macintosh), utility features (DOS/Windows), and search engine 

methods (Bing). 

Saudi Authority for Intellectual Property (SAIP) 
Established to consolidate IP departments, SAIP leads the national IP strategy in Saudi Arabia. Its 

goals include updating rules, increasing awareness for stakeholders (inventors, entrepreneurs, 

consumers), and coordinating enforcement efforts across various ministries. 
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Glossary of Key Terms 
Term Definition 

Anticybersquatting Consumer 

Protection Act 

Legislation allowing trademark owners to challenge foreign entities who register 

domain names in bad faith. 

Competitive Intelligence (CI) 
The structured and ethical collection and analysis of information to anticipate 

competitor activity and interpret market events. 

Cybersquatting 
The practice of registering, selling, or using a domain name with the bad faith 

intent of profiting from the goodwill of someone else's trademark. 

Digital Millennium Copyright Act 

(DMCA) 

A law containing an anti-circumvention clause that makes it illegal to bypass 

technological measures (like encryption) that control access to copyrighted work. 

Digital Rights Management (DRM) 
A collection of technologies used to ensure that copyrighted digital content can 

only be viewed by the authorized purchaser. 

Fair Use Doctrine 

A legal principle that maintains a balance between author rights and public 

access by allowing limited use of copyrighted material without permission for 

specific purposes. 

Non-Disclosure Agreement (NDA) 
A legal contract used to protect trade secrets by prohibiting employees or 

partners from revealing an employer's proprietary information. 

Patent 

A property right granted to inventors that permits the owner to exclude the public 

from making, using, or selling a protected invention for a set period (typically 20 

years). 

Plagiarism The act of stealing someone's ideas or words and passing them off as one's own. 

Reverse Engineering 
The process of taking something apart (hardware or software) to understand its 

structure, build a copy, or improve upon it. 

Software Piracy The unauthorized use or distribution of copyrighted software programs. 

Trade Dress 
A branch of trademark law that involves the total "look and feel" of a product, its 

packaging, or even a website. 

Trade Secret 
A formula, process, or piece of information not generally known by which a 

business can obtain an economic advantage over competitors. 

Trademark 
A legally registered sign, logo, word, or symbol that enables consumers to 

differentiate one company's products or services from another's. 
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Partial List of Plagiarism Detection Services 
The following services are used by instructors to check submitted materials against databases of 

electronic content: 

• iThenticate (Provider: iParadigms) 

• Turnitin (Provider: iParadigms) 

• SafeAssign (Provider: Blackboard) 

• Glatt Plagiarism Services 

• EVE Plagiarism Detection (Provider: CaNexus) 
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Understanding and Mitigating Social Engineering Risks 

Executive Summary 
Social engineering is defined as the "art of manipulating people so they give up confidential 

information." Unlike traditional hacking, which targets software vulnerabilities, social engineering 

exploits the natural human inclination to trust. It requires little to no technical skill, making it an 

attractive and effective method for criminals to obtain passwords, bank information, and 

unauthorized system access. 

The dangers of social engineering are profound, ranging from identity theft and data corruption to 

physical security threats and unplanned system downtime. While 94% of users believe they can 

recognize these attempts, data suggests that nearly half of users still click on fraudulent links. This 

briefing outlines the primary types of social engineering—including phishing, vishing, smishing, and 

impersonation—and provides actionable strategies for both individuals and organizations to 

mitigate these risks through behavioral changes, technical safeguards, and simulated training. 

The Nature and Appeal of Social Engineering 
Social engineering succeeds because it bypasses technical barriers by targeting the "human 

element." 

• Ease of Execution: Criminals prefer social engineering because it is often easier to exploit 

human psychology than to discover software vulnerabilities. It does not require advanced 

technical skills to hack computers or acquire information. 

• The Trust Mechanism: The practice is described as the "clever manipulation of the natural 

human tendency to trust." 

• Primary Objectives: 

o Tricking individuals into disclosing passwords or banking details. 

o Gaining access to computers to install malicious software. 

o Acquiring control over an individual's computer and network.  

Consequences of Successful Attacks 
The impact of social engineering can be categorized into several critical risk areas: 

Risk Category Potential Impact 

Financial/Identity Identity theft involving bank account numbers and Social Security numbers. 
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Data Security Theft of various types of data and corruption of existing information. 

Operational Unplanned system downtime and loss of information system integrity. 

Physical Security Direct physical security threats to facilities or personnel. 

Taxonomy of Common Attack Vectors 

1. Phishing (Email-Based) 
Phishing is the process of obtaining personal information via fraudulent emails that appear 

authentic. 

• Spear Phishing: A targeted attack aimed at a specific individual. 

• Whaling: Scams targeting high-level individuals within business or government offices to 

gain credentials that can unlock large amounts of consumer or user data. 

• Tactic: "Email from a Friend": These messages exploit curiosity and trust. They often 

contain links to malware or downloads (music, documents, etc.) with embedded malicious 

software. Once infected, the criminal can access contacts and spread the attack further.  

• Tactic: "Emergency/Charity": Requests for money because a friend is "stuck" in a foreign 

country or invitations to donate to a fraudulent fundraiser. 

2. Vishing (Voice/Phone-Based) 
Vishing is the most prevalent type of social engineering attack. 

• Authority Imitation: Attackers call and imitate someone in a position of authority or 

relevance to extract information. 

• Caller ID Deception: Hackers use PBX tricks or company operators to make calls appear to 

be coming from inside a corporation. 

• Help Desk Vulnerability: Help desks are described as a "gold mine" because employees are 

trained to be friendly and helpful. They often have minimal security training and may prioritize 

speed over verification. 

3. Smishing (SMS/Text-Based) 
Smishing uses mobile text messages to lure victims into immediate action. 

• Psychological Triggers: Messages use "fear or greed" terminology, such as "impending 

account suspension" or "prize" notifications. 
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• Pretexting: Scammers often claim to be from financial institutions, using legitimate-

sounding verbiage and branding to deceive users who conduct banking on their 

smartphones. 

• Data Sourcing: Phone numbers are obtained through the dark web, web crawlers on social 

media, or random number generators. 

4. Impersonation (Physical/In-Person) 
Impersonation involves "pretexting" as another person to gain physical access. 

• Delivery Personnel: This is effective because it requires little acting. For example, a person 

dressed as a Ministry of Interior employee (Saudi government) is often automatically trusted 

and allowed into secure areas with few questions. 

• Tech Support: This is a "best-case scenario" for attackers. Physical access to a computer 

allows an attacker to compromise it in seconds by installing "anti-virus" or "scanner" files that 

are actually malicious. 

5. Dumpster Diving 
Also known as "trashing," this method involves collecting information from company dumpsters. 

Valuable items often found include: 

• Phone books and Org Charts: Used to identify targets for impersonation. 

• Memos and Policy Manuals: Used to create authenticity in future scams or to identify 

security weaknesses. 

• Calendars: These reveal when employees are out of town. 

• Hardware: Outdated hard drives can be restored to provide sensitive technical information 

and network "keys." 

The Gap Between Perception and Reality 
A significant challenge in combating social engineering is user overconfidence. 

• User Belief: 94% of users believe they can recognize phishing attempts. 

• Actual Vulnerability: Nearly half of users still click on false links. 

• Phishing Test Data: In a study of 11,542 employees across 400 organizations, 31% clicked 

test links and 17% entered requested information. Other case studies showed employee 

susceptibility rates between 26% and 45%. 
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Mitigation and Protective Strategies 

Individual Behavioral Changes 
• Slow Down: Spammers rely on urgency and high-pressure tactics. Never let a sense of 

urgency influence a review. 

• Verify and Research: Be suspicious of unsolicited messages. Use search engines to find a 

company’s official site or phone number rather than using information provided in an email. 

• Control Navigation: Do not let a link control where you land. Hover over links to see the 

actual URL, but recognize that good fakes can still be deceptive. 

• Reject Unsolicited Help: Legitimate companies generally do not contact users to provide 

unrequested help with credit scores, refinancing, or technical issues. 

• Manage Social Media: Set privacy settings to include only people known in real life. 

Organizational Safeguards 
• Simulated Attacks: The best way to educate users is through simulated phishing and 

smishing attacks as part of a security awareness program. These "teachable moments" show 

employees how to respond to real threats. 

• Technical Controls: 

o Set spam filters to "high." 

o Install and update anti-virus software, firewalls, and email filters. 

o Enable automatic operating system and smartphone updates. 

o Use anti-phishing tools offered by web browsers. 

General Information Security Rules 
• Delete Requests for Sensitive Info: Any message asking for passwords or financial 

information via reply is a scam. 

• Verify "Known" Senders: If an email from a friend contains an unexpected link or 

attachment, check with them via another channel before opening it. 

• Ignore Foreign Offers: Emails regarding foreign lotteries, unknown relatives, or fund 

transfers are guaranteed scams. 
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Glossary of Key Terms 
Term Definition 

Dumpster Diving 
Also known as "trashing," this is the practice of searching through company trash to find 

sensitive information like phone books, organizational charts, and system manuals. 

Email Hijacking 
The act of a hacker taking control of a legitimate user's email account to send malicious links 

and attachments to the user's trusted contacts. 

Impersonation 
The practice of pretexting as another person, such as a delivery worker or tech support agent, 

to gain unauthorized access to information or physical systems. 

Phishing 
The process of using fraudulent emails that look authentic to trick people into revealing 

personal information like credit card numbers or login credentials. 

Phishing Test 
A simulated attack used by organizations to identify how many employees are susceptible to 

clicking malicious links or entering information into fraudulent forms. 

Smishing 
A form of social engineering that uses mobile phone text messages (SMS) to lure victims into 

visiting malicious websites or downloading malware. 

Social Engineering 
The art of manipulating people into divulging confidential information or performing actions 

that compromise security. 

Spear Phishing 
A highly targeted phishing attack directed at a specific individual with the intent of obtaining 

their specific credentials or identity details. 

Vishing 
Social engineering conducted via telephone where a hacker imitates an authority figure to 

gradually extract information from a user. 

Whaling 
A large-scale phishing scam targeting high-level business or government officials to gain 

access to systems containing data for many users or consumers. 
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Social Media: Opportunities, Risks, and Security in 
Professional Environments 

This briefing document provides a comprehensive analysis of the ethical, legal, and security 

implications of social media within professional and organizational contexts. It synthesizes current 

practices in recruitment, digital marketing, organizational management, and cybersecurity 

protocols. 

Executive Summary 
Social media has evolved into a critical business tool that eliminates barriers of time, distance, and 

culture, facilitating global online communities. Its integration into the professional sphere is most 

visible in recruitment—where 92% of recruiters utilize social platforms—and digital marketing, 

where it offers cost-efficient brand building and customer engagement. However, these 

opportunities are coupled with significant risks, including cybersecurity threats (fraud, malware, and 

identity theft), potential productivity losses, and reputational damage. To mitigate these risks, 

organizations must implement robust social media use policies and prioritize employee security 

awareness. 

Social Media in the Recruitment and Hiring Process 
The intersection of social media and employment is one of the most significant shifts in modern 

human resources. Recruiters increasingly rely on social platforms to identify and vet high-quality 

candidates. 

Recruitment Statistics 
Social media platforms are prioritized differently by recruiters seeking skilled candidates: 

Platform Usage Rate 

LinkedIn 87% 

Facebook 55% 

Twitter 47% 

Dual Use in Hiring 
Employers utilize social media for two primary functions: 

1. Sourcing: Publicizing job openings to reach a broader audience. 
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2. Screening: Conducting background checks to confirm qualifications and assess a 

candidate's character. 

Candidate Evaluation Criteria 
Information found on social profiles can significantly influence hiring decisions. 

• Positive Factors: Evidence of relevant volunteer work often weighs in a candidate's favor.  

• Rejection Triggers: Employers may disqualify candidates based on posts involving:  

o Illegal drug use or excessive drinking. 

o Provocative or inappropriate photography. 

o Discriminatory remarks regarding race, gender, or religion. 

o Disclosure of confidential information. 

• Privacy Concerns: Background checks often reveal personal data not typically shared in 

professional settings, such as medical issues, family problems, race, and approximate age. 

Organizational Impacts: Benefits and Risks 
The adoption of social media within an organization provides internal and external advantages but 

also introduces specific vulnerabilities. 

Strategic Advantages 
• Communication: Facilitates open dialogue, allowing employees to share news, links, and 

questions, leading to enhanced information delivery. 

• Networking: Provides opportunities to widen business contacts and reach a vast audience 

for recruitment. 

• Market Presence: Improves business reputation and expands market research capabilities 

with minimal advertising costs. 

• Operational Efficiency: Improves internal productivity by disseminating information across 

various employee groups efficiently. 

Operational Risks 
• Security Threats: Opens channels for hackers to launch spam, virus attacks, and fraud. 

• Financial and Data Loss: Increased susceptibility to online scams can result in identity or 

data theft. 

• Reputational Damage: Potential for employees to post negative comments about the 

company or view illicit material on corporate networks. 
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• Productivity: The risk of "lost productivity" if employees spend excessive work time updating 

personal profiles. 

Digital Marketing and Brand Promotion 
Integrating social media into digital marketing is essential for modern brand recognition and 

customer loyalty. 

Facebook Marketing Strategies 
Facebook offers several distinct tools for business promotion: 

• Business Pages: A free tool for sharing a business’s personality, services, and links. 

• Marketplace Ads: Classic ads appearing in side columns featuring a headline, copy, and 

click-through link. 

• Promoted Posts: Paid services that guarantee a post reaches a specific number of users to 

increase impressions. 

• Sponsored Stories: Capitalizes on "word of mouth" by showing a user’s interactions (like 

"likes") to their friends. 

• Facebook Exchange (FBX): Utilizes real-time bidding for ad retargeting. These ads appear in 

news feeds and see response rates 10 to 50 times higher than side-column placements. 

General Benefits and Drawbacks of Brand Promotion 

Benefits Drawbacks 

Social Signals: Boosts SEO as shares and likes increase 

search engine relevance. 

Competitor Exposure: Competitors can easily monitor and 

study your business methods. 

Customer Insights: Allows for real-time monitoring of 

customer opinions and grievances. 

Resource Intensive: Requires qualified personnel and 

financial investment for quality outcomes. 

Cost Efficiency: Most platforms allow free content 

sharing, making it ideal for fixed budgets. 

Tarnish Risk: Negative information can spread rapidly, 

deterring potential customers. 

Connectivity: Enables brands to adapt quickly to 

changing consumer lifestyles and preferences. 

Time Consuming: Building an audience and creating 

aesthetic posts requires significant time. 

Governance and Security Protocols 
To protect organizational integrity and individual safety, comprehensive security measures and 

policies are necessary. 
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Social Networking Use Policy 
Organizations should not simply ban non-work activity but rather establish clear policies that: 

• Define social networking specifically for the organization. 

• Establish the policy’s purpose and communicate the benefits of the platforms. 

• Provide a platform for educating employees on appropriate use. 

Security Awareness for Employees 
Having an online profile does not equate to security literacy. Employees must be educated on: 

• The risks of clicking suspicious links or downloading applications that can infect the 

corporate network. 

• The danger of providing personal information online. 

• The fact that online actions can directly compromise company security. 

Best Practices for Safer Networking 
1. Credential Management: Use strong, unique passwords; never reuse enterprise (eID) 

passwords on social sites. 

2. Information Minimization: Avoid sharing birth dates, addresses, or specific personal 

details. 

3. Privacy Configuration: Regularly customize and review privacy settings on all accounts. 

4. Third-Party Restrictions: Limit application access to personal data. 

5. Content Scrutiny: "Think before you click." Avoid posting controversial opinions or "ripping" 

colleagues, professors, or employers. 

6. Proactive Monitoring: Regularly search ("Google") oneself to scrutinize available public 

information. 

7. Technical Safeguards: Use browser add-ons such as: 

o Anti-phishing filters (IE/Firefox). 

o Web of Trust and NoScript. 

o Adblock Plus. 

o Preview features for shortened URLs (bit.ly/TinyURL). 
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Glossary of Key Terms 
Term Definition 

Adblock Plus 
A web browser add-on used to block advertisements, helping to minimize exposure to 

potentially malicious ads. 

Background Check 
The use of social media to confirm a candidate’s qualifications or learn personal details 

(e.g., age, race, or volunteer work) during the hiring process. 

Digital Marketing 
The integration of social media campaigns to reach a target audience, improve brand 

loyalty, and increase sales. 

Facebook Exchange (FBX) 
An advertising platform that uses real-time bidding for ad retargeting, primarily within the 

Facebook news feed. 

Marketplace Ads 
Classic Facebook advertisements located in the side columns of the site, consisting of a 

headline, copy, image, and link. 

NoScript 
A browser security tool that prevents malicious scripts from running, cited as a way to 

enhance safer social networking. 

Promoted Posts 
Individual Facebook posts that a business pays to boost so they reach a specific, larger 

number of users. 

Social Networking 
An online community-building tool that allows users to share information and interact 

across time and distance. 

Social Networking Use 

Policy 

A formal organizational document that defines social media, establishes its purpose, and 

educates employees on its safe use. 

Social Signals 
Indicators of social media activity, such as likes and shares, that boost a website's search 

engine optimization (SEO) ranking. 

Sponsored Stories 
A form of Facebook advertising that highlights a friend's interaction with a page (e.g., a 

"like") to capitalize on word-of-mouth marketing. 

Web of Trust 
A browser feature or add-on designed to warn users about the reputation and safety of 

malicious websites. 
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