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Chapter 1

Briefing on Operating System Concepts and Computer Architecture
Executive Summary

An Operating System (OS) is a foundational program that functions as an intermediary between the user
and the computer hardware. Its primary goals are to execute user programs, make the computer system
convenient to use, and manage hardware resources efficiently. The OS serves dual roles as a resource
allocator, managing components like CPU time and memory, and as a control program, preventing errors
and improper use of the computer. The core of the OS, known as the kernel, is the one program that runs

at all times.

A computer system is fundamentally composed of four interconnected components: hardware, the
operating system, application programs, and users. The system’s operation is heavily reliant on an interrupt-
driven model, where hardware or software events signal the OS to pause its current task and handle the new

event, ensuring responsive and concurrent operation.

To balance performance, cost, and data persistence, computer systems employ a storage hierarchy.
This ranges from fast, volatile, and expensive storage like CPU registers and cache to slower, non-volatile,
and cheaper media like magnetic disks and tapes. Caching is a critical performance principle used

throughout this hierarchy, where frequently used data is copied to faster storage for quicker access.

Modern computer architecture is dominated by multiprocessor and multicore systems, which offer
significant advantages in throughput, economy of scale, and reliability over single-processor designs. The
OS is tasked with managing these complex architectures, which can be configured symmetrically (all
processors are peers) or asymmetrically (a master-slave relationship). Key management responsibilities of
the OS include Process Management, Memory Management, and Storage Management, which together

ensure the orderly and efficient execution of multiple programs.

1. Defining the Operating System

1.1 Core Definition and Goals

An Operating System (OS) is defined as a program that acts as an intermediary between a computer user

and the computer hardware. Its fundamental goals are threefold:
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o Execute user programs and simplify the process of solving user problems.
o Make the computer system convenient to use.

e Utilize the computer hardware in an efficient manner.

1.2 The Dual Roles of an Operating System

The OS can be understood through two primary functions:

¢ Resource Allocator: A computer system possesses humerous resources required to solve
problems, including CPU time, memory space, file-storage space, and I/0 devices. The OS
acts as the manager of these resources, deciding between conflicting requests to ensure
efficient and fair resource use.

e Control Program: The OS controls the execution of various programs to prevent errors and

the improper use of the computer.

The portion of the OS that is running at all times is called the kernel. All other software is classified as
either a system program (software that ships with the OS but is not part of the kernel) or an application

program.

1.3 Varying Perspectives and Use Cases

The primary function of an OS depends on the user’s point of view and the system’s application:

o Single Users: Users of dedicated systems like workstations prioritize convenience and ease
of use, often without concern for resource utilization.

e Shared Systems: Mainframe or minicomputer systems must balance the needs of all users.

¢ Handheld Computers: These devices are resource-poor and are optimized for usability and
battery life.

¢ Embedded Computers: Many devices and automobiles contain embedded computers that

have little to no user interface.
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2. Fundamental Computer System Structure

2.1 The Four Components of a Computer System

A computer system can be logically divided into four essential components that form a layered

structure:
Component Description Examples
Hardware Provides the basic computing resources. = CPU, memory, I/O devices
Controls and coordinates the use of
Operating System hardware among various applications | -

and users.

Define how system resources are used to  Word  processors, compilers, web

Application Programs

Users

solve users’ computing problems. browsers, video games, database systems

The entities interacting with the system. | People, machines, other computers

This structure is visualized with hardware at the base, followed by the operating system, then system and

application programs, and finally the users who interact with the applications.
2.2 Computer Startup

The process of starting a computer is initiated by a bootstrap program.

e This program is typically stored in firmware, such as ROM (Read-Only Memory) or EPROM
(Erasable Programmable ROM).

e Upon power-up or reboot, it initializes all aspects of the system, including CPU registers,
device controllers, and memory.

e Crucially, the bootstrap program must know how to load the operating system kernel and

begin its execution.

3. Computer System Organization and I/0

A general-purpose computer system consists of a CPU and multiple device controllers connected through

a common bus to shared memory.
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3.1 1/0 Operations and Device Controllers

e Concurrent Execution: I/0 devices and the CPU can execute concurrently.

o Device Controllers: Each controller is responsible for a particular type of device (e.g., disk
controller, USB controller). It has a local buffer for data transfer.

e Data Transfer: The CPU moves data between main memory and the local buffers of device
controllers. The I/O operation itself occurs between the device and the controller’s buffer.

¢ Interrupts: Once a device controller has finished its operation, itinforms the CPU by causing
an interrupt.

e Device Drivers: The OS uses a device driver for each device controller to provide a uniform

interface between the controller and the kernel.

3.2 The Interrupt Mechanism

Interrupts are essential for operating system function, signaling the occurrence of an event so the CPU can

react accordingly. Modern operating systems are interrupt-driven.

e Function: Interrupts transfer control to an interrupt service routine (ISR). The interrupt
architecture must save the address of the interrupted instruction to resume it later.

e Interrupt Vector: The system generally uses an interrupt vector, which contains the
addresses of all the service routines, to locate the correct ISR.

e Trap/Exception: A trap, or exception, is a software-generated interrupt caused by an error or

a specific user request (like a system call).

3.3 Interrupt Handling

When an interrupt occurs, the OS performs the following steps:

1. Preserves the state of the CPU by storing the contents of registers and the program counter.

2. Determines the type of interrupt that occurred. This can be done through polling (querying
all devices) or by using a vectored interrupt system.

3. Executes the specific code segment designed to handle that type of interrupt.

4. Restores the saved state of the CPU and the program counter to resume the interrupted

process.
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The timeline for an I/O operation shows the CPU executing a user program, which makes an I/O request.
The CPU then continues with other work while the 1/O device transfers data. When the transfer is complete,
the I/O device generates an interrupt, causing the CPU to pause its work and execute the I/O interrupt

processing routine.
3.4 Direct Memory Access (DMA)

For high-speed I/O devices that can transfer data at speeds close to memory speeds, Direct Memory Access

(DMA) is used to reduce CPU overhead.

e Problem: Slow devices like keyboards can generate an interrupt for each byte transferred. If
a fast device like a disk did this, the OS would spend most of its time handling interrupts.

e Solution: The DMA controller transfers blocks of data directly from its buffer storage to main
memory without CPU intervention.

o Efficiency: Only one interrupt is generated per block of data, rather than one interrupt per

byte, freeing up the CPU to perform other tasks.

4. Storage Structure and Hierarchy

4.1 Storage Media

e Main Memory: The only large storage medium that the CPU can access directly. Itis typically
volatile (loses its contents when power is off) and allows for random access.
e Secondary Storage: Provides large, nonvolatile storage capacity as an extension of main
memory.
o Magnetic Disks: Platters coated with magnetic material, logically divided into tracks
and sectors.
o Solid-State Disks (SSD): Faster and nonvolatile storage technology thatis becoming
increasingly popular.
o Tertiary Storage: Includes storage that is not required to be fast, such as tape drives, CDs,

and DVDs.
4.2 The Storage Hierarchy

Storage systems are organized in a hierarchy based on three key characteristics:
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e Speed: Faster access times are at the top.
e Cost: Cost per bitis highest at the top.

e Volatility: Volatile storage is at the top, non-volatile at the bottom.

This hierarchy typically follows this order:

1. Registers 4. Solid-State Disk 7. Magnetic Tapes
2. Cache 5. Magnetic Disk
3. Main Memory 6. Optical Disk

4.3 Caching

Caching is a fundamental performance principle applied at many levels in a computer system.

e Concept: Information is copied from a slower storage system into a faster one (the cache).
When data is needed, the cache is checked first.

e Purpose: Fetching instructions from RAM is time-consuming. Caching instructions and data
allows for much faster access, improving system performance.

e Characteristics: The cache is always smaller than the storage it is caching. Main memory

can be viewed as a cache for secondary storage.

5. Computer System Architecture

5.1 Core Definitions

Term Definition

CPU The hardware that executes instructions.

Processor A physical chip that contains one or more CPUs.

Core The basic computation unit of the CPU.

Multicore A design that includes multiple computing cores on the same CPU.
Multiprocessor A system that includes multiple processors.

5.2 Multiprocessor Systems

Multiprocessor systems, also known as parallel or multicore systems, are now the dominant architecture.
These systems feature two or more processors in close communication, sharing the computer bus and often

memory and peripherals.
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Advantages:

1. Increased Throughput: More work can be done in less time by increasing the number of
processors.

2. Economy of Scale: They can cost less than multiple single-processor systems because they
share peripherals, power supplies, and storage.

3. Increased Reliability: If one processor fails, its functions can be distributed among the
others, allowing the system to continue operating at a reduced speed (graceful

degradation or fault tolerance).

Types of Multiprocessing:

e Asymmetric Multiprocessing: One processor acts as the “master,” controlling the system
and allocating work to the other “slave” processors. This is more common in extremely large
systems.

e Symmetric Multiprocessing (SMP): Each processor performs all tasks within the OS. There

is no master-slave relationship, and all processors are peers. This is the most common type.

5.3 Clustered Systems

Clustered systems are similar to multiprocessor systems but are composed of multiple individual systems

working together.

e Structure: They are usually linked via a high-speed Local Area Network (LAN) and share
storage through a Storage Area Network (SAN).
e High Availability: A primary goal is to provide high-availability services that can survive
failures.
o Asymmetric Clustering: One machine is in hot-standby mode, monitoring the active
server.
o Symmetric Clustering: Multiple nodes run applications and monitor each other.
e High-Performance Computing (HPC): Some clusters are used for HPC, requiring
applications to be written for parallelization (dividing a task into components that run in

parallel).
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Distributed Lock Manager (DLM): Used in some clusters to manage access to shared data

and avoid conflicting operations.

6. Operating System Structure and Operations

6.7 Evolution of Operating Systems

Batch Systems: Early systems where jobs were processed in batches, leading to low
CPU utilization.

Multiprogramming: Organizes jobs in memory so the CPU always has one to
execute. When one job must wait (e.g., for I/0), the OS switches to another. This
increases CPU utilization.

Timesharing (Multitasking): A logical extension of multiprogramming where the CPU
switches between jobs so frequently that users can interact with their programs while

they are running, creating interactive computing.

6.2 Dual-Mode Operation and Protection

To protect the OS from user programs and user programs from each other, the hardware provides dual-

mode operation.

User Mode (Mode Bit = 1): The mode in which the computer system is executing on behalf of
a user application.

Kernel Mode (Mode Bit = 0): The mode in which the OS is executing. This is also known as
system mode or supervisor mode.

Privileged Instructions: Certain instructions that could harm the system are designated as
privileged and can only be executed in kernel mode.

System Call: A user application must request services from the OS via a system call. This
process generates a trap, which switches the system to kernel mode. When the call is
complete, the mode is switched back to user mode.

Timer: To prevent a user program from getting stuck in an infinite loop and monopolizing the
CPU, atimer can be setto generate an interrupt after a specified period, forcing control to be

returned to the OS.
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6.3 Core OS Management Activities

The OS is responsible for managing several critical areas of the computer system.

Process Management

A process is a program in execution. It is an active entity that requires resources like CPU, memory, and

I/O to complete its task. The OS is responsible for:

e Creating and deleting user and system processes.
e Suspending and resuming processes.
e Providing mechanisms for process synchronization and communication.

e Providing mechanisms for deadlock handling.

Memory Management

For a program to be executed, its instructions and data must be in main memory. To improve CPU
utilization, multiple programs are kept in memory simultaneously. OS memory management activities

include:

o Keepingtrack of which parts of memory are currently being used and by which process.
e Deciding which processes and data to move into and out of memory.

e Allocating and deallocating memory space as needed.

Storage Management

¢ File-System Management: The OS provides a logical view of information storage,
abstracting physical properties into files and directories. Activities include:
o Creating and deleting files and directories.
o Providing primitives to manipulate files and directories.
o Mapping files onto secondary storage.
o Backing up files to stable, non-volatile storage media.
¢ Mass-Storage Management: Since main memory is volatile and too small, hard disks are
used for secondary storage. OS disk management activities include:

o Free-space management.
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o Storage allocation.

o Diskscheduling.
Study Guide: Introduction to Operating Systems
Quiz

Instructions: Answer the following ten questions in 2-3 complete sentences each. Your answers should be

based on the provided source material.

1. What are the three primary goals of an operating system?

2. Describe the four fundamental components that make up a computer system’s structure.

3. What is the role of a device controller and how does it inform the CPU that an operation is

complete?

4. Explainthe purpose of aninterrupt and differentiate between an interrupt and a trap.

5. According to the storage hierarchy, what are the key characteristics of main memory versus

secondary storage?

6. Define caching and explain its primary benefit in a computer system.
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7. What is Direct Memory Access (DMA), and why is it more efficient than per-byte interrupts for

high-speed devices?

8. Listand briefly explain the three main advantages of multiprocessor systems.

9. Describe the concept of dual-mode operation and its importance for protecting the operating

system.

10. What is the distinction between a program and a process?

Essay Questions

Instructions: The following questions are designed to test a deeper, more comprehensive

understanding of the material. Prepare detailed, essay-format responses.

1. Discuss the multiple roles an operating system plays, including its function as an
intermediary, a resource allocator, and a control program. Use the different user
perspectives (e.g., a user of a dedicated workstation versus a user of a shared

mainframe) to illustrate how the priorities of the OS can shift.
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2. Detail the complete process of an interrupt-driven I/O cycle, from the initial I/O request
to the final handling of the interrupt. Explain the roles of the device controller, device

driver, CPU, and interrupt service routine (ISR) in this process.

3. Compare and contrast the different types of computer system architectures discussed:
multiprocessor systems (both symmetric and asymmetric) and clustered systems. What

are the key advantages, structural differences, and primary use cases for each?

4. Explainthe storage hierarchy ina modern computer system. Describe the different levels
of storage, addressing the trade-offs at each level in terms of speed, cost, and volatility,

and explain how caching is used to manage these trade-offs.

5. Describe how an operating system manages key resources to achieve multiprogramming
and timesharing. Elaborate on the concepts of job scheduling, dual-mode operation,
system calls, and the timer’s role in ensuring the OS maintains control and protects

system resources.
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Answer Key

10.

The three primary goals of an operating system are to execute user programs and make solving
user problems easier, to make the computer system convenient to use, and to use the computer
hardware in an efficient manner. These goals ensure the system is both functional for the user
and optimized in its resource management.

The four components are hardware, the operating system, application programs, and users. The
hardware (CPU, memory, I/O devices) provides basic computing resources, the OS controls and
coordinates this hardware, application programs (like compilers and browsers) use the
resources to solve user problems, and users (people, machines) interact with the system.

A device controller is in charge of a particular type of I/0O device and has a local buffer for data
transfer. To inform the CPU that it has finished its operation, the device controller causes an
interrupt, signaling the CPU to suspend its current activity and handle the event.

Aninterruptis a signal from hardware or software that alerts the OS to an event, allowing the CPU
to suspend its current task and respond. A trap, or exception, is a specific type of software-
generated interrupt that is caused by either an error or a direct user request for an OS service.
Main memory is the only large storage medium that the CPU can access directly; it is typically
volatile and provides random access. Secondary storage, such as magnetic disks or solid-state
disks, serves as a large, nonvolatile extension of main memory.

Caching is the process of copying information into a faster storage system to speed up access.
Its primary benefit is to reduce the time it takes to fetch instructions and data, as a process can
check the smaller, faster cache before accessing the slower source, thereby improving system
performance.

Direct Memory Access (DMA) is a feature used by high-speed I/0O devices to transfer blocks of
data directly to or from main memory without CPU intervention. It is more efficient because it
generates only one interrupt per block of data transferred, rather than one interrupt for every
single byte, which significantly reduces CPU overhead.

The three main advantages of multiprocessor systems are increased throughput, economy of
scale, and increased reliability. Increased throughput means more work gets done in less time,
economy of scale means they can cost less than multiple single-processor systems by sharing
peripherals, and increased reliability allows the system to continue functioning (graceful
degradation) if one processor fails.

Dual-mode operation allows the OS to run in one of two modes: user mode for user applications
and kernel mode for the operating system itself. This is critical for protection, as privileged
instructions that could harm the system can only be executed in kernel mode, preventing user
programs from causing improper use or errors. A hardware mode bit distinguishes between the
two modes.

A program is a passive entity, consisting of code and data stored on a disk. A process is an active
entity, representing a program in execution, and is considered a unit of work within the system
that requires resources like CPU time and memory to accomplish its task.
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Term

Application Program

Asymmetric Clustering

Asymmetric Multiprocessing

Bootstrap Program

Caching

Clustered System

Control Program

CPU (Central Processing Unit)

Core

Device Controller

Device Driver

Direct Memory Access (DMA)

Dual-Mode Operation

Firmware
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Glossary of Key Terms

Definition
A program that defines the ways in which system resources are used to solve the
computing problems of users (e.g., word processors, compilers, web browsers).
A configuration in which one machine is in hot-standby mode, monitoring the
active server while the other runs applications, providing high-availability.
A multiprocessor system where a master processor controls the system and
allocates work to slave processors.
The initial program that runs at power-up or reboot. It is stored in firmware (ROM
or EPROM) and initializes all aspects of the system before loading the OS kernel.
The practice of copying information into a faster storage system (a cache) to
improve performance. Main memory can be viewed as a cache for secondary
storage.
Multiple computer systems working together, usually sharing storage via a
storage-area network (SAN) and linked via a LAN to provide high-availability or
high-performance computing.
A role of the OS where it controls the execution of user programs to prevent errors
and improper use of the computer.
The hardware that executes instructions.
The basic computation unit of the CPU.
A module in charge of a specific type of I/O device (e.g., disk controller, USB
controller). It has a local buffer and communicates with the CPU via interrupts.
Software that provides a uniform interface between a device controller and the OS
kernel.
A mechanism for high-speed I/O devices to transfer blocks of data directly to main
memory without CPU intervention, reducing interrupt overhead.
An operation mode with two distinct modes, user mode and kernel mode, to
protect the OS and system components from user programs. A hardware mode bit
differentiates them.

Software permanently stored in ROM or EPROM, such as the bootstrap program.
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Hardware

Interrupt

Interrupt Service Routine (ISR)

Interrupt Vector

Job Scheduling

Kernel

Kernel Mode

Main Memory

Multicore

Multiprogramming

Multiprocessor System

Operating System (OS)

Polling

Process

Processor
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The basic computing resources of a computer system, such as the CPU, memory,
and I/O devices.

A signal to the CPU, generated by hardware or software, that indicates an event
has occurred which requires immediate attention. Modern operating systems are
interrupt-driven.

A specific program to which control is transferred when an interrupt occurs. The
addresses of all ISRs are stored in the interrupt vector.

A table containing the addresses of all the interrupt service routines.

The process used in multiprogramming to select a job from the job pool and run
it.

The one program running at all times on the computer; the core part of the
operating system.

A privileged execution mode where the system is running on behalf of the
operating system. Privileged instructions can only be executed in this mode.

The only large storage medium that the CPU can access directly. It is typically
volatile (loses content when power is off) and allows random access.

A CPU that includes multiple computing cores on the same physical chip.

A technique that organizes jobs (code and data) in memory so the CPU always has
one to execute, increasing CPU utilization. When one job waits for I/O, the OS
switches to another.

A computer system with two or more processors in close communication, sharing
the bus, memory, and peripherals. Also known as parallel or multicore systems.
A program that acts as an intermediary between a computer user and the computer
hardware. It manages resources, controls program execution, and makes the
system convenient to use.

A method for handling interrupts where the OS queries all I/O devices to
determine which one requested service.

A program in execution. It is an active entity and a unit of work within the system.

A physical chip that contains one or more CPUs.
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Resource Allocator

Secondary Storage

Symmetric Clustering

Symmetric Multiprocessing

(SMP)

System Call

System Program

Timesharing (Multitasking)

Trap (or Exception)

User Mode
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A primary role of the OS, where it manages and allocates computer resources such
as CPU time, memory space, and I/O devices among various users and
applications.

A nonvolatile storage medium that provides large storage capacity as an extension
of main memory (e.g., magnetic disks, solid-state disks).

A configuration where multiple nodes are running applications and simultaneously
monitoring each other for failures.

A multiprocessor system where each processor performs all tasks within the OS,
and no master-slave relationship exists.

A mechanism for a user program to request a service from the operating system
kernel. A system call causes a trap, switching the system from user mode to kernel
mode.

A program that ships with the operating system but is not part of the kernel.

A logical extension of multiprogramming where the CPU switches between jobs
so frequently that users can interact with each job while it is running.

A software-generated interrupt caused by an error or a user request (such as a
system call).

An execution mode where the computer system is executing on behalf of a user

application. Privileged instructions are not allowed in this mode.
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Chapter 2

Operating System Services and Structure: A Briefing Document
Executive Summary

An operating system (OS) provides the fundamental environment for program execution, acting as an
intermediary between users, applications, and the underlying hardware. Its primary functions can be divided
into two categories: services that directly assist the user and functions that ensure the efficient and secure
operation of the system itself. User-facing services include interfaces (Command-Line, Graphical,
Touchscreen), program execution management, I/O operations, file system manipulation, communication
between processes, and error detection. System-oriented functions focus on resource allocation for

concurrent jobs, accounting for resource usage, and implementing robust protection and security measures.

Programs interact with the OS through a well-defined interface known as system calls, which are
typically accessed via high-level Application Programming Interfaces (APIs) like POSIX or Win32. These
calls are categorized by function, including process control, file management, and device manipulation. The
architectural design of an OS, or its structure, significantly impacts its performance, security, and
extensibility. While historical models include simple monolithic structures, layered approaches, and
microkernels, most modern operating systems like Windows, Linux, and macOS employ hybrid structures.
These modern designs often combine a monolithic core with loadable kernel modules, providing both
performance and the flexibility to add functionality dynamically. System maintenance is managed through
comprehensive debugging tools, including log files and memory dumps, and performance is optimized

through tracing and profiling.
1. Core Operating System Services

The operating system provides a suite of essential services to create an environment for executing
programs. These services are broadly classified into those that are helpful to the user and those that ensure

the efficient operation of the system.

1.1 User-Centric Services

These services provide functions that directly benefit the user and their programs.
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e User Interface (Ul): Nearly all operating systems feature a Ul, which can vary from a
Command-Line Interface (CLI) for direct command entry to a Graphical User Interface (GUI)
that uses a desktop metaphor. Touchscreen interfaces are also a major Ul modality.

¢ Program Execution: The OSis responsible for loading a program into memory, runningit, and
handling its termination, whether normal or abnormal.

e [1/0 Operations: Because user programs cannot execute |/O operations directly for
protection and efficiency reasons, the OS must provide a means to perform input and output
with devices.

¢ File-System Manipulation: The OS grants programs the ability to perform crucial file and
directory operations, including creating, deleting, opening, closing, reading, and writing.

¢ Communications: The OS facilitates the exchange of information between processes. This
can occur between processes on the same computer or on different systems connected by
a network.

e Error Detection: To ensure correct computing, the OS constantly checks for errors that may

occur in the CPU, memory hardware, I/0 devices, or user programs.

1.2 System Efficiency Services

These functions are not for the direct benefit of a single user but are essential for the overall efficiency,

integrity, and security of the system, particularly in multi-user environments.

e Resource Allocation: When multiple users or multiple jobs are running concurrently, the OS
must allocate system resources (such as CPU cycles, memory, and I/O devices) to each of
them.

e Accounting: The OS can keep track of which users use how much and what kinds of
computer resources. This data is used for billing or for generating usage statistics.

e Protection and Security: This is a critical function in multi-user or networked systems.

o Protection: Involves ensuring that all access to system resources is controlled and
that concurrent processes do not interfere with one another.

o Security: Involves defending the system from external threats. This requires user
authentication and protecting external I/O devices from invalid access attempts. As
stated in the source, “A chain is only as strong as its weakest link,” meaning

precautions must be integrated throughout the entire system.
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The following diagram illustrates the relationship between hardware, the operating system, its services, and

the user programs.

2. User and Program Interfaces

Users and programs interact with the operating system through distinct interfaces designed for their specific

needs.

2.1 User Interface Modalities

e Command-Line Interface (CLI): Also known as a command interpreter, the CLI allows users
to enter commands directly for execution. These interpreters, often called shells, can be
implemented within the OS kernel or as separate system programs. Commands may be built-
in or they can be the names of external programs, which allows new features to be added
without modifying the shell itself.

o Graphical User Interface (GUI): The GUI provides a user-friendly desktop metaphor, relying
on a mouse, keyboard, and monitor. Users interact with icons that represent files, programs,
or actions. The GUI was invented at Xerox PARC in the early 1970s. Many modern systems,
like Microsoft Windows and Apple Mac OS X, include both GUIl and CLI options.

¢ Touchscreen Interface: Required for devices where a mouse is not desired or possible,
these interfaces rely on gestures for actions and selections and utilize a virtual keyboard for

text entry. Voice commands are also a feature of these interfaces.

2.2 System Calls: The Programmatic Interface

System calls provide the crucial interface between a running program and the operating system kernel.

¢ Role and Abstraction (APIs): While system calls are typically written in a high-level language
like C or C++, programmers usually access them indirectly through an Application Program
Interface (API). The three most common APls are:
o Win32 API for Windows.
o POSIX API for POSIX-based systems (UNIX, Linux, Mac OS X).
o Java API for the Java Virtual Machine (JVM). The API hides the low-level details of the

system call implementation from the programmer.
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¢ Implementation and Parameter Passing: Each system call is typically associated with a

number. The OS maintains a system-call interface table indexed by these numbers to invoke

the correct kernel function. When a program needs to pass more information than just the

identity of the call, three general methods are used:

1. Passing in Registers: The simplest method, but limited by the number of available

registers.

2. Memory Block or Table: Parameters are stored in a block of memory, and the

address of this block is passed as a parameter in a register. This method is used by

Linux and Solaris.

3. Stack: The program pushes parameters onto the stack, and the OS pops them off.

The block and stack methods do not limit the number or length of parameters.

o Categorization of System Calls: System calls can be grouped into six major categories. The

table below shows these categories with examples from Windows and Unix.

Functionalit
Category
y

Create/termi
Process nate process,
load/execute,

end/abort.

Control

Create/delete
file,
"File open/close,
Management | read/write,
get/set
attributes.
Request/rele
. ase device,
Device .
read/write,
Management
get/set
attributes.
Get/set time,

Information
date,
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Windows Examples

CreateProcess (), ExitProcess ()

CreateFile (), ReadFile (), WriteFile()

SetConsoleMode (), ReadConsole ()

GetCurrentProcessID(), Sleep ()

Unix Examples

fork (), exit ()

open (), read (), writ
e ()

ioctl (), read(), wri
te ()

getpid(), sleep()
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process, file,

or device

attributes.
Create/delete
connections,
send/receive

Communicati | messages,

CreatePipe (), CreateFileMapping () pipe (), shmget ()
ons shared

memory

management

Control

resource

. SetFileSecurity (), InitializeSecurityDe | chmod (), umask(), ch
Protection access,

scriptor () own ()

get/set

permissions.
3. Operating System Architectural Structures

The internal design of an operating system varies significantly, from simple programs to complex, layered

systems.

3.1 Foundational Models

e Simple Structure: As seen in systems like MS-DOS.

e Layered Approach: The OS is divided into a number of layers, or levels. The lowest layer
(Layer 0) is the hardware, and the highest (Layer N) is the user interface. In this modular
design, each layer is built on top of lower layers and can only use the functions and services
of those lower-level layers.

¢ Microkernel Architecture: This structure removes all nonessential components from the
kernel and implements them as system and user-level programs, resulting in a smaller
kernel. The microkernel’s primary role is to provide communication between client programs
and the services running in user space, typically via message passing. This approach, used
in systems like Mach, offers several benefits:

o Extensibility: Easier to extend the OS.
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o Portability: Easier to port to new hardware.
o Reliability: More reliable, as less code runs in kernel mode.

o Security: More secure, as most services run as uUser processes.

3.2 Modern and Hybrid Implementations

e Monolithic and Modular Systems: A monolithic design places all kernel functionality into a
single, static binary file running in a single address space. Most modern operating systems
enhance this model by implementing loadable kernel modules. The kernel has a set of core
components and can link in additional services via modules, either at boot time or during run
time. This design is common in Linux, macOS, Solaris, and Windows. It is more flexible than
a strict layered approach because any module can call any other module.

e Hybrid Systems: Most modern operating systems are not based on a single pure model but
are hybrids that combine multiple approaches to meet performance, security, and usability
needs.

o Linux and Solaris: Have monolithic kernels but are also modular, allowing for
dynamic loading of functionality.
o Windows: Is mostly monolithic but also uses microkernel concepts to provide

support for separate subsystems that run as user-mode processes.

4. System Maintenance and Debugging

Debugging—the process of finding and fixing errors—is a critical aspect of OS maintenance and

development.

4.1 Error Detection and Analysis

Operating systems employ several mechanisms to report and analyze errors:

o LogFiles: The OS generates log files that contain error information for review.

e Core Dump: The failure of an application can produce a core dump file, which captures the
memory state of the process at the time of failure.

e Crash Dump: A failure of the operating system itself can generate a crash dump file

containing the entire contents of kernel memory for post-mortem analysis.
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4.2 Performance Optimization
Beyond fixing crashes, system performance can be tuned and optimized using several techniques:

e Trace Listings: These are recordings of system activities that can be analyzed to understand
system behavior and identify bottlenecks.

o Profiling: This involves the periodic sampling of the instruction pointer to gather statistical
data on where the system is spending its time, helping to identify performance trends and

areas for optimization.

Study Guide for Operating System Services

Short Answer Quiz

Instructions: Answer the following questions in 2-3 sentences based on the provided source material.

1. What are the two primary categories of services provided by an operating system?

2. Describe the fundamental difference between a Command-Line Interface (CLI) and a Graphics

User Interface (GUI).

3. Whatis the purpose of a system call in the context of an operating system?

4. Identify the three most common Application Program Interfaces (APIs) mentioned in the text.

5. What are the three general methods an operating system uses to receive parameters for a system

call?

Shoug Alomran 29



CS 330 Summary

6.

10.

List four of the six main categories of system calls.

Explain the concept of the “layered approach” in operating system design.

What is a microkernel system structure, and what is one of its primary benefits?

How does a hybrid operating system structure, like that of Linux or Windows, combine different

design models?

What is the difference between a core dump and a crash dump in the context of OS debugging?

Essay Questions

Instructions: Prepare a detailed response to the following prompts, drawing evidence and examples from

the source material.

Compare and contrast the three primary types of user interfaces discussed (CLI, GUI,
Touchscreen). Analyze their core functionalities, typical use cases, and the technological

evolution from one to the next, referencing specific operating systems mentioned as examples.

Trace the complete pathway of a program’s request from user mode to kernel mode and back
again. Describe the roles of the Application Program Interface (API), the system callinterface, the

run-time support library, and the kernelin fulfilling a request, such as writing to afile.
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3. Discuss the evolution of operating system structures from simple designs to more complex
modern approaches. Elaborate on the distinct characteristics, benefits, and drawbacks of the

monolithic, layered, microkernel, and modular structures.

4. Explain in detail the operating system services that are designed for ensuring efficient system
operation rather than directly helping the user. Describe the functions of Resource Allocation,
Accounting, and Protection & Security, and explain why they are critical in a multiuser or

networked environment.

5. Analyze the three methods for passing parameters during a system call. Explain the limitations
of passing parameters in registers and describe why the block/table method and the stack

method are more flexible solutions, as implemented in systems like Linux and Solaris.

Answer Key

1. Operating system services are divided into two main categories. The first set of services provides
functions helpful to the user, such as program execution and file-system manipulation. The
second set of functions exists to ensure the efficient operation of the system itself, including
resource allocation, accounting, and protection.

2. A CLI, or command interpreter, allows a user to enter commands directly for the system to
execute. In contrast, a GUl provides a user-friendly “desktop metaphor” where users interact with
icons and other graphical elements using a mouse and keyboard.

3. System calls provide the interface between a running program and the operating system. They
allow user-level programs to request services from the OS, which they cannot perform directly,
such as I/0 operations or file management.

4. The three most common APIs are the Win32 API for Windows, the POSIX API for POSIX-based
systems (like UNIX, Linux, and Mac OS X), and the Java API for the Java virtual machine (JVM).
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5. Thethree general methods for passing parameters are: passing them directly in registers, storing
the parameters in a memory block and passing the block’s address in a register, or pushing the
parameters onto the stack for the OS to pop off.

6. Four of the six main categories of system calls are: process control, file management, device
management, information maintenance, protection, and communications.

7. Thelayered approach divides the operating system into multiple levels, where each layer is built
on top of lower layers. The bottom layer (layer 0) is the hardware, and the highest layer (layer N)
is the user interface, with each layer only able to use functions from the layers below it.

8. A microkernel system structure removes all honessential components from the kernel and
implements them as system and user-level programs, resulting in a smaller kernel. A primary
benefit is that it’s easier to extend the OS and port it to new hardware because less code is
running in kernel mode, making the system more reliable.

9. Hybrid systems combine multiple approaches to meet performance and security needs. For
instance, Linux and Solaris have monolithic kernels but use modules for dynamic loading of
functionality. Windows is also mostly monolithic but uses microkernel concepts to support
separate subsystems running in user mode.

10. A core dump file is generated when an application fails, and it captures the memory of that
specific process. A crash dump file is generated when the entire operating system fails, and it
contains the memory of the kernel itself.
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Term

Accounting

Application Program
Interface (API)
Command-Line Interface

(CLI)

Core Dump

Crash Dump

Debugging
Graphics User Interface

(GUI)

Hybrid System

Kernel

Layered Approach

Loadable Kernel Modules
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Glossary of Key Terms

Definition
An OS function to keep track of and record which users use how much and what kinds of
computer resources.
A high-level interface that programs use to access system calls, hiding the low-level details
from the programmer. Common examples include Win32, POSIX, and the Java API.
A user interface, also known as a command interpreter, that allows for direct command entry.
Interpreters for CLIs are often known as shells.
A file generated upon the failure of an application that captures the memory of the process
for debugging purposes.
A file generated upon the failure of the operating system itself, containing the memory of the
kernel for analysis.
The process of finding and fixing errors, or bugs, in software.
A user-friendly interface that uses a desktop metaphor with icons, a mouse, and a keyboard
to represent and interact with files, programs, and actions.
A modern operating system structure that combines multiple approaches (e.g., monolithic
and modular) to address performance, security, and usability needs.
The core component of an operating system that manages system resources and provides the
fundamental services for all other parts of the OS.
An OS structure where the system is divided into a number of layers, each built on top of
lower layers, with each layer only using services from the layers directly beneath it.
A design approach used by most modern operating systems where the kernel has a set of core

components and can link in additional services via modules at boot time or during run time.
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Microkernel

Monolithic Structure

Operating System (OS)

Services

Profiling

Protection

Resource Allocation

Security

Shells

System Call

User Interface (UI)
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An OS structure that removes all nonessential components from the kernel and implements
them as system and user-level programs. Communication between components occurs via
message passing.

An OS design where all the functionality of the kernel is placed into a single, static binary
file that runs in a single address space.

Functions provided by the OS to create an environment for program execution. They include
services for users (e.g., UL I/O) and services for system efficiency (e.g., resource allocation).
A performance tuning technique that involves periodic sampling of the instruction pointer to
identify statistical trends and optimize system performance.

An OS function that involves ensuring all access to system resources is controlled and that
concurrent processes do not interfere with each other.

An OS function responsible for allocating system resources (like CPU time, memory, etc.) to
multiple users or multiple jobs running concurrently.

An OS function that defends the system from outsiders, requiring user authentication and
protecting external I/O devices from invalid access attempts.

The name given to command interpreters (CLIs) on systems where users can choose from
multiple options.

The programmatic interface between a running program and the operating system, allowing
applications to request kernel services.

The means by which a user interacts with the operating system. Major types include CLI,

GUI, and touch screen.
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Chapter 3

Briefing on Operating System Processes

Executive Summary

This document provides a comprehensive overview of operating system processes, based on an analysis of

their fundamental concepts, management, and communication mechanisms. A process is an active entity,

representing a program in execution, managed by the operating system to ensure controlled and efficient

use of system resources.

The key takeaways are as follows:

Process Fundamentals: A process consists of multiple parts, including program code,
current activity (program counter, registers), a stack for temporary data, a data section for
global variables, and a heap for dynamic memory. It is distinct from a passive program file
stored on disk.

State and Control: Processes transition through a series of states—New, Ready, Running,
Waiting, Terminated—dictated by system events and scheduling decisions. All information
required to manage a process is stored in a Process Control Block (PCB), which enables the
OS to perform context switches between processes.

Scheduling: The OS employs schedulers to manage process execution. The short-term
scheduler rapidly selects processes for CPU allocation, the long-term scheduler controls
the number of processes in memory (degree of multiprogramming), and the medium-term
scheduler can swap processes out of memory to manage resources. Effective scheduling
aims to maximize CPU utilization by maintaining a balanced mix of CPU-bound and I/O-
bound processes.

Lifecycle Operations: Processes are typically created by parent processes, forming a
hierarchical tree. Creation involves resource allocation and is handled by system calls
like fork () in UNIX. Termination can be self-initiated (exit ()) or initiated by a parent
(abort ()), with the OS deallocating all resources.

Interprocess Communication (IPC): Cooperating processes communicate via two primary
models. In the Shared Memory model, processes exchange information through a common

block of memory, which is fast but requires complex user-level synchronization. In

Shoug Alomran 35



CS 330 Summary

the Message Passingmodel, the OS facilitates communication through send

and receive primitives, which is simpler to implement but involves more system overhead.

1. The Process Concept

An operating system executes programs by managing them as processes. A process is formally defined as

a program in execution, with its instructions progressing in a sequential manner.

1.1. Program vs. Process

A critical distinction exists between a program and a process:

o Program: A passive entity, such as an executable file stored on disk.
e Process: An active entity that comes into existence when an executable file is loaded into
memory for execution. A single program can exist as multiple distinct processes, forexample,

when multiple users run the same application.

1.2. Components of a Process in Memory

When a program becomes a process, it is organized into several distinct sections in memory:

Section Description
Text The compiled program code.
Data Global variables used by the program.
Heap Memory that is dynamically allocated during the process’s runtime.
Temporary data storage for function calls, including function parameters, return
Stack addresses, and local variables.
Current The execution context, including the value of the program counter and the contents of
Activity the processor’s registers.

2. Process State and Control

As a process executes, it moves through various states. The OS tracks and manages these states using a

dedicated data structure for each process.
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2.1. Process States

A process can be in one of the following five states at any given time:

e New: The processisin the process of being created.

e Ready: The process is in main memory and is waiting to be assigned to a CPU core for
execution.

¢ Running: The process’s instructions are being executed by a CPU.

¢ Waiting: The process is waiting for an event to occur, such as the completion of an I/0
operation.

¢ Terminated: The process has completed its execution.

The flow between these states is well-defined. For example, a Running process moves to the waiting state
when it needs I/O and returns to the rReady state when the /O is complete. A Running process can be moved

back to the ready state by an interrupt.

2.2. The Process Control Block (PCB)

The operating system represents each process with a Process Control Block (PCB), also known as a task

control block. The PCB is a data structure containing all essential information about a specific process.
Key information stored in the PCB includes:

e Process State: The current state (e.g., Running, Waiting).

e Program Counter: The address of the next instruction to be executed.

e CPU Registers: A snapshot of all process-centric registers.

e CPU Scheduling Information: Process priority and pointers to scheduling queues.

¢ Memory Management Information: Details of memory allocated to the process.

e Accounting Information: CPU time used, time limits, and other metrics.

e 1/0 Status Information: A list of I/0 devices allocated to the process and a list of its open

files.

2.83. Context Switching

When the CPU switches from executing one process to another, the system performs a context switch. This

mechanism involves:
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1. Saving the context (state) of the currently running process into its PCB.

2. Loadingthe context of the new process from its PCB.

Context-switch time is pure overhead, as the system performs no useful work during the switch. The
duration of a context switch is dependent on the complexity of the OS and PCB, as well as hardware support,

such as multiple sets of registers per CPU.

3. Process Scheduling

The goal of process scheduling is to maximize CPU utilization and provide a responsive system. This is

achieved by quickly switching processes onto the CPU for execution.

3.1. Scheduling Queues

The OS maintains several queues to manage processes:

o Ready Queue: A queue of all processes residing in main memory that are ready and waiting
to execute.

¢ Wait Queues: Multiple queues for processes waiting for specific events, such as I/0
completion. Processes migrate between the ready queue and various wait queues

throughout their lifecycle.

3.2. Types of Schedulers

The selection of processes from these queues is performed by different schedulers:

Scheduler Frequency of
Function
Type Execution

Short-Term | Selects a process from the ready queue and allocates the CPU to it. Very Frequent

(CPU) Must be very fast. (ms)
Long-Term | Selects processes from a storage pool and loads them into memory Infrequent
(Job) for execution. Controls multiprogramming. (sec/min)
Medium- Temporarily removes a process from memory (swaps it out) to .
' ) Intermediate
Term reduce the degree of multiprogramming.

Shoug Alomran 38



CS 330 Summary

3.3. Process Mix

For optimal system performance, it is ideal to have a good mix of two types of processes:

e 1/0-bound Process: Spends more of its time performing /O operations than computations.
e CPU-bound Process: Spends most of its time performing computations and generates 1/0

requests infrequently.

A poor mix can lead to inefficiency. If all processes are I/O-bound, the ready queue will often be empty

and the CPU will be idle. If all are CPU-bound, I/O devices will go unused.

4. Operations on Processes

The operating system must provide mechanisms for process creation and termination.

4.1. Process Creation

Processes are created in a hierarchical manner, where a parent process creates child processes, forming a

process tree. Each process is identified by a unique process identifier (pid).
When a process creates a child, several options exist:

e Resource Sharing: The parent and child can share all, a subset of, or no resources.

e Execution: The parent can continue to execute concurrently with its children, or it can wait
for some or all of its children to terminate.

e Address Space: The child can be a duplicate of the parent’s address space, or it can have a

new program loaded into its address space.

In UNIX-like systems, the fork () system call creates a duplicate child process. The exec () system call is
then typically used to replace the child’s memory space with a new program. The parent can use wait () to

pause until the child terminates.

4.2. Process Termination

A process terminates when it finishes executing its last statement and requests deletion via
the exit () system call, which also allows it to return a status value to its parent. At this point, the OS

deallocates all of the process’s resources.
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A parent process can terminate a child process using an abort () system call for reasons such as the child
exceeding its resource allocation or its task no longer being required. If an OS does not allow a child to

exist without a parent, a parent’s termination will trigger cascading termination of all its children.
Two special states related to termination are:

e Zombie: A process that has terminated, but whose parent has not yet called wait () to
collect its status.

e Orphan: A process whose parent has terminated without invoking wait ().

5. Interprocess Communication (IPC)

Processes can be either independent or cooperating. Cooperating processes can affect or be affected by
others and require a mechanism for Interprocess Communication (IPC). Reasons for cooperation include

information sharing, computation speedup, and modularity.

5.1. IPC Models

There are two primary models for IPC:

o Shared Memory: A region of memory is established and shared among cooperating
processes. Communication is fast, as it occurs at memory speed, but it is the responsibility
of the processes to implement synchronization to avoid conflicts.

e Message Passing: Processes communicate by exchanging messages. The OS
provides send () and receive () primitives, making it easier to implement than shared

memory but introducing more overhead.

5.2. The Producer-Consumer Problem

This is a classic paradigm for cooperating processes. A producer process generates data that is consumed

by a consumer process. A buffer is used to hold the data.

¢ Unbounded Buffer: Places no practical limit on the buffer size. The producer never waits.
e Bounded Buffer: Has a fixed size. The producer must wait if the buffer is full, and the

consumer must wait if it is empty.
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6. Detailed IPC Models
6.1. Shared-Memory Systems

In this model, the communicating processes are responsible for managing access to the shared memory
region. The primary challenge is ensuring that processes synchronize their actions properly to maintain data
consistency. For the bounded-buffer problem, this involves using shared variables to track the buffer state

(e.g., indices for the next free slot and the next filled slot).

6.2. Message-Passing Systems

This model requires a communication link to be established between the communicating processes. This

link can be implemented logically in two main ways:

o Direct Communication: Processes must explicity name each other for sending and
receiving. A link is established automatically between exactly one pair of communicating
processes.

o send(P, message) —Send a message to process P.
o0 receive(Q, message) —receive a message from process Q.

¢ Indirect Communication: Messages are sent to and received from mailboxes (or ports),
each identified by a unique ID. Processes can communicate only if they share a common
mailbox. This allows a link to be associated with more than two processes.

o send(A, message) —Send a message to mailbox A.

O receive (A, message) —receive a message from mailbox A.

7. Practical Applications and Architectures

The concepts of process management and communication are fundamental to the design of modern

operating systems and applications.

e Linux Process Representation:In Linux, a process is represented by the C
structure task struct, which contains all PCB information, including the process identifier
(piq), state, scheduling information, and pointers to parent and child processes.

e Android Process Importance Hierarchy: To manage memory in resource-constrained

mobile devices, Android classifies processes into a hierarchy (Foreground, Visible, Service,
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Background, Empty). When resources are low, it terminates processes starting from the least
important category (Empty).

e Google Chrome’s Multiprocess Architecture: To enhance stability and security, the
Chrome browser uses a multiprocess architecture where each tab is a separate Renderer
process. This isolates websites from each other; a crash in one tab does not affect the main
browser or other tabs. The Renderer processes run in a sandbox with restricted I/0O access to
minimize the impact of security exploits. A central Browser process manages the user

interface and I/0.

Study Guide for Chapter 3: Processes

Short-Answer Quiz

Instructions: Answer the following questions in 2-3 sentences based on the provided source material.

1. Whatis the fundamental difference between a program and a process?

2. Listand briefly describe the five main parts of a process in memory.

3. Whatis a Process Control Block (PCB), and what is its primary purpose?

4. Name the five states a process can be in and describe the “Ready” state.

5. What is the main goal of the process scheduler, and what are the two main types of queues it

maintains?

6. Differentiate between the long-term (job) scheduler and the short-term (CPU) scheduler.
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7. Explain what a context switch is and why it is considered pure overhead.

8. Describe theroles of the fork () and exec () system calls in UNIX for process creation.

9. What are the two primary models for Interprocess Communication (IPC)?

10. Define the producer-consumer problem and explain the difference between a bounded and

unbounded buffer.

Essay Questions

Instructions: Formulate detailed responses to the following prompts, drawing upon the concepts presented

in the chapter.

1. Elaborate on the lifecycle of a process. Describe each of the five states in detail and explain the
specific events or actions (e.g., scheduler dispatch, interrupt, I/0 wait) that cause a process to

transition from one state to another.

2. Discuss the structure and importance of the Process Control Block (PCB). Detail at least five
distinct categories of information stored within a PCB and explain how this information is critical

for managing process execution, scheduling, and context switching.
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3. Compare and contrast the three types of schedulers: long-term, short-term, and medium-term.
Explain their respective roles, frequencies of execution, and how they collectively manage the

mix of processes (e.g., I/0-bound vs. CPU-bound) to optimize system performance.

4. Describe the complete sequence of events involved in process creation in a UNIX-like system,
including the roles of the parent process, child process, and the fork(), exec(),
and wait () system calls. Contrast this with the various resource sharing and execution options

available to a parent process.

5. Analyze the two models of Interprocess Communication (IPC): shared memory and message
passing. For each model, explain its fundamental mechanism, the role of the operating system,
and the primary challenges associated with its implementation, such as synchronization for

shared memory and link establishment for message passing.

Answer Key

1. A program is a passive entity, such as an executable file stored on a disk. A process is an active
entity, representing a program in execution after it has been loaded into memory. One program
can exist as several different processes simultaneously.

2. The five parts are the text section (program code), current activity (program counter, processor
registers), stack(temporary data like function parameters and local variables), data
section (global variables), and heap(dynamically allocated memory).

3. A Process Control Block (PCB), or task control block, is a data structure containing all
information associated with a specific process. Its purpose is to store the context of a process,
including its state, program counter, CPU registers, and memory management information,
which is crucial for switching the CPU between processes.
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10.

The five states are New, Running, Waiting, Ready, and Terminated. The “Ready” state indicates
that the process is residing in main memory and is waiting to be assigned to a processor for
execution.

The main goal of the process scheduler is to maximize CPU use by quickly switching processes
onto a CPU core. It maintains a Ready queue, which holds all processes in main memory that
are ready to execute, and Wait queuesfor processes waiting for an event like 1/0 to complete.
The long-term scheduler selects processes to be brought into the ready queue and is invoked
infrequently, controlling the degree of multiprogramming. The short-term scheduler selects a
process from the ready queue to allocate the CPU to, and it executes very frequently (every few
milliseconds).

A context switch is the mechanism for switching the CPU from one process to another. Itinvolves
saving the state of the old process (its context) into its PCB and loading the saved state of the
new process from its PCB. Itis pure overhead because the system does no useful work while the
switch is happening.

In UNIX, the fork () system call creates a new process, which is a duplicate of the parent.
The exec () system call is typically used after a fork() to replace the new process’s memory
space with a new program.

The two primary models for Interprocess Communication are shared memory and message
passing. In the shared memory model, processes communicate via an area of memory shared
among them. In the message passing model, processes communicate by exchanging messages
without using shared variables.

The producer-consumer problem is a paradigm for cooperating processes where a “producer”
process creates information that is consumed by a “consumer” process. With an unbounded-
buffer, the producer never has to wait, while a bounded-buffer has a fixed size, meaning the
producer must wait if the buffer is full.
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Term

abort ()
Cascading
Termination

Context Switch

Cooperating Process
CPU-bound Process
CPU Scheduler

Data Section

exec ()

exit ()

fork ()

Heap
Interprocess
Communication
(IPC)

I/O-bound Process

Job Scheduler

Long-term Scheduler
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Glossary of Key Terms

Definition
A system call a parent may use to terminate the execution of a child process.
A policy where if a process terminates, all its children, grandchildren, etc., are also terminated by
the operating system.
The process of saving the state of the currently executing process and loading the saved state of a
new process to switch CPU allocation.

A process that can affect or be affected by other processes, including through the sharing of data.
A process that spends more time doing computations and generates I/O requests infrequently.
See Short-term Scheduler.

The part of a process in memory that contains global variables.

A UNIX system call used after fork () to replace a process’s memory space with a new program.
A system call used by a process to ask the operating system to delete it after executing its last
statement.

A UNIX system call that creates a new process.

The part of a process in memory that contains memory dynamically allocated during run time.

Mechanisms that allow cooperating processes to communicate and share data. The two models

are shared memory and message passing.

A process that spends more time performing I/O operations than using the CPU for
computations.
See Long-term Scheduler.
Selects which processes should be brought from storage into the ready queue. It is invoked

infrequently and controls the degree of multiprogramming.
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Mailboxes (Ports)

Medium-term

Scheduler (Swapper)

Message Passing

Orphan Process

Process

Process Control

Block (PCB)

Process Scheduler

Process State

Producer-Consumer

Problem

Program

Ready Queue

Shared Memory
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Used in indirect communication, where messages are directed to and received from a mailbox,

which has a unique ID.
Temporarily removes a process from memory and stores it on disk (swapping out) to be brought
back in later.
An IPC model where processes communicate by exchanging messages without resorting to
shared variables. It uses send () and receive () operations.
A process whose parent has terminated without invoking wait ().

A program in execution. It is an active entity with multiple parts, including a program counter
and system resources.

A data structure containing information associated with each process, such as process state,
program counter, CPU registers, scheduling information, and memory management data. Also
called a task control block.

Selects an available process for execution on a CPU core with the goal of maximizing CPU
utilization.

The current state of a process as it executes. States include New (being
created), Running (instructions are being executed), Waiting (waiting for an
event), Ready (waiting to be assigned to a processor), and Terminated (finished execution).
A paradigm for cooperating processes where a producer process produces information that is
consumed by a consumer process.

A passive entity stored on disk, such as an executable file.

A scheduling queue consisting of the set of all processes residing in main memory that are ready
and waiting to execute.

An IPC model where an area of memory is shared among communicating processes.

Communication is controlled by the user processes, not the OS.
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Short-term Scheduler |  Selects from among the processes that are in the ready queue and allocates the CPU to one of
them. It executes very frequently.
Stack The part of a process in memory containing temporary data such as function parameters, return
addresses, and local variables.
task_struct The C structure in Linux that represents a process, containing information like the process
identifier (pid), state, and scheduling information.
Text Section The part of a process in memory that contains the program code.
Threads Multiple threads of control within a single process, allowing multiple locations in the program to
execute at once. Each thread has its own program counter.
wait () A system call a parent process can use to wait for a child process to terminate. It returns status
information and the child’s PID.
Wait Queues Scheduling queues consisting of processes waiting for a particular event to occur, such as the
completion of an I/O operation.

Zombie Process A process that has terminated, but whose parent has not yet called wait () to collect its status.
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" Chapter 4

Briefing: Threads and Concurrency

Executive Summary

This document provides a comprehensive analysis of threads and concurrency as fundamental components
of modern operating systems. Multithreading is the practice of running multiple threads of execution within
a single process, enabling applications to perform multiple tasks concurrently. This approach is central to
modern software design, offering significant benefits in responsiveness, efficiency, and scalability,

particularly on multicore processor architectures.

A thread, or “lightweight process,” is the basic unit of CPU utilization, comprising a thread ID, program
counter, register set, and stack. Threads within the same process share resources such as the code section,
data section, and operating system resources, making them more economical to create and manage than

traditional “heavyweight” processes.
The primary advantages of multithreading include:

e Responsiveness: An application can remain interactive even when parts of it are blocked or
performing lengthy operations.

e Resource Sharing: Threads efficiently share the memory and resources of their parent
process.

¢ Economy: Creating and switching between threads is significantly faster and less resource-
intensive than managing separate processes.

e Scalability: Threads can run in parallel on different processor cores, maximizing the

utilization of multiprocessor systems.

Despite these benefits, multicore programming presents challenges, including dividing application
activities, balancing workloads, managing data dependencies, and the increased complexity of testing and

debugging concurrent programs.

Threads are managed at either the user level (by an application library) or the kernel level (by the operating
system). The relationship between these two types is defined by several multithreading models—Many-to-

One, One-to-One, and Many-to-Many—each offering different trade-offs in performance, concurrency, and
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complexity. The choice of model dictates how an application can leverage underlying hardware and manage

system calls.

Foundational Concepts of Threads

Defining Threads and Processes

In modern operating systems, a distinction is made between traditional processes and threads.

o Heavyweight Process: This refers to a traditional process that contains only a single thread
of control.
e Multi-threaded Process: This is a process that includes multiple threads, which share the

resources allocated to that process.

A thread, also known as a lightweight process, is the fundamental unit of CPU utilization. Each thread is

comprised of its own distinct components while also sharing resources with other threads in the same

process.
Thread Components (Unique per Shared Resources (Common to all Threads in a
Thread) Process)
Thread ID Code Section
Program Counter Data Section
Register Set Operating System Resources (e.g., files)
Stack Space

The diagram below illustrates the structural difference between a single-threaded process and a
multithreaded process. The multithreaded process maintains a single shared space for code, data, and files,

but allocates separate registers, stacks, and program counters (PC) for each individual thread.

Motivation and Use Cases

The adoption of multithreading is driven by the need for more efficient and responsive applications. Most
modern applications and operating system kernels are multithreaded. By implementing multiple tasks as
separate threads within an application, developers can simplify code and increase efficiency. Common tasks

handled by threads include:

e Updating adisplay e Fetching data
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e Performing spell checking ¢ Answering network requests

Practical Examples:

e Word Processor: A word processor may use separate threads for reading user input,
displaying graphics, and performing spell and grammar checks concurrently.
e Web Server: A web server can create a new thread to handle each incoming client request.
This allows the server to serve multiple clients concurrently with less overhead than creating
a new process for each request. The typical workflow is:
1. The server listens for a client request.
2. Upon receiving a request, the server creates a new thread to service it.
3. Theserverimmediately resumes listening for additional client requests while the new

thread handles the first one.

Benefits and Challenges of Multithreading

Core Advantages

The use of multithreading provides four primary benefits:

Benefit Description
Allows a program to continue running even if part of it is blocked or engaged in a
Responsiveness = lengthy operation. For example, a multithreaded web browser can allow user
interaction in one thread while another thread loads an image.
Resource Threads belonging to the same process share memory and other resources by default,
Sharing facilitating communication and data exchange between them.
It is more economical to create and switch between threads than processes because
Economy threads share the resources of their parent process. In Solaris, for instance, creating a
process is reportedly 30 times slower than creating a thread.
On multiprocessor architectures, multiple threads can run in parallel on different
Scalability CPUs. A single-threaded process can only run on one CPU, regardless of how many

are available.
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Challenges in Multicore Programming

The prevalence of multicore and multiprocessor systems has introduced several challenges for

programmers:

+ Dividing Activities: Identifying areas of an application that can be divided into separate,
concurrent tasks.

o Balance: Ensuring that the tasks assigned to different threads perform equal work or provide
equal value to avoid bottlenecks.

o Data Splitting: The data accessed by the tasks must be divided to run on separate cores.

o Data Dependency: When one task depends on data from another, their execution must be
synchronized to maintain correctness.

¢ Testing and Debugging: Concurrent programs have many possible execution paths, making

them inherently more difficult to test and debug than single-threaded applications.

Parallelism and Concurrency

Distinguishing the Concepts

While often used interchangeably, parallelism and concurrency represent distinct concepts in computing.

e Concurrency: A system is concurrentif it supports more than one task by allowing all of them
to make progress over time. On a single-core system, this is achieved by interleaving the
execution of threads.

e Parallelism: A system is parallelif it can perform more than one task simultaneously. This is
only possible on a multi-core system, where a separate thread can be assigned to each core

to run at the same time.

Types of Parallelism

There are two primary models for leveraging multicore systems to achieve parallelism:

o Data Parallelism: Involves distributing subsets of the same data across multiple cores and
performing the same operation on each subset.
e Task Parallelism: Involves distributing different threads, each performing a unique

operation, across the available cores.

Shoug Alomran 52



CS 330 Summary

Thread Implementation and Management

Thread management can be handled by libraries in user space or directly by the operating system kernel.

User Threads vs. Kernel Threads

Feature User Threads Kernel Threads
Managed by a user-level threads All thread management is done by the kernel
Management . o o ;
library within an application. itself.
Fast to create and manage, as no Generally slower to create and manage than user
Performance
kernel intervention is needed. threads.
If a user-level thread performs a If a thread performs a blocking system call, the
Blocking blocking system call, the entire kernel can schedule another thread from the same
process will block. application for execution.

Can be scheduled on different processors by the
Scheduling Scheduled by the thread library. cernel
ernel.

Supported by virtually all general-purpose OSs,
POSIX Pthreads, Java threads, PP Y yallg purp

Examples including Windows, Linux, Mac OS X, iOS, and
Win32 threads.
Android.

Multithreading Models

The relationship between user threads and kernel threads is defined by three primary models.

Many-to-One Model

o Description: Maps many user-level threads to a single kernel thread.

e Advantages: Thread management is efficient because it is handled in user space.

e Disadvantages: The entire process blocks if any thread makes a blocking system call.
Multiple threads cannot run in parallel on multiprocessors.

e Examples: Solaris Green Threads, GNU Portable Threads.

One-to-One Model

e Description: Maps each user-level thread to a dedicated kernel thread.
¢ Advantages: Provides greater concurrency, as a blocking call by one thread does not affect

others. Allows threads to run in parallel on multiprocessor systems.
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o Disadvantages: Creating a kernel thread for every user thread creates overhead, and
operating systems may limit the total number of kernel threads.

e Examples: Windows, Linux.

Many-to-Many Model

o Description: Multiplexes many user-level threads to a smaller or equal number of kernel
threads.

e Advantages: Combines the benefits of the other models. Kernel threads can run in parallel
on a multiprocessor system, and a blocking system call does not block the entire process.

o Examples: Solaris prior to version 9, Windows NT/2000 with the ThreadFiber package.

Two-Level Model

e Description: A variation of the Many-to-Many model that also allows a user thread to be
bound to a specific kernel thread.

e Examples: IRIX, HP-UX, Tru64 UNIX, Solaris 8 and earlier.

Study Guide: Threads & Concurrency

Short-Answer Quiz

Instructions: Answer the following ten questions in 2-3 sentences each, based on the provided source

material.

1. Whatis a thread, and what four components comprise this basic unit of CPU utilization?

2. How do single-threaded and multithreaded processes differ in their structure and resource

allocation?

3. ldentify and briefly describe the four primary benefits of multithreaded programming.
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4. Explainthe concept of concurrency as it applies to a single-core system.

5. What is the fundamental difference between data parallelism and task parallelism in multicore

programming?

6. Listthree of the five key challenges programmers face when designing applications for multicore

systems.

7. Compare user threads and kernel threads in terms of how they are managed and the speed of

their creation.

8. Describe the Many-to-One multithreading model and state its most significant drawback

regarding system calls.

9. What is the main advantage of the One-to-One model, and what is its primary disadvantage?

10. In a multithreaded server architecture, how does the server handle incoming client requests to

maintain responsiveness?
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Essay Questions

Instructions: The following questions are designed for longer, essay-format responses. Formulate detailed

answers that synthesize concepts from the source material.

1. Compare and contrast the three primary multithreading models: Many-to-One, One-to-One, and
Many-to-Many. Discuss the specific advantages and disadvantages of each model in terms of

performance, concurrency, and handling of blocking system calls.

2. The source material states that the move to multicore systems puts “pressure on programmers.”
Elaborate on the five specific challenges of multicore programming mentioned (Dividing
activities, Balance, Data splitting, Data dependency, Testing and debugging), explaining why

each presents a significant hurdle in developing modern applications.

3. Explain the fundamental differences between a thread and a process. Detail what resources are
unique to each thread within a multithreaded process and what resources are shared among all
threads. Use this distinction to explain why threads are considered more “economical” than

processes.

4. Differentiate between the concepts of concurrency and parallelism. Describe how each concept

is realized on a single-core system versus a multi-core system.
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5. Analyze the relationship between user threads and kernel threads. Discuss the trade-offs
involved in choosing a user-level thread implementation versus a kernel-level implementation,

focusing on management overhead, scheduling flexibility, and system call behavior.

Answer Key

1. A thread, also known as a lightweight process, is a basic unit of CPU utilization. Its four main
components are a thread ID, a program counter (PC), a register set, and a stack space.

2. Asingle-threaded process has one thread of control, containing its code, data, files, registers,
PC, and stack in a single unit. A multithreaded process contains multiple threads, where each
thread has its own registers, PC, and stack, but allthreads share the process’s code section, data
section, and operating system resources like files.

3. The four benefits are Responsiveness (program continues running even if part is
blocked), Resource Sharing(threads share the memory of their process), Economy (cheaper
and faster to create and switch between threads than processes), and Scalability (multiple
threads can run in parallel on different CPUs).

4. On a single-core system, concurrency means the execution of multiple threads is interleaved
over time. The system switches between tasks, allowing each one to make progress, creating the
illusion that they are running simultaneously even though only one task is executing at any given
instant.

5. Data parallelism involves distributing subsets of the same data across multiple cores and
performing the same operation on each subset. In contrast, task parallelism involves distributing
different threads, each performing a unique operation, across the available cores.

6. Key challenges in multicore programming include Dividing activities (identifying tasks to runin
parallel), Balance(ensuring tasks have equal workload), Data splitting (dividing data for
separate cores), Data dependency(synchronizing tasks that rely on each other’s data),
and Testing and debugging (handling the complexity of multiple execution paths).

7. Userthreads are managed by a user-level threads library within an application, making them fast
to create and manage without kernel intervention. Kernel threads are managed directly by the
operating system kernel, which is generally slower for creation and management but allows the
kernel to schedule threads on different processors.

8. The Many-to-One model maps many user-level threads to a single kernel thread, which is
efficient as managementis done in user space. Its most significant drawback is that if any thread
performs a blocking system call, the entire process will block because only one thread can
access the kernel at a time.

9. The main advantage of the One-to-One model is that it provides greater concurrency, as a
blocking system call by one thread does not stop other threads from running. Its primary
disadvantage is the overhead of creating a dedicated kernel thread for every user thread, which
can exhaust system resources and limit the number of threads an application can create.
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10. When a client makes a request, the server creates a new, separate thread specifically to service
that request. While the new thread handles the client, the main server thread immediately
resumes listening for additional requests from other clients, thus avoiding delays.
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Term

Concurrency

Data Parallelism

Heavyweight Process

Kernel Threads

Lightweight Process

Many-to-Many Model

Many-to-One Model

Multicore

Programming

Multithreaded Process

One-to-One Model

Parallelism

Process

Task Parallelism

Thread
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Glossary of Key Terms
Definition

A state that supports more than one task by allowing all of them to make progress. On a single-core
system, this is achieved by interleaving the execution of threads over time.
A type of parallelism that focuses on distributing subsets of the same data across multiple processor
cores and performing the same operation on each core.
A traditional process that has only a single thread of control.
Threads managed directly by the operating system kernel. The kernel handles their creation,
scheduling, and management. They are generally slower to create than user threads but are not
blocked as a group by system calls.
Another name for a thread, signifying that it is a basic unit of CPU utilization and carries less
overhead than a traditional heavyweight process.
A multithreading model that maps many user-level threads to a smaller or equal number of kernel
threads. It combines the advantages of the other models, allowing for parallel execution on
multiprocessors without blocking the entire process on a system call.
A multithreading model that maps many user-level threads to a single kernel thread. While efficient
for thread management, the entire process will block if one thread makes a blocking system call.
The practice of programming for a system with multiple processing cores on a single chip, which
presents challenges such as dividing activities, balancing workloads, and managing data
dependencies.
A process that includes multiple threads of control, which share the code section, data section, and
other OS resources allocated to the process.
A multithreading model where each user-level thread is mapped to a corresponding kernel thread.
This model provides more concurrency than the many-to-one model but has the overhead of
creating a kernel thread for each user thread.
A state where a system can perform more than one task simultaneously. This is possible on multi-
core systems where separate threads can be assigned to run on different cores at the same time.
A program in execution. In the context of threading, it acts as a container for resources like the code
section, data section, and files, which can be shared by one or more threads.
A type of parallelism that involves distributing threads, each performing a unique operation, across
multiple processor cores.
A basic unit of CPU utilization within a process. It is comprised of a thread ID, a program counter,

aregister set, and a stack space. Threads within the same process share code, data, and OS resources.
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Libraries that provide programmers with an API for creating and managing threads. Examples

include POSIX Pthreads, Java threads, and Win32 threads.

Thread Libraries

A multithreading model similar to the Many-to-Many model but with the additional feature that it
Two-level Model )
allows a user thread to be bound to a specific kernel thread.
Threads managed by a user-level library within an application, without kernel support. They are
User Threads fast to create and manage, but a blocking system call by one user thread will cause the entire process

to block.
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Chapter 5

Briefing Document: CPU Scheduling

Executive Summary

CPU scheduling is a fundamental function of modern operating systems, designed to maximize CPU
utilization through multiprogramming. The core objective is to select a process from the ready queue and
allocate a CPU core to it, balancing several competing performance metrics: maximizing CPU utilization

and throughput while minimizing process turnaround time, waiting time, and response time.

The primary distinction in scheduling approaches is between nonpreemptive scheduling, where a
process holds the CPU until it voluntarily relinquishes it, and preemptive scheduling, where the operating
system can interrupt a running process to allocate the CPU to another. Virtually all modern operating

systems, including Windows, MacOS, and Linux, employ preemptive scheduling.
Key scheduling algorithms offer different trade-offs:

o First-Come, First-Served (FCFS) is simple but can lead to poor performance due to the
“convoy effect,” where short processes get trapped behind long ones.

o Shortest-Job-First (SJF) is provably optimal for minimizing average waiting time but requires
predicting future CPU burst lengths, often achieved through exponential averaging of past
behavior. Its preemptive version is Shortest-Remaining-Time-First (SRTF).

¢ Round Robin (RR) is atime-sharing algorithm that gives each process a small time quantum,
ensuring better response time at the potential cost of higher average turnaround time.

e Priority Scheduling allocates the CPU to the process with the highest priority, facing a

potential issue of “starvation” for low-priority processes, which can be mitigated by “aging.”

Advanced strategies like Multilevel Queues and Multilevel Feedback Queues refine scheduling by
partitioning processes into different queues, each with its own algorithm, and allowing processes to move
between queues. Scheduling also extends to threads and real-time systems, where meeting deadlines is
critical. Operating systems like Windows and Solaris implement sophisticated, priority-based, multi-class

schedulers to manage complex workloads effectively.
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1. Core Concepts of CPU Scheduling
1.1. CPU-I/0O Burst Cycle

Process execution is characterized by a cycle of CPU execution and I/O wait. A process alternates between

these two states, beginning and ending with a CPU burst. Efficient CPU scheduling is primarily concerned

with managing the sequence and duration of these CPU bursts among all ready processes.

1.2. CPU Burst Distribution

Analysis of process execution reveals a consistent pattern: there are a large number of very short CPU bursts

and a small number of very long CPU bursts. This distribution is a critical consideration in the design and

evaluation of scheduling algorithms.

1.3. The CPU Scheduler and Dispatcher

CPU Scheduler: This operating system module selects a process from the ready queue and
allocates a CPU core to it. Scheduling decisions are triggered when a process:

1. Switches from a running state to a waiting state.

2. Switches from a running state to a ready state.

3. Switches from a waiting state to a ready state.

4. Terminates.
Dispatcher: The dispatcher is the module that gives control of the CPU to the process
selected by the scheduler. This involves switching the context, changing to user mode, and
jumping to the correct location in the user’s program to resume its execution. The time this

takes is known as dispatch latency.

2. Scheduling Paradigms and Criteria

2.1. Preemptive vs. Nonpreemptive Scheduling

Nonpreemptive Scheduling: Scheduling decisions are only made when a process
terminates or switches to a waiting state (circumstances 1 and 4). Once a process is
allocated the CPU, it cannot be taken away until the process completes its CPU burst.

Preemptive Scheduling: The scheduler can interrupt a running process and reallocate the
CPU (circumstances 2 and 3). This approach is used by virtually all modern operating

systems (Windows, MacOS, Linux, UNIX). While effective, it can introduce race conditions if
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multiple processes share data, as one process might be preempted while in the middle of

updating shared data, leaving it in an inconsistent state.

2.2. Key Performance Criteria

The performance of a scheduling algorithm is assessed using several criteria:

Optimization
Criterion Description

Goal

CPU . . . . .
o The percentage of time the CPU is busy executing processes. Maximize

Utilization

Throughput The number of processes completed per unit of time. Maximize

Turnaround i o ) o
) The total time from process submission to completion. Minimize

Time

- ) The total amount of time a process spends waiting in the ready o

Waiting Time Minimize
queue.

) The time from a request’s submission until the first response is o

Response Time Minimize

produced.

3. Analysis of Scheduling Algorithms
3.1. First-Come, First-Served (FCFS)

FCFS is a nonpreemptive algorithm where processes are handled in the order they arrive. Its performance

is highly dependent on the arrival order.

e Example 1: Long process first
o Processes arrive: P1 (Burst: 24), P2 (Burst: 3), P3 (Burst: 3).
o Waiting Times: P1=0, P2=24, P3=27.
o Average Waiting Time: 17

e Example 2: Short processes first
o Processes arrive: P2 (Burst: 3), P3 (Burst: 3), P1 (Burst: 24).
o Waiting Times: P2=0, P3=3, P1=6.

o Average Waiting Time: 3
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This variability demonstrates the convoy effect, where short processes are forced to wait for a long process

to finish, leading to inefficient resource utilization.

3.2. Shortest-Job-First (SJF)

SJF associates each process with the length of its next CPU burst and schedules the process with the shortest
burst. This algorithm is provably optimal for minimizing the average waiting time for a given set of

processes.

o Example:
o Processes: P1(6), P2(8), P3(7), P4(3).
o Execution Order: P4, P1, P3, P2.
o Waiting Times: P4=0, P1=3, P3=9, P2=16.
o Average Waiting Time: (0+3+9+16)/4=7

The main challenge is determining the length of the next CPU burst. This is typically done by estimation,
using exponential averaging of the lengths of previous CPU bursts. The formula used is: T_n+1_=a *

tn +(1-0)*1 n_

e T_n+1_isthe predicted length of the next CPU burst.
e t n_isthe actual length of the n-th CPU burst.

e aisaweighting factor (0 < a< 1), commonly setto 0.5.

3.3. Shortest-Remaining-Time-First (SRTF)

SRTF is the preemptive version of SJF. If a new process arrives in the ready queue with a CPU burst length

that is less than the remaining time of the currently executing process, the current process is preempted.

o Example with Arrival Times:

Process Arrival Time Burst Time
P1 0 8
P2 1 4
P3 2 9
P4 3 5
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* The schedule involves preemption as shorter jobs arrive. Pl starts, is preempted by
P2, which is preempted by P4 (based on remaining time) .

* **Average Waiting Time: [(10-1) + (1-1) + (17-2) + (5-3)]1 / 4 = 6.5*%*

3.4. Round Robin (RR)

RR is a preemptive algorithm designed for time-sharing systems. Each process is given a small unit of CPU
time, called a time quantum (q), usually 10-100 milliseconds. After the quantum expires, the process is

preempted and placed at the end of the ready queue.

e Performance:
o Ifqis large, RR behaves like FCFS.
o Ifq is small, overhead from context switching becomes significant. The quantum
should be large relative to the context switch time (typically < 10 microseconds).
e RRgenerally results in a higher average turnaround time than SJF but provides better average
response time.
e A common rule of thumb is to set the time quantum such that 80% of CPU bursts are shorter

than q.

3.5. Priority Scheduling

This algorithm assigns a priority to each process. The CPU is allocated to the process with the highest
priority. It can be either preemptive or nonpreemptive. A major issue is starvation, where low-priority
processes may never execute. This can be solved with aging, which gradually increases the priority of

processes that have been waiting for a long time.

o Example: (Smallest integer = highest priority)

Process Burst Time Priority
P1 10 3
P2 1 1
P3 2 4
P4 1 5
PS S 2

* Execution Order: P2, P5, P1l, P3, P4.

* **Average Waiting Time: 8.2**
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3.6. Multilevel Queue and Multilevel Feedback Queue

e Multilevel Queue: The ready queue is partitioned into separate queues. For example,
queues can be established for real-time, system, interactive, and batch processes, with
higher priority given to queues like real-time. Each queue can have its own internal
scheduling algorithm. Scheduling between queues is often done via fixed-priority
preemption.

e Multilevel Feedback Queue: This is a more flexible approach where processes can move
between queues. This allows the scheduler to demote a CPU-bound process to a lower-
priority queue or upgrade an I/0O-bound process that has been waiting. This mechanism is an

effective way to implement aging and adapt to changing process behavior.

4. Advanced Scheduling Topics
4.1. Thread Scheduling

When an operating system supports kernel-level threads, it is threads, not processes, that are scheduled.

e Process-Contention Scope (PCS): In many-to-one and many-to-many thread models, the
thread library schedules user-level threads to run on an available light-weight process (LWP).
The scheduling competition is confined within the process.

¢ System-Contention Scope (SCS): Kernel-level threads compete for CPU time with all other

threads in the system.

4.2. Real-Time CPU Scheduling

Real-time systems require that processes complete within specific deadlines.

o Soft Real-Time: Guarantees only that critical real-time processes will have priority over non-
critical ones.

o Hard Real-Time: Requires that tasks be serviced by their deadlines.

o Periodic Processes: These processes require the CPU at constant intervals (period p) and
have a processing time (t) and a deadline (q).

o Rate Monotonic Scheduling: A preemptive, priority-based algorithm for real-time systems
that assigns priority based on the inverse of the process’s period. Shorter periods receive

higher priorities.
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5. Operating System Implementations
5.1. Windows Scheduling

Windows uses a priority-based, preemptive scheduling algorithm. It maps priority classes (e.g., Real-Time,
High, Normal) and relative priorities (e.g., Time-Critical, Highest) to a numerical priority value from 1 to

31. The scheduler always runs the highest-priority runnable thread.

5.2. Solaris Scheduling

Solaris uses a priority-based scheduler with six distinct scheduling classes, each with its own algorithm:

e Time Sharing (TS - default, a multilevel e System (SYS)
feedback queue) e Fair Share (FSS)
e Interactive (lA) e Fixed Priority (FP)

e RealTime (RT)
The scheduler converts these class-specific priorities into a global priority range (0-169). The thread
with the highest global priority is selected to run. If multiple threads share the same highest priority, they

are scheduled using Round Robin.

6. Algorithm Evaluation Methodologies

6.1. Deterministic Modeling

This analytic method evaluates algorithms using a specific, predetermined workload. It calculates
performance metrics like average waiting time for each algorithm on that workload. While simple and fast,

its results are only applicable to the exact input scenario.

o Example with a predetermined workload:
o FCFS Average Wait Time: 28ms
o Non-preemptive SJF Average Wait Time: 13ms

o RR Average Wait Time: 23ms

6.2. Queueing Models

This method uses probabilistic models, often based on exponential distributions, to describe the arrival

of processes and the duration of CPU bursts. By analyzing the system as a network of servers with queues,
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it can compute average throughput, CPU utilization, and waiting times for more general, stochastic

workloads.

Study Guide for Chapter 5: CPU Scheduling

Short-Answer Quiz

Answer the following questions in 2-3 sentences each based on the provided source material.

1. Whatis the CPU-I/O Burst Cycle and why is its distribution a main concern for CPU scheduling?

2. Differentiate between preemptive and nonpreemptive scheduling based on the circumstances

under which scheduling decisions are made.

3. Whatis the role of the dispatcher, and what is meant by the term “dispatch latency”?

4. Explain the “convoy effect” as it relates to the First-Come, First-Served (FCFS) scheduling

algorithm.

5. Why is the Shortest-Job-First (SJF) algorithm considered optimal, and what is its preemptive

version called?

6. Describe how the Round Robin (RR) algorithm functions and explain the significance of the time

guantum q.
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7.

8.

9.

What is the problem of “starvation” in priority scheduling, and what is the common solution

known as “aging”?

How does a Multilevel Feedback Queue differ from a standard Multilevel Queue?

In the context of thread scheduling, distinguish between Process-Contention Scope (PCS) and

System-Contention Scope (SCS).

10. For real-time systems, how does the Rate Monotonic Scheduling algorithm assign priorities to

periodic processes?

Essay Questions

Construct detailed, essay-format answers to the following prompts.

Compare and contrast the First-Come, First-Served (FCFS), Shortest-Job-First (SJF), and Round
Robin (RR) scheduling algorithms. Discuss their respective advantages and disadvantages
concerning the scheduling criteria of average waiting time, response time, and the potential for

the convoy effect.

Explain the challenge of predicting the next CPU burst length for the SJF scheduling algorithm.
Describe the exponential averaging method, including the formula tn+1 = o« tn + (1 - o) tnand
the significance of the parameter o. Illustrate the behavior of the formula for the edge cases

where o=0 and o=1.
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3. Discuss the structure and function of a Multilevel Feedback Queue scheduler. Explain how its
defining parameters (number of queues, scheduling algorithms per queue, methods for
upgrade/demotion) allow it to be a flexible and comprehensive scheduling solution that can

adapt to different process behaviors.

4. Describe the unique requirements of real-time CPU scheduling for both soft and hard real-time
systems. Explain the characteristics of periodic processes (processing time t, deadline 4,
period p) and describe how a priority-based algorithm like Rate Monotonic Scheduling addresses

these needs.

5. Explain the difference between preemptive and nonpreemptive scheduling. Discuss the
potential problems, such as race conditions, that preemptive scheduling can introduce when
data is shared among processes, and identify which model is used by virtually all modern

operating systems.

Answer Key

1. The CPU-I/O Burst Cycle describes how process execution consists of alternating cycles of CPU
execution (CPU burst) and I/0 wait (I/0 burst). The distribution of CPU burst times is a main
concern because it is characterized by many short bursts and a few long ones, which influences
the effectiveness of different scheduling algorithms.

2. Nonpreemptive scheduling occurs only when a process terminates or switches from a running to
a waiting state; once a process gets the CPU, it keeps it untilit releases it. Preemptive scheduling
can also occur when a process switches from running to ready or from waiting to ready, allowing
for the possibility of interrupting a running process.

3. The dispatcher is the module that gives control of the CPU to the process selected by the
scheduler, which involves context switching and switching to user mode. Dispatch latency is the
time it takes for the dispatcher to stop one process and start another one running.
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10.

The convoy effect is a phenomenon in FCFS scheduling where a short process gets stuck waiting
behind a long, CPU-bound process. This leads to inefficient use of resources and a significant
increase in the average waiting time for the shorter processes.

The SJF algorithm is considered optimal because it provides the minimum average waiting time
for a given set of processes. Its preemptive version is called shortest-remaining-time-first
scheduling, where a scheduling decision is reevaluated whenever a new process arrives in the
ready queue.

The Round Robin (RR) algorithm allocates a small unit of CPU time, called a time quantum q, to
each process. If a process does not complete within this time, itis preempted and moved to the
end of the ready queue. The size of gis significant: if it’s too large, RR behaves like FCFS, and ifit’s
too small relative to context switch time, the overhead becomes too high.

Starvation is a problem where low-priority processes may never execute because there is a
constant stream of higher-priority processes. A solution is aging, which involves gradually
increasing the priority of processes that have been waiting in the system for a long time.

In a standard Multilevel Queue, processes are permanently assigned to a specific queue, often
based on their type (e.g., interactive vs. batch). In a Multilevel Feedback Queue, a process can
move between the various queues based on its execution behavior, allowing for more dynamic
scheduling and the implementation of concepts like aging.

Process-Contention Scope (PCS) refers to the scheduling of user-level threads to run on an
available Lightweight Process (LWP), where the scheduling competition is confined within a
single process. System-Contention Scope (SCS) refers to the scheduling of kernel-level threads
onto an available CPU, where the scheduling competition is among all threads in the entire
system.

Rate Monotonic Scheduling assigns priority to periodic processes based on the inverse of their
period. Processes with shorter periods are assigned a higher priority, while processes with longer
periods receive a lower priority.
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Term

Aging

CPU-1/O Burst Cycle

CPU Scheduler

CPU Utilization

Convoy Effect

Dispatch Latency

Dispatcher

Exponential Averaging

First-Come, First-Served
(FCFS) Scheduling
Multilevel Feedback

Queue

Multilevel Queue

Nonpreemptive

Scheduling

Shoug Alomran

Glossary of Key Terms

Definition
A technique to prevent starvation in priority scheduling by increasing the priority of processes
that have been waiting for a long time.
The cycle of execution for a process, which consists of alternating between periods of CPU
execution (CPU burst) and waiting for I/O (I/O burst).
The component of the operating system that selects a process from the ready queue and
allocates a CPU core to it.
A scheduling criterion that measures how busy the CPU is kept; the goal is to maximize this
value.
A situation in FCFS scheduling where a short process is delayed because it is waiting behind a
long process.
The time it takes for the dispatcher to stop one process and start another one running.
The module that gives control of the CPU to the process selected by the CPU scheduler.
A method used to predict the length of the next CPU burst by calculating a weighted average
of the previous burst length and the previous predicted value.
A nonpreemptive scheduling algorithm where processes are allocated the CPU in the order they
arrive in the ready queue.
A scheduling algorithm that separates the ready queue into multiple queues and allows
processes to move between them based on their CPU usage characteristics.
A scheduling algorithm that partitions the ready queue into several separate queues, each with
its own scheduling algorithm.
A scheduling scheme where once the CPU is allocated to a process, that process keeps the CPU

until it releases it by terminating or switching to a waiting state.
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Preemptive Scheduling

Priority Scheduling

Process-Contention Scope

(PCS)

Race Condition

Rate Monotonic

Scheduling

Response Time

Round Robin (RR)
Scheduling
Shortest-Job-First (SJF)
Scheduling
Shortest-Remaining-
Time-First (SRTF)
Scheduling
Starvation

System-Contention Scope

(SCS)

Throughput

Time Quantum (q)
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A scheduling scheme where the CPU can be taken away from a currently running process and
allocated to another.

A scheduling algorithm where a priority is associated with each process, and the CPU is
allocated to the process with the highest priority.

Scheduling competition among user-level threads within the same process to run on an
available Lightweight Process (LWP).

A situation that can occur with preemptive scheduling where multiple processes share data, and
the data is left in an inconsistent state because a process is preempted while updating it.

A real-time scheduling algorithm that assigns priorities based on the inverse of a process’s
period; shorter periods result in higher priorities.

A scheduling criterion that measures the amount of time from when a request was submitted
until the first response is produced.

A preemptive scheduling algorithm where each process receives a small unit of CPU time (time
quantum), and if it doesn’t complete, it is added to the end of the ready queue.

A scheduling algorithm that associates with each process the length of its next CPU burst and

allocates the CPU to the process with the shortest burst.

The preemptive version of the SJF algorithm.

A condition in priority scheduling where low-priority processes may never get to execute.

Scheduling competition among all kernel threads in the system for an available CPU.

A scheduling criterion that measures the number of processes that complete their execution per
time unit.

The small unit of CPU time assigned to a process in the Round Robin scheduling algorithm.
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A scheduling criterion that measures the total amount of time required to execute a particular
Turnaround Time
process from submission to completion.

A scheduling criterion that measures the amount of time a process has been waiting in the ready

Waiting Time
queue.
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Chapter 6

Process Synchronization: Concepts, Problems, and Solutions
Executive Summary

This document provides a comprehensive analysis of process synchronization, a critical mechanism for
maintaining data consistency in multi-process operating systems. The core challenge arises when
cooperating processes access and manipulate shared data concurrently, which can lead to data inconsistency
and “race conditions.” The fundamental solution is to address the “critical-section problem,” which involves
designing a protocol to ensure that when one process is manipulating shared data, no other process can do

so simultaneously.

A valid solution to the critical-section problem must satisfy three essential criteria: Mutual Exclusion,
Progress, and Bounded Waiting. Solutions to this problem are categorized into three main types: software-
based algorithms (e.g., Peterson’s Solution), hardware-assisted solutions using atomic instructions

(e.g., test_and_set, swap), and high-level operating system constructs.

Among the OS solutions, Semaphores are a foundational tool but are prone to implementation errors
that can lead to deadlock and starvation. Monitors are introduced as a more advanced, high-level language
construct that simplifies synchronization by encapsulating shared data and procedures, automatically
enforcing mutual exclusion. Classical synchronization problems—such as the Bounded-Buffer, Readers-
Writers, and Dining-Philosophers problems—are examined to illustrate the practical application and
complexities of these synchronization tools, highlighting the persistent challenges of deadlock and

starvation.

1. The Fundamental Problem: Data Inconsistency and Race Conditions

In modern operating systems, cooperating processes—those that can affect or be affected by the
execution of other processes—are common. A classic example is the Producer-Consumer problem, where
a producer process generates information that is consumed by a consumer process, often using a shared
buffer. The primary issue with such cooperation is that concurrent access to shared data can result in data
inconsistency. Maintaining consistency requires mechanisms to ensure the orderly execution of these

processes.
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Race Condition

A race condition is a situation where multiple processes access and manipulate the same shared data
concurrently, and the final outcome depends on the specific order in which their instructions are executed.
This can lead to unpredictable and incorrect results. To prevent race conditions, concurrent processes must

be synchronized.

A common example involves a shared integer count being incremented by a producer (count++) and
decremented by a consumer (count--). These high-level operations are not atomic and are typically

implemented as a sequence of machine instructions (load, modify, store).

Execution Interleaving Example: Assume count is initially 5.

Register Register

Step Producer Action . Consumer Action ) count Value
Initial 5

SO registerl = count 5 5

registerl = registerl
S1 6 5
+ 1
S2 6 register2 = count 5 5
register2 = register?2
S3 6 4 5
= 1

S4 count = registerl 6 4 6
S5 6 count = register2 4 4

In this scenario, the final value of count is 4, whereas the correct value should be 5. The outcome is

determined by which process completes its store operation last.

2. The Critical-Section Problem and Solution Requirements

The core of process synchronization is solving the critical-section problem. A critical section is the
segment of a process’s code that manipulates shared data or resources. The problem is to design a protocol

that processes can use to cooperate, ensuring data consistency.
The general structure of a cooperating process is a loop that includes:

e Entry Section: Code that requests permission to enter the critical section.

Shoug Alomran 76



CS 330 Summary

e Critical Section (CS): Code that manipulates shared resources.
o Exit Section: Code that follows the critical section, often releasing a resource.

¢ Remainder Section: The rest of the process’s code.
A valid solution to the critical-section problem must satisfy the following three conditions:

1. Mutual Exclusion: If a process is executing in its critical section, no other process can be
executing in its critical section.

2. Progress: If no process is in its critical section and some processes wish to enter, the
selection of the next process to enter cannot be postponed indefinitely. Only processes not
in their remainder sections can participate in this decision.

3. Bounded Waiting: There must be a limit on the number of times other processes are allowed
to enter their critical sections after a process has made a request to enter its critical section

and before that request is granted. This condition prevents starvation.

3. Categories of Synchronization Solutions

Solutions to the critical-section problem fall into three primary categories:

o Software Solutions: Algorithms whose correctness does not depend on special hardware
instructions or OS support.

o Hardware Solutions: Approaches that rely on special atomic machineinstructions provided
by the hardware.

e Operating System Solutions: Tools, such as special functions and data structures, provided

by the OS to the programmer.

4. Software and Hardware Solutions

Software: Peterson’s Solution

Peterson’s Solution is a classic algorithmic solution for two processes. It assumes

that 10ad and store instructions are atomic. It uses two shared variables:

e int turn:Indicates whose turnitisto enter the critical section.
e Boolean flag[2]: Indicates if a process is ready to enter its critical section (flag[i] =

true means process Pi is ready).
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It is provably correct and satisfies all three conditions for solving the critical-section problem. However, it

has significant drawbacks:

e |tiscomplicated to program correctly.
e |t employs busy waiting, where a process loops continuously while waiting to enter its
critical section, consuming CPU time without performing useful work. This is inefficient,

especially for long critical sections.

Hardware-Assisted Solutions

Modern systems provide hardware support for synchronization, typically based on the idea of locking.

o Disabling Interrupts: On a uniprocessor system, a process can prevent preemption by
disabling interrupts while in its critical section. This is generally too inefficient on
multiprocessor systems, as the message to disable interrupts must be passed to all CPUs,
and it does not scale well.

e Atomic Hardware Instructions: Modern machines provide special instructions that execute
atomically (non-interruptibly). Common examples include:

o test_and_set():Atomically tests a memory word and sets its value. It returns the
original value of the target variable while setting it to TRUE.

o swap (): Atomically swaps the contents of two memory words.

These instructions can be used to build simple and effective locks that ensure mutual exclusion, though

they can still lead to busy waiting.

5. Operating System Solutions: Semaphores

Semaphores are a synchronization tool that can be used to solve the critical-section problem without

requiring busy waiting in the application code.
A semaphore is an integer variable, s, that is only accessible through two indivisible (atomic) operations:

e wait(s) (originally p()): Decrements the semaphore value. If the value becomes non-
positive, the process must wait.

e signal(s) (originally v ()): Increments the semaphore value.
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Types of Semaphores:

¢ Counting Semaphore: The integer value can range over an unrestricted domain.
e Binary Semaphore: The integer value can only be 0 or 1. These are also known as mutex

locks as they are excellent for providing mutual exclusion.

Semaphore Implementation

To avoid busy waiting, a semaphore can be implemented with an associated waiting queue.

¢ When a process must wait on a semaphore (because its value is not positive), itis placed on
the waiting queue and its state is changed to blocked (block () operation).
e When asignal () operation occurs, another process (if any) is removed from the waiting

queue and placed in the ready queue (wakeup () operation).

Problems with Semaphores

While powerful, semaphores are difficult to use correctly. Simple errors in their usage can lead to significant

problems:

e Incorrect ordering of wait () and signal () calls.

e Omittingawait () orsignal () call.

o These errors can lead to violations of mutual exclusion or to deadlock and starvation. The
logic is scattered across multiple processes, making it difficult to reason about the system’s

correctness.

6. Operating System Solutions: Monitors

Monitors are high-level language constructs that provide equivalent functionality to semaphores but are

easier and safer to control.

A monitor is a software module containing procedures, local data variables, and an initialization sequence.

Its key characteristics are:

e Local datavariables are accessible only by the monitor’s own procedures.

e A process enters the monitor by invoking one of its procedures.
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e Crucially, only one process can be active within the monitor at any given time. This
ensures mutual exclusion automatically, without the programmer needing to explicitly code

it with locks or semaphores.

Condition Variables

To handle more complex synchronization schemes where a process might need to wait for a specific
condition inside a monitor, the condition construct is used. A condition variable supports two primary

operations:

e x.wait(): Suspends the process that invokes it, releasing the monitor lock so other
processes can enter.
e x.signal(): Resumes one of the processes (if any) that is currently suspended on

condition x.

When a process signals, a choice must be made about whether the signaling process or the resumed
process continues execution. Options include “Signal and wait” or “Signal and continue,” with the choice

being determined by the language implementer.
7. Classical Synchronization Problems and Solutions
Several classical problems are used to test and demonstrate synchronization schemes.

Bounded-Buffer Problem

This is the producer-consumer problem with a buffer of a fixed size n. The solution uses three semaphores:

e nutex: A binary semaphore for mutual exclusion when accessing the buffer, initialized to 1.
e full: A counting semaphore to track the number of full buffer slots, initialized to 0.

e empty: A counting semaphore to track the number of empty buffer slots, initialized to n.

Readers-Writers Problem

A shared data set is accessed by multiple “reader” processes (which only read) and “writer” processes

(which can read and write). The rules are:

e Multiple readers can access the data concurrently.
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e Only one writer can access the data at any time, and no readers can be active if a writer is

active.

A solution involves a semaphore rw mutex (for mutual exclusion between writers and readers), a
semaphore mutex (for protecting the read count variable), and an integer read count to track the number

of active readers.

Dining-Philosophers Problem

This problem illustrates the difficulty of allocating resources without deadlock and starvation. Five
philosophers sit at a table and alternate between thinking and eating. They require two chopsticks to eat,

but there are only five chopsticks on the table.

¢ Anaive semaphore-based solution, where each philosopher picks up their left chopstick and
then their right, can easily lead to a deadlock if all philosophers pick up their left chopstick
simultaneously.

e Amorerobustsolution canbeimplemented using a monitor, which can prevent deadlock but

may still allow for starvation.

8. Core Challenges: Deadlock and Starvation

Two of the most significant challenges in process synchronization are deadlock and starvation.

o Deadlock: A situation where two or more processes are waiting indefinitely for an event that
can only be caused by one of the other waiting processes. For example, if Process PO holds
Semaphore S and waits for Semaphore Q, while Process P1 holds Q and waits for S, both will
be blocked forever.

e Starvation: Also known as indefinite blocking. A process may never be removed from a
semaphore queue or waiting queue in which it is suspended, even though other processes

are being served.

9. Conclusion

A variety of methods exist for managing process synchronization, from low-level hardware instructions

to high-level language constructs. Semaphores and monitors are the most commonly used OS-level tools.
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While semaphores are powerful, their unstructured nature makes them prone to error. Monitors offer a more
structured and safer approach by automatically handling mutual exclusion, making them easier to use
correctly. Although no mechanism can entirely prevent deadlock or starvation by principle, more
sophisticated mechanisms like monitors make it easier for programmers to design correct and robust

concurrent systems.

Process Synchronization Study Guide
Quiz
Answer the following ten questions in 2-3 sentences each based on the provided material.

1. Whatis arace condition and why is it a problem in concurrent processing?

2. What are the three mandatory conditions that a solution to the critical-section problem must

satisfy? Briefly describe each.

3. Explainthe role of the turn variable and the f1ag array in Peterson’s Solution.

4. Whatis a semaphore, and what are its two standard atomic operations?

5. What s the difference between a counting semaphore and a binary semaphore? What is another

name for a binary semaphore?

6. Describe how a deadlock can occur in the context of process synchronization, using the two-

semaphore example from the text.
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7. In the Readers-Writers problem, what is the fundamental rule that a synchronization solution

must enforce?

8. Whyis the semaphore-based solution to the Dining-Philosophers problem prone to deadlock?

9. Whatis amonitorand how does it simplify the task of synchronization compared to semaphores?

10. What is the purpose of a condition variable within a monitor, and what are its two primary

operations?

Essay Questions

Construct detailed responses to the following prompts, drawing upon all relevant information from the

source material.

1. Compare and contrast software, hardware, and operating system solutions to the critical-section
problem. Discuss the advantages and disadvantages of each approach, citing specific examples

like Peterson’s Solution, the test _and_setinstruction, and monitors.

2. Explain the Producer-Consumer (or Bounded-Buffer) problem in detail. Describe how
semaphores (mutex, full, empty) are used to create a correct and synchronized solution, and

walk through the logic of both the producer and consumer processes.
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3. Discuss the concepts of deadlock and starvation in the context of process synchronization.
Using the Dining-Philosophers problem as a primary example, explain how a naive semaphore-
based solution can lead to deadlock and how a monitor-based solution attempts to solve this,

while still potentially allowing for starvation.

4. Describe the implementation of a semaphore. Explain the difference between an
implementation that uses busy waiting and one that uses a waiting queue

withblock () and wakeup () operations. Why is the latter generally considered a better solution?

5. Tracethe execution ofthe count++ and count-- operations on a shared variable count initially set
to 5, as shown in the source material. Explain step-by-step how the specific interleaving of

instructions leads to a finalincorrect value, thereby demonstrating a race condition.

Answer Key

1. What is a race condition and why is it a problem in concurrent processing? A race condition
is a situation where multiple processes access and manipulate the same shared data
concurrently, and the final outcome depends on the particular order of execution. This is a
problem because it can lead to data inconsistency, as shown when
interleaved count++ and count-- operations result in an incorrect final value for the
shared count variable.

2. What are the three mandatory conditions that a solution to the critical-section problem
must satisfy? Briefly describe each. A solution must satisfy Mutual Exclusion, Progress, and
Bounded Waiting. Mutual Exclusion ensures only one process can be in its critical section at a
time. Progress means that if no process is in its critical section, the selection of which waiting
process enters next cannot be postponed indefinitely. Bounded Waiting guarantees a limit on
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10.

how many times other processes can enter their critical sections while a given process is waiting,
thus preventing starvation.

Explain the role of the turn variable and the f1ag array in Peterson’s Solution. In Peterson’s
Solution, the integer variable turn indicates which of the two processes has the turn to enter its
critical section. The f1ag array is a boolean array used to indicate if a process is ready to enter its
critical section; flag[i] = true impliesthat process Piis ready.

What is a semaphore, and what are its two standard atomic operations? A semaphore is a
synchronization tool implemented as an integer variable that allows processes to coordinate
without requiring busy waiting. Its two standard, indivisible (atomic) operations
arewait () (originally P), which decrements the value, and signal () (originally V), which
increments it.

What is the difference between a counting semaphore and a binary semaphore? What is
another name for a binary semaphore? A counting semaphore is an integer variable whose
value can range over an unrestricted domain. In contrast, a binary semaphore’s integer value can
only range between 0 and 1. Binary semaphores are also known as mutex locks.

Describe how a deadlock can occur in the context of process synchronization, using the
two-semaphore example from the text. Deadlock is a situation where two or more processes
wait indefinitely for an event that can only be caused by one of the other waiting processes. For
example, if Process PO executeswait(s) and thenwait(Q), while Process P1
executes wait (Q) and thenwait (s), a deadlock will occur if PO acquires S and P1 acquires Q
concurrently. PO will be stuck waiting for Q (held by P1), and P1 will be stuck waiting for S (held
by PO).

In the Readers-Writers problem, what is the fundamental rule that a synchronization
solution must enforce?The fundamental rule is to allow multiple “Reader” processes to read
the shared data set at the same time. However, only one single “Writer” process can access the
shared data at any given time, and no readers can be active when a writer is performing an
update.

Why is the semaphore-based solution to the Dining-Philosophers problem prone to
deadlock? The semaphore-based solution is prone to deadlock if every philosopher
simultaneously starts by picking up their left chopstick. In this scenario, each philosopher will be
holding one chopstick and waiting for the one on their right, which is held by their neighbor. This
creates a circular wait where no philosopher can proceed to eat.

What is a monitor and how does it simplify the task of synchronization compared to
semaphores? A monitor is a high-level language construct containing procedures, local
variables, and an initialization sequence that provides synchronization functionality. It simplifies
synchronization by ensuring only one process can be active within the monitor at any given time,
a constraint the programmer does not need to code explicitly, unlike with semaphores
where wait () and signal () calls are scattered and must be used correctly.

What is the purpose of a condition variable within a monitor, and what are its two primary
operations? A condition variable is a mechanism that provides additional synchronization power
within a monitor, allowing a programmer to write a tailor-made synchronization scheme. Its two
primary operations are x.wait (), which suspends the process that invokes it, and x.signal (),
which resumes one of the processes (if any) that were suspended by a wait () call on that same
condition variable.
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Term

Atomic Instruction

Binary Semaphore

Bounded Waiting

Busy Waiting

Condition Variable

Cooperating Process
Counting Semaphore

Critical Section (CS)

Critical-Section

Problem

Deadlock

Entry Section

Exit Section

Monitor

Mutual Exclusion

Shoug Alomran

Glossary
Definition

A non-interruptable instruction. Examples from the text include test and_set and swap.

A semaphore whose integer value can range only between 0 and 1. Also known as a mutex lock.
A required condition for a critical-section solution stating that a bound must exist on the number
of times other processes can enter their critical sections after a process has requested entry and
before that request is granted. This prevents starvation.

A state where a process is consuming processor time needlessly while waiting, such as by looping
continuously to check a condition.

A mechanism within a monitor used for custom synchronization. It supports two
operations: wait () to suspend a process and signal () to resume a suspended process.

A process that can affect or be affected by the execution of other processes.

A semaphore whose integer value can range over an unrestricted domain.

The part of a process’s code that manipulates shared data or resources.

The problem of designing a protocol that cooperating processes can use to ensure their critical
sections are executed with mutual exclusion.

A situation where two or more processes are waiting indefinitely for an event that can only be
caused by one of the waiting processes.

The section of code where a process must request permission to enter its critical section.

A section of code that may follow a critical section.

A high-level language construct containing procedures, local data, and an initialization sequence
that provides easier-to-control synchronization. It ensures only one process can be active within
its procedures at any given time.

A required condition for a critical-section solution stating that if a process is executing in its critical

section, no other processes can be executing in their critical sections.
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Mutex Lock

Progress

Race Condition

Remainder Section

Semaphore

Starvation

swap ()

test and set()

Another name for a binary semaphore, which is a lock that provides mutual exclusion.

A required condition for a critical-section solution stating that if no process is in its critical section
and some processes wish to enter, the selection of the next process cannot be postponed
indefinitely.

A situation where several processes access and manipulate the same data concurrently, and the
outcome of the execution depends on the particular order in which access takes place.

The part of a process’s code that is executed after the exit section.

A synchronization tool consisting of an integer variable accessed only via two indivisible (atomic)
operations, wait () and signal (). It is designed to avoid busy waiting.

A situation of indefinite blocking where a process may never be removed from a semaphore queue
in which it is suspended.

An atomic hardware instruction that swaps the contents of two memory words.

An atomic hardware instruction that tests a memory word, returns its original value, and sets the

new value of the word to TRUE.
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Chapter 8

Memory Management: A Synthesis of Core Concepts
Executive Summary

This document provides a comprehensive overview of fundamental memory management techniques in
operating systems. The core function of memory management is to bring programs from disk into main
memory for execution, a prerequisite for any process to run as the CPU can only directly access main
memory and registers. A central challenge is the translation of logical addresses generated by the CPU into
physical addresses recognized by the memory unit. This translation, known as address binding, can occur

at compile time, load time, or, most flexibly, at execution time.

The document details several key strategies for managing memory allocation and protection. Early
methods like Contiguous Allocation assign each process a single, unbroken section of memory, a simple
but inefficient approach that leads to fragmentation—the splintering of free memory into unusable pieces.
To address this, Swapping allows processes to be moved between main memory and a backing store, but

this introduces significant time overhead, especially for large processes.

More advanced, non-contiguous techniques offer solutions to fragmentation. Segmentation aligns
memory management with the programmer’s view, dividing a program into logical, variable-sized
segments (e.g., code, stack, data). Paging, in contrast, divides both logical and physical memory into fixed-
size blocks (pages and frames, respectively), eliminating external fragmentation entirely but potentially

introducing minor internal fragmentation.

Hardware support is critical for efficient memory management. The Memory-Management Unit
(MMU) performs the dynamic address translation at runtime, often using relocation and limit registers for
protection. To accelerate the performance of paging, which can require multiple memory accesses, a
hardware cache known as a Translation Look-aside Buffer (TLB) is employed. While these methods
solve many problems, the need to load entire processes into memory remains a limitation. This sets the
stage for the concept of Virtual Memory, which builds upon these techniques to load program pages only

as they are needed.
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1. Foundational Principles of Memory Management

For a program to be executed, it must be loaded into memory and associated with a process. During its

lifecycle, a process may be moved between main memory and disk. The effective management of this

process is crucial for system performance and stability.

1.1. Address Binding

The association of instructions and data to specific physical memory addresses can occur at three distinct

stages:

Compile Time:If the memory location is known in advance, the compiler can
generate absolute code. A major drawback is that the code must be recompiled if its starting
location changes.

Load Time: If the memory location is not known at compile time, the compiler must
generate relocatable code. The final binding is delayed until the program is loaded into
memory.

Execution Time: If a process can be moved from one memory segment to another during its
execution, binding must be delayed until run time. This method offers maximum flexibility but

requires hardware support, such as base and limit registers.

The following diagram illustrates the multistep process a user program undergoes, highlighting when

different binding and linking activities occur:

1.2. Logical vs. Physical Address Space

The distinction between address spaces is central to modern memory management:

Logical Address (Virtual Address): An address generated by the CPU.
Physical Address: An address seen by the memory unit; the actual address in the memory

hardware.

In compile-time and load-time binding schemes, the logical and physical addresses are identical. However,

in the execution-time binding scheme, they differ, requiring a mapping mechanism.
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1.3. The Memory-Management Unit (MMU)

The MMU is a hardware device responsible for mapping logical (virtual) addresses to physical addresses
at run time. In a common implementation, the value in a relocation register (also known as a base register)
is added to every logical address generated by a user process to produce the corresponding physical address.
This ensures that the user program operates within its own logical address space, never directly seeing the

real physical addresses.
MMU Address Translation Example:

e CPU generates logical address: 346
¢ MMU’s relocation register contains: 14000
e MMU calculates physical address: 346 + 14000 = 14346

e The address 14346 is sentto memory.

Hardware protection is enforced using both a relocation register and a limit register. The relocation
register sets the base physical address, while the limit register specifies the size of the logical address range.
Any logical address generated by the CPU must be less than the value in the limit register; if not, an

addressing error trap is generated.

2. Swapping

Swapping is a mechanism that enables a process to be temporarily moved from main memory to
a backing store (a fast disk) and then brought back for continued execution. This technique is useful in

managing memory when the total physical memory is insufficient to hold all active processes.

e Mechanism: A process is “swapped out” to the backing store, freeing memory for another
process to be “swapped in.”
e Roll Out, Roll In: A variant used in priority-based scheduling where a lower-priority process
is swapped out to make room for a higher-priority one.
e Address Binding Dependency:
o Ifaddresses are bound at assembly or load time, the process must be swapped back
into the same physical memory location.
o Ifbinding occurs at execution time, the process can be moved to a different location,

as physical addresses are computed dynamically.
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2.1. Performance Implications

The dominant factor in swap time is the data transfer time, which is directly proportional to the amount of

memory being swapped.

e Example Calculation: For a 100 MB process swapping to a hard disk with a transfer rate of
50 MB/sec and an average latency of 8 ms:
o Transfertime =100 MB /50 MB/sec = 2 seconds = 2000 ms.
o Assuming two transfers (swap out, swap in) and latency, the total time can be

substantial (e.g., 4016 ms in the provided example).

2.2. Constraints and Modern Usage

Swapping has several constraints. A process with pending I/O cannot be swapped out, as the I/O would
then occur to the wrong process’s memory space. Due to the high overhead, standard swapping is not
typically used in modern operating systems. Instead, modified versions are common, where swapping is

initiated only when free memory levels become critically low.

3. Contiguous Memory Allocation

An early memory management method, contiguous allocation, requires that each process be contained
in a single, continuous section of physical memory. Main memory is typically divided into two partitions:

one for the resident operating system and another for user processes.

3.1. Multiple-Partition Allocation

In this scheme, memory is divided into multiple partitions to support multiprogramming. When a process
arrives, it is allocated a free partition, or “hole,” large enough to accommodate it. The operating system
must maintain information about both allocated and free partitions. This leads to the Dynamic Storage-

Allocation Problem: how to satisfy a request of size n from a list of free holes.
Three common placement policies exist:

e First-fit: Allocate the first hole that is large enough.
o Best-fit: Allocate the smallest hole thatis large enough. Thisrequires searching the entire list

of holes but produces the smallest leftover hole.
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¢ Worst-fit: Allocate the largest hole. This also requires a full search and produces the largest

leftover hole.
In terms of speed and storage utilization, First-fit and Best-fit generally outperform Worst-fit.

3.2. Fragmentation

Contiguous allocation schemes suffer from fragmentation, which leads to inefficient memory use.

o External Fragmentation: Occurs when there is enough total free memory to satisfy a
request, but the space is not contiguous. It is broken into a large number of small, non-
adjacent holes. Both first-fit and best-fit strategies suffer from this.

¢ Internal Fragmentation: Occurs when the allocated memory partition is larger than the
requested memory. The unused space within the partition is “internal” to that allocation and

cannot be used by other processes.
Solutions to External Fragmentation:

1. Compaction: Shuffles memory contents to consolidate all free memory into one large block.
Thisis only possible if address binding is done at execution time (dynamic relocation).

2. Non-contiguous Allocation: Allow the logical address space of a process to be split into
multiple physical memory locations. Paging and segmentation are the primary methods for

this.

4. Segmentation

Segmentation is a memory-management scheme that supports the programmer’s logical view of memory
as a collection of variable-sized segments, rather than a single linear array of bytes. Each segment is a

logical unit, such as a main program, a procedure, a function, a stack, or a symbol table.

4.1. Segmentation Architecture

e Logical Address: A logical address is a two-part tuple: <segment-number, offset>.
¢ Segment Table: This data structure maps the logical address to a physical address. Each
entry in the table contains:

o Base: The starting physical address of the segment.
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o Limit: The length of the segment.
o Hardware Registers:
o Segment-Table Base Register (STBR): Points to the segment table’s location in
memory.
o Segment-Table Length Register (STLR): Indicates the number of segments used by

a program, used for validation.

When translating an address, the system checks if the segment number is valid (less than STLR) and if
the offset is within the segment’s limit. If both are valid, the offset is added to the base address to get the

physical address.

4.2. Sharing Segments

An advantage of segmentation is the ease of sharing logical units. Multiple processes can share a single
segment (e.g., a code editor) by having entries in their respective segment tables that point to the same

physical memory location.

5. Paging

Paging is a memory-management scheme that allows the physical address space of a process to be non-

contiguous, thereby solving the problem of external fragmentation.

5.1. Paging Mechanism

o Physical Memory is divided into fixed-sized blocks called frames.

e Logical Memory is divided into blocks of the same size called pages.

e Whenaprogramisto berun, its pages are loaded into any available frames from a free-frame
list.

e Apagetableiscreatedtotranslate logical addressesto physical addresses by mapping each

page to a specific frame.

While paging eliminates external fragmentation, it can introduce minor internal fragmentation if a

process’s memory requirement is not an exact multiple of the page size.
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5.2. Address Translation in Paging

A logical address generated by the CPU is divided into two parts:

e Page Number (p): Used as an index into the page table. The page table contains the base
address (frame number) of each page in physical memory.
o Page Offset (d): Combined with the frame number to define the final physical memory

address.

5.3. Implementation and Performance: The TLB

The page table is stored in main memory. This creates a performance bottleneck, as every data or
instruction access would require two memory accesses: one for the page table entry and a second for the

actual data/instruction.

To solve this, a special, fast-lookup hardware cache called a Translation Look-aside Buffer

(TLB) or associative register is used. The TLB contains a subset of page table entries.

o When a logical address is generated, its page number is checked against the TLB.

e TLB Hit: If the page number is found, the frame number is retrieved directly from the TLB, and
only one memory access is needed.

e TLB Miss: If the page number is not in the TLB, the page table in main memory must be

accessed. The page-to-frame mapping is then loaded into the TLB for future access.

5.4. Effective Access Time (EAT)

The performance of a paging system with a TLB is measured by its Effective Access Time (EAT).

o HitRatio (h): The percentage of times a page number is found in the TLB.

e EAT Calculation: The weighted average of the time for a TLB hit and a TLB miss. EAT = nh *
(tlb_access time + memory access time) + (1 - h) * (tlb access time + 2 *
memory access_time)

Example EAT Calculation:

e TLBaccesstime=10ns

e Main memory access time =50 ns
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e TLB hitratio = 90%
e EAT=0.9*(10+50)+0.1*(10+ 50+ 50)
e EAT=09*60+0.1*110=54+11=65ns

5.5. Memory Protection and Sharing

o Protection: Memory protection is achieved by associating bits with each frame or page table
entry. A valid-invalid bit is attached to each entry in the page table. A “valid” bit indicates the
page is part of the process’s legal logical address space, while “invalid” indicates it is not.

¢ Shared Pages: Paging allows for the sharing of common code. Multiple processes can share
read-only (reentrant) code by having the entries in their page tables for that code point to the
same physicalframes. Each process still maintains its own separate copy of private code and

data.

6. Unresolved Issues and Future Direction

While simple paging and segmentation are powerful, they still require that all pages and/or segments of
a process be loaded into memory for execution. This limits the number of active processes and makes
swapping a time-consuming necessity. These remaining challenges lead to the development of Virtual
Memory, a more advanced technique that loads pages only when they are needed, significantly reducing

the memory footprint of processes and the need for swapping.

Memory Management Study Guide

Short-Answer Quiz

1. Describe the three distinct stages at which the binding of instructions and data to memory

addresses can occur.

2. What is the difference between a logical address and a physical address, and under which

address-binding scheme do they differ?
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3. Explain the function of the Memory-Management Unit (MMU) and the role of the relocation

register within it.

4. Whatis swapping, and whatis the major component contributing to the total swap time?

5. Briefly compare the first-fit, best-fit, and worst-fit algorithms used to solve the dynamic storage-

allocation problem.

6. Differentiate between external and internal fragmentation.

7. In the context of segmentation, what two components make up a logical address, and what

hardware structure is used to map these to physical addresses?

8. How does the paging memory-management scheme work to allow a process’s physical address

space to be non-contiguous?

9. What performance problem arises from keeping the page table in main memory, and what

special hardware cache is used to solve it?

10. How is memory protection achieved in a paged environment using a valid-invalid bit?
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Essay Questions

1. Discuss the evolution of memory management from simple contiguous allocation to paging and
segmentation. What problems did each new technique aim to solve, and what new challenges,

if any, did they introduce?

2. Analyze the concept of fragmentation in memory management. Detail the causes and
characteristics of both internal and external fragmentation, providing examples. Evaluate the

effectiveness of solutions like compaction, paging, and segmentation in mitigating these issues.

3. Explain the process of address translation in both a segmented memory system and a paged
memory system. Use diagrams to illustrate the hardware support required for each (e.g.,
segment tables, page tables, relocation registers, TLBs) and compare their respective

advantages and disadvantages.

4. Describe the process of swapping and its role in memory management. Analyze the factors that
contribute to context switch time when swapping is involved, and discuss the constraints and

modifications that have led to its limited use in modern operating systems.

5. A key challenge in paging is the performance overhead of accessing the page table in main

memory. Elaborate on how a Translation Look-aside Buffer (TLB) addresses this problem.
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Calculate and explain the formula for Effective Access Time (EAT), using a hypothetical example

to demonstrate the impact of the TLB hit ratio.

Answer Key

1. Address binding can happen at three stages. Compile time is used if the memory location is
known in advance, generating absolute code. Load time binding occurs if the memory location
is not known at compile time, requiring the generation of relocatable code. Execution
time binding is delayed until runtime, which is necessary if a process can be moved between
memory segments during its execution.

2. Alogical address (or virtual address) is generated by the CPU, while a physical address is the
address seen by the memory unit. Logical and physical addresses are the same in compile-time
and load-time binding schemes, but they differ in execution-time binding schemes, which
require hardware support like an MMU for translation.

3. The Memory-Management Unit (MMU) is a hardware device that maps virtual (logical) addresses
to physical addresses. In a simple MMU scheme, the value in the relocation register (also called
the base register) is added to every logical address generated by a user process to produce the
corresponding physical address, ensuring the user program only deals with logical addresses.

4. Swappingis the process of temporarily moving a process from main memory to a backing store
(like a fast disk) and then bringing it back into memory for continued execution. The major part of
swap time is the transfer time, which is directly proportional to the amount of memory being
moved between the main memory and the backing store.

5. First-fit allocates the first memory hole that is large enough for the process. Best-fit searches
the entire list of holes to find the smallest one that is large enough, which produces the smallest
leftover hole. Worst-fit allocates the largest available hole, which produces the largest leftover
hole.

6. External fragmentation occurs when there is enough total memory to satisfy a request, but the
available space is not contiguous, having been broken into many small, non-adjacent
holes. Internal fragmentation occurs when an allocated block of memory is larger than the
process that needs it, leaving the unused portion of the block internal to a partition but unusable.

7. In segmentation, a logical address is a two-tuple consisting of a <segment-number, offset>.
This two-dimensional address is mapped to a physical address using a segment table, where
each entry contains the base address and the length (limit) of a segment in physical memory.

8. Paging divides physical memory into fixed-sized blocks called frames and divides a process’s
logical memory into blocks of the same size called pages. To run a program, the system finds a
sufficient number of free frames—which do not need to be contiguous—and loads the program’s
pages into them, using a page table to translate logical page numbers to physical frame
numbers.

9. Keepingthe page table in main memory means that every data or instruction access requires two
memory accesses: one for the page table and one for the actual data/instruction. This problem
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is solved using a fast-lookup hardware cache called associative registers or Translation Look-
aside Buffers (TLBs), which stores recent page-to-frame translations.

10. Memory protection is implemented by associating a valid-invalid bit with each entry in the page
table. A “valid” bit indicates that the associated page is a legal part of the process’s logical
address space. An “invalid” bit signifies that the page is not in the process’s logical address
space, and any attempt to access it will cause a trap.
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Term

Absolute Code

Address Binding

Associative Registers

Backing Store

Base Register

Best-fit

Compaction

Compile Time

Contiguous Memory

Allocation

Effective Access Time

(EAT)

Shoug Alomran

Glossary of Key Terms
Definition

Code generated when the memory location is known at compile time. It must be
recompiled if the starting location changes.

The process of mapping instructions and data from one address space to another, which
can occur at compile time, load time, or execution time.

A special fast-lookup hardware cache, also known as a Translation Look-aside Buffer
(TLB), used to solve the two-memory-access problem in paging by storing recent page-
to-frame translations.

A fast disk large enough to accommodate copies of all memory images for all users, used
in swapping. It must provide direct access to these memory images.

A register that holds the smallest legal physical memory address for a process. In an
MMU, it is called a relocation register.

A dynamic storage-allocation algorithm that allocates the smallest hole that is big enough
for a new process. It produces the smallest leftover hole.

A solution to external fragmentation that involves shuffling memory contents to place all
free memory together in one large block. It is only possible with dynamic relocation at
execution time.

The stage in program processing where a source program is compiled or assembled into
an object module. Address binding can occur at this stage.

An early memory management method where each process is contained in a single,
contiguous section of memory.

The average time needed to access memory in a paged system, considering the TLB hit

ratio and access times for both the TLB and main memory.
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Execution Time (Run

Time)

External Fragmentation

First-fit

Frames

Hit Ratio (h)

Hole

Input Queue

Internal Fragmentation

Limit Register

Load Time

Loader

Logical Address (Virtual
Address)

Logical Address Space

Memory-Management

Unit (MMU)
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The stage when a program’s in-memory binary image is executed by the CPU. Address
binding can be delayed until this stage.

A situation where enough total memory space exists to satisfy a request, but it is not
contiguous, being split into a large number of small, non-adjacent holes.

A dynamic storage-allocation algorithm that allocates the first hole that is big enough for
a new process.

Fixed-sized blocks into which physical memory is divided in a paging system.

The percentage of times that a specific page number is found in the Translation Look-
aside Buffer (TLB).

A block of available memory in a variable-partition allocation scheme. Holes of various
sizes are scattered throughout memory.

A collection of processes on the disk that are waiting to be brought into memory for
execution.

A situation where memory allocated to a process is slightly larger than the memory
requested, making the size difference internal to a partition but unusable.

A register that contains the range of logical addresses for a process. Each logical address
must be less than the value in the limit register.

The stage when the loader takes a load module and places it into memory to create an in-
memory binary image. Address binding can occur at this stage.

A system program that loads a module into memory for execution.

An address generated by the CPU. It is separate from the physical address and is translated
by the MMU.

The set of all logical addresses generated by a program.

A hardware device that maps virtual addresses to physical addresses at run time.
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Page Number (p)

Page Offset (d)

Page Table

Page-table Base Register
(PTBR)
Page-table Length
Register (PRLR)

Pages

Paging

Physical Address

Physical Address Space

Relocatable Code

Relocation Register

Roll out, roll in

Segment

Segment Table
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The part of a logical address used as an index into the page table to find the base address
of a page in physical memory.

The part of a logical address that is combined with the base address (from the page table)
to define the final physical memory address.

A data structure used in a paging system to store the mapping between logical pages and

physical frames.

A register that points to the location of the page table in main memory.

A register that indicates the size of the page table.

Fixed-sized blocks into which a process’s logical memory is divided in a paging system.
A memory-management scheme that permits the physical address space of a process to
be non-contiguous, thus avoiding external fragmentation.

The address seen by the memory unit; the one loaded into the memory-address register of
the memory.

The set of all physical addresses corresponding to the logical addresses.

Code that can be loaded into any part of physical memory. It is generated when address
binding is done at load time or execution time.

In an MMU, this register (formerly the base register) holds a value that is added to every
logical address to produce a physical address.

A variant of swapping used for priority-based scheduling where a lower-priority process
is swapped out to allow a higher-priority process to be loaded and executed.

A logical unit of a program, such as a main program, procedure, function, or stack. A
program is viewed as a collection of segments.

A data structure that maps a two-dimensional logical address (<segment-number, offset>)

to a physical address. Each entry contains a segment’s base and limit.
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Segment-table Base
Register (STBR)
Segment-table Length
Register (STLR)

Segmentation

Shared Pages

Swapping

Translation Look-aside

Buffer (TLB)

Valid-invalid bit

Worst-fit
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A register that points to the segment table’s location in memory.

A register that indicates the number of segments used by a program, used for protection.

A memory-management scheme that supports the user’s view of memory as a collection
of variable-sized logical segments.

A feature of paging where one copy of read-only (reentrant) code is shared among
multiple processes to save memory.

A technique where a process can be temporarily moved from main memory to a backing
store, and then brought back for continued execution.

A special, small, fast-lookup hardware cache that stores parts of the page table to speed
up the translation of logical to physical addresses.

A bit attached to each entry in a page table to indicate whether the associated page is a
legal part of the process’s logical address space.

A dynamic storage-allocation algorithm that allocates the largest available hole to a new

process. It produces the largest leftover hole.
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Chapter 9

Virtual Memory: Core Concepts and Mechanisms

Executive Summary

Virtual memory is a foundational memory management technique that separates a user’s logical memory
from the physical memory of the computer. This decoupling allows for the execution of processes that are
not fully loaded into memory, enabling the logical address space to be significantly larger than the physical
address space. The primary implementation method is Demand Paging, which employs a “lazy swapper”
to load pages into memory only when they are referenced. This approach yields substantial benefits,
including reduced I/O, lower memory requirements, faster response times, and the ability to support more

concurrent users, thereby increasing CPU utilization and system throughput.

The core challenge of demand paging is the page fault, an operating system trap that occurs when a
process attempts to access a page not currently in physical memory. The system must handle this fault by
locating the required page on secondary storage, loading it into a free memory frame, updating the page
table, and restarting the interrupted instruction. System performance is directly tied to the page fault rate,

as quantified by the Effective Access Time (EAT).

When no free frames are available, the system must employ a page replacement algorithm to select a
“victim” page in memory to be swapped out. Key algorithms include First-In-First-Out (FIFO), the
theoretical Optimal algorithm, and Least Recently Used (LRU). The efficiency of these algorithms is
critical, as a high rate of page swapping can lead to Thrashing, a severe performance degradation state
where the system spends more time managing page traffic than executing processes, causing CPU

utilization to collapse.

1. Fundamentals of Virtual Memory

1.1. Definition and Core Purpose

Virtual memory is a technique that abstracts the computer’s physical memory from the user’s perception of
memory. It allows for the execution of processes that are only partially resident in main memory. This
separation overcomes the traditional limitation that a program’s size cannot exceed the size of physical

memory.
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The central premise is that not all parts of a program are needed simultaneously. For instance, code for
handling infrequent error conditions or user-selected options may never be executed during a particular run.

Virtual memory leverages this by keeping only the necessary parts of a process in memory.

1.2. Key Advantages

The implementation of virtual memory provides several significant system-wide benefits:

e LargerLogical Address Space: A program is no longer constrained by the amount of physical
memory available. Its logical address space can be much larger.

e Increased Multiprogramming: Because each process occupies less physical memory,
more processes can be keptin memory simultaneously.

o Higher Throughput and CPU Utilization: With more processes ready to execute, the CPU is

less likely to be idle, which increases overall system throughput.

1.3. Implementation Methods

Virtual memory can be realized through two primary methods:

¢ Demand Paging: The most common implementation, where data is moved between
secondary storage and main memory in fixed-size blocks called pages. Pages are loaded only
when required.

¢ Demand Segmentation: A more complex alternative that uses variable-sized memory

segments instead of fixed-size pages.

2. The Demand Paging Mechanism

Demand paging is a strategy where pages of a process are loaded from secondary storage (e.g., a hard
disk) into physical memory only when they are needed. This is managed by a component known as a “lazy

swapper,” which never swaps a page into memory unless it is explicitly required for execution.

2.1. The Valid-Invalid Bit

To distinguish between pages that are in physical memory and those that are on disk, the system uses

a valid-invalid bitassociated with each entry in a process’s page table.
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e v (valid): Indicates the associated page is in physical memory, and the page table entry is
valid.
e i (invalid): Indicates the page is not in physical memory (it resides on secondary storage) or

the logical page is not part of the process’s address space.

During address translation, if the hardware encounters a page table entry with the invalid bit set (1), it

triggers a trap to the operating system known as a page fault.

2.2. The Page Fault Handling Process

A page fault is the mechanism that facilitates on-demand loading of pages. The sequence of events is as

follows:

1. A memory reference is made to a page with an invalid bit setting in the page table.

2. The memory management hardware generates a trap to the operating system.

3. The OS checks an internal table (often within the Process Control Block) to determine if the
access was valid. An invalid reference (e.g., to an address outside the process’s logical
space) results in the process being aborted.

4. |If the reference is valid but the page is simply not in memory, the OS finds a free frame in
physical memory.

5. The OS schedules a disk operation to read the required page from the backing store into the
free frame.

6. Oncethediskreadis complete, the OS updates the process’s page table, changing the valid-
invalid bit to v and recording the new frame number.

7. The instruction that was interrupted by the trap is restarted, and the memory access can

now complete successfully.

2.3. Performance of Demand Paging

The performance of a system using demand paging is heavily influenced by the page fault rate (p).

The Effective Access Time (EAT) is calculated to measure this impact.
EAT = (1 - p) x (memory access time) + p x (page fault service time)

The page fault service time is a composite of several overheads:
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e Page fault trap overhead
e Swappingthe page in from disk
e Swapping a victim page out to disk (if necessary)

o Restarting the interrupted instruction

Example Calculation: Given a memory access time of 200 nanoseconds and a page fault service time of

8 milliseconds (8,000,000 nanoseconds):

e EAT=(1-p)x200+px8,000,000
e EAT=200-200p +8,000,000p
e EAT=200+7,999,800p (in nanoseconds)

This calculation demonstrates that even a small page fault rate can significantly degrade system

performance due to the enormous time penalty of accessing secondary storage compared to main memory.

3. Page Replacement Strategies

When a page fault occurs and there are no free frames in physical memory, the operating system must select
an existing page to remove, or “swap out,” to make room for the new page. This process is known as page

replacement.

3.1. Basic Replacement Process

1. Find the location of the desired page on the disk.

2. Find a free frame. If no frames are free, a page-replacement algorithm is used to select
avictim frame.

3. The victim page is written to disk (swapped out). Its entry in the page table is updated to
reflect that itis no longer in memory.

4. The desired page is read from the disk into the newly freed frame.

5. The page table forthe new page is updated with the correct frame number and its valid-invalid
bitis setto v.

6. The user process is restarted from the interrupted instruction.
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3.2. The Modify (Dirty) Bit Optimization

Page replacement requires two page transfers (one out, one in), which doubles the service time for a page

fault. To reduce this overhead, a modify bit (or dirty bit) is associated with each page frame.

e When a page is loaded into memory, its dirty bit is set to 0 (clean).
o [f any part of the page is written to, the hardware sets the dirty bit to 1 (dirty).
e When a page is selected for replacement, the OS checks its dirty bit:

o Ifthe bitis 0, the page has not been modified since it was loaded. The copy on disk is
still valid, so the page can be overwritten without being swapped out, saving a disk
write operation.

o Ifthe bitis 1, the page has been modified. It must be written back to the disk to update

the backing store before the frame can be used.

4. Analysis of Page-Replacement Algorithms

The primary goal of a page-replacement algorithm is to achieve the lowest possible page-fault rate.
Algorithms are typically evaluated by running them against a specific string of memory references and
counting the resulting page faults. A general principle is that the number of page faults decreases as the

number of available frames increases, though exceptions exist.

4.1. First-In, First-Out (FIFO) Algorithm

The FIFO algorithm replaces the page that has been in memory the longest. It is simple to implement but

does not always perform well.

e Drawback: FIFO is susceptible to Belady’s Anomaly, a phenomenon where increasing the
number of allocated frames can paradoxically increase the number of page faults for certain
reference strings. For one example reference string, using 3 frames results in 9 page faults,

while increasing to 4 frames results in 10 page faults.

4.2. Optimal Algorithm

The Optimal algorithm replaces the page that will not be used for the longest period of time in the future.
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e Performance: This algorithm guarantees the lowest possible page-fault rate for any
reference string.

e Limitation: It is impossible to implement in a real system because it requires future
knowledge of the program’s memory access pattern. It is primarily used as a theoretical

benchmark to measure the performance of practical algorithms.

4.3. Least Recently Used (LRU) Algorithm

The LRU algorithm replaces the page that has not been used for the longest period of time. It operates

as an approximation of the Optimal algorithm by looking backward in time rather than forward.

e Analysis: LRU is considered a highly effective and practical page-replacement algorithm, as
past usage patterns are often a good predictor of future usage. It avoids Belady’s Anomaly

and generally performs much better than FIFO.

5. System Performance and Thrashing

While multiprogramming aims to increase CPU utilization, adding too many processes to a system with

limited memory can lead to a condition known as thrashing.

e Definition: Thrashing occurs when a process spends more time swapping pages in and out
of memory than it does performing actual execution.

e Cause: A process is thrashing if it does not have a sufficient number of frames to hold its
working set of pages. It constantly incurs page faults, requiring pages to be swapped out and
immediately brought back in.

o Effect: Asthe degree of multiprogramming increases, CPU utilization initially rises. However,
if it increases beyond a certain point, the high rate of page faulting from multiple processes
causes a dramatic drop in CPU utilization, as the system is overwhelmed with I/O for paging.

At this stage, the system is thrashing.

Virtual Memory Study Guide

Short-Answer Quiz

Answer the following questions in 2-3 sentences each based on the provided source material.
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1. Whatisvirtual memory and what is its primary benefit?

2. Explain the concept of demand paging and the role of a “lazy swapper.”

3. Whatis the function of the valid-invalid bit in a page table entry?

4. Briefly describe the sequence of events the operating system follows when a page fault occurs.

5. Under what circumstance is page replacement necessary?

6. How does the “dirty bit” (or modify bit) improve the efficiency of the page replacement process?

7. What is Belady’s Anomaly, and which page-replacement algorithm discussed is susceptible to

it?

8. Whyisthe Optimal page-replacement algorithm considered a benchmark rather than a practical

solution?

9. Explain the criterion the Least Recently Used (LRU) algorithm uses to select a page for

replacement.
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10. Define “thrashing” and explain its impact on CPU utilization.

Essay Questions

Answer the following questions in a detailed essay format, synthesizing concepts from the source material.

1. Compare and contrast the FIFO, Optimal, and LRU page-replacement algorithms. Discuss their
core logic, performance characteristics, and implementation challenges as described in the

source material.

2. Explain the entire lifecycle of a memory reference that results in a page fault when there are no
free frames. Your explanation should incorporate the roles of the valid-invalid bit, the operating

system trap, the selection of a victim frame, and the potential use of the dirty bit.

3. Using the concept of Effective Access Time (EAT), explain how the page fault rate (p) critically
impacts overall system performance. Use the formula and numerical example provided in the

text to illustrate the dramatic increase in access time caused by even a small page fault rate.

4. Describe the relationship between the degree of multiprogramming, CPU utilization, and
thrashing as depicted in the provided graph. Explain why CPU utilization initially increases with

more processes but then drops sharply when a system begins to thrash.
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Discuss the fundamental principles of virtual memory and how demand paging serves as an
implementation method. How do these techniques allow a logical address space to be much
larger than the physical address space, and what are the resulting benefits for system throughput

and responsiveness?

Quiz Answer Key

10.

Virtual memory is a technique that separates a user’s logical memory from the computer’s
physical memory. Its primary benefit is allowing the execution of processes that are only partially
loaded into memory, which means the logical address space can be much larger than the
physical address space. This allows more programs to run concurrently, increasing CPU
utilization and throughput.

Demand paging is a technique where pages of a process are brought into memory from
secondary storage only when they are needed. A “lazy swapper” is used to implement this; it
never swaps a page into memory unless that page will be needed, which reduces I/0 and memory
requirements.

The valid-invalid bit is associated with each page table entry to distinguish between pages that
are currently in physical memory and those on disk. A bit set to ‘v’ (valid) indicates the page isin
memory, while a bit set to ‘i’ (invalid) indicates it is not, triggering a page fault upon access.
When a page fault occurs, the hardware traps to the operating system. The OS checks if the
memory access is valid; if so, it finds a free frame, swaps the required page from disk into the
frame, resets the page table with the new frame number and a valid bit, and finally restarts the
instruction that was interrupted.

Page replacement is necessary when a page fault occurs but there are no free frames available
in physical memory. An algorithm must be used to select a “victim frame”—a page currently in
memory that is not in use—to be swapped out to disk to make room for the needed page.

The dirty bitindicates whether a page has been modified since it was loaded into memory. When
a page is selected for replacement, the OS checks this bit; if it is not set (the page is “clean”), the
page does not need to be written back to the disk, which saves a disk write operation and reduces
page fault service time.

Belady’s Anomaly is a problem where increasing the number of available frames can, counter-
intuitively, increase the number of page faults. The First-In-First-Out (FIFO) algorithm is
susceptible to this issue.

The Optimal algorithm replaces the page that will not be used for the longest period of time,
guaranteeing the lowest possible page-fault rate. However, it is not practical to implement
because it requires future knowledge of the program’s memory reference string, which is
impossible to predict.

The Least Recently Used (LRU) algorithm selects the page that has not been used for the longest
period of time as the victim for replacement. It is effectively the Optimal algorithm looking
backward in time rather than forward.

Thrashing is a condition where a process is spending more time swapping pages in and out of
memory than it is executing. This high paging activity leads to a sharp decrease in CPU utilization,
as the system is preoccupied with I/O rather than computation.
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Term

Belady’s Anomaly

Demand Paging

Dirty Bit (Modify Bit)

Effective Access Time

(EAT)

First-In-First-Out (FIFO)
Algorithm

Lazy Swapper

Least Recently Used
(LRU) Algorithm

Logical Memory

Optimal Algorithm

Page Fault
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Glossary of Key Terms
Definition

A phenomenon where increasing the number of available memory frames results in an
increase in the number of page faults for certain page-replacement algorithms, such as FIFO.
A technique used in virtual memory systems where pages are loaded from secondary storage
into main memory only as they are needed, rather than loading the entire process at once.
A hardware bit associated with a page in memory, used to indicate whether the page has
been modified (written to) since being loaded. If the bit is set, the page must be written back
to disk before being replaced.

The average time to access memory in a system with demand paging, calculated as a
weighted average of memory access time and the much longer page fault service time: EAT
= (1 - p) x ma + p * page fault service time.

A page-replacement algorithm that chooses the oldest page currently in memory (the one
that was brought in first) as the victim to be swapped out.

A component of a demand paging system that never swaps a page into memory unless that
page will be needed. It only brings in pages “on demand.”

A page-replacement algorithm that selects the page that has not been used for the longest
period of time as the victim. It is considered a good and effective algorithm.

The memory space as seen by a user’s process. In a virtual memory system, this can be
much larger than the actual physical memory.

A page-replacement algorithm that replaces the page that will not be used for the longest
period of time. It has the lowest possible page-fault rate but is impossible to implement in
practice as it requires future knowledge.

A trap to the operating system that occurs when a process attempts to access a page that is

not currently in physical memory (i.e., its valid-invalid bit is set to ‘invalid’).
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Page Fault Rate (p)

Page Replacement

Pager

Physical Memory

Reference String

Thrashing

Valid-Invalid Bit

Victim Frame

Virtual Memory
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The probability that a memory reference will cause a page fault. It is a value between 0 (no
page faults) and 1 (every reference is a fault).

The process of selecting a page in memory (a “victim frame”) and swapping it out to
secondary storage to free up a frame for a page that is needed by a process. This is necessary
when a page fault occurs and there are no free frames.

The component of a demand paging system responsible for guessing which pages a process
will need and swapping them into memory when the process is started.

The actual hardware RAM available in a computer system. Virtual memory allows the
logical address space to exceed the size of physical memory.

A sequence of memory references used to evaluate the performance of a page-replacement
algorithm by counting the number of page faults it generates for that string.

A state in which a process is spending more time swapping pages in and out of memory
than it is executing. This leads to very low CPU utilization and poor system performance.
A bit associated with each entry in a page table. ‘v’ (valid) signifies the associated page is
in physical memory, while ‘i’ (invalid) signifies it is not.

A memory frame that is chosen by a page-replacement algorithm to be freed up by swapping
its contents out to disk.

A memory management technique that separates user logical memory from physical

memory, allowing a process to be executed when only partially loaded into memory.
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Chapter 11

File-System Interface: A Comprehensive Briefing

Executive Summary

This document provides a detailed synthesis of the core concepts governing the file-system interface in
modern operating systems. The file system serves as the primary mechanism for managing data on

secondary storage, providing a structured and protected environment for users and applications.
The key takeaways are as follows:

¢ Fundamental Components: A file system is composed of a collection of files, which store
related data, and a directory structure, which organizes and providesinformation about these
files. The entire system resides on secondary storage devices like disks.

¢ File Concept: Afileis an abstraction for a collection of data, characterized by attributes such
as name, type, location, size, and protection settings. These attributes are managed within
the directory structure.

e Operations and Management: Operating systems provide a standard set of operations for
file manipulation, including creating, reading, writing, seeking, deleting, and truncating. To
enhance performance, the OS maintains an "open-file table" in memory to manage active
files, avoiding constant disk searches.

e Access Methods: Information within files can be accessed in several ways. Sequential
access processes data in order and is the most common method. Direct access allows for
non-sequential reading and writing of fixed-length records, which is critical for database
systems. More advanced methods build upon direct access by using indexes to facilitate
rapid data retrieval.

e Directory Structures: The organization of directories has evolved to meet demands for
efficiency, naming flexibility, and logical grouping. Models range from simple single-
level and two-level directories to more sophisticated tree-structured, acyclic-graph,
and general graph directories, which allow for hierarchical organization and file sharing.

e Protection: Protecting file information from unauthorized access is a critical function.

Mechanisms include Access-Control Lists (ACLs), which specify permissions for individual
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users, and a more general group-based scheme (common in UNIX-like systems) that defines

access rights for an owner, a group, and the general universe.

1. The File Concept and Core Components

A file system provides the foundational structure for data storage and retrieval. It is a critical component of
the operating system that resides on secondary storage, such as disks, and consists of two primary elements:

files and a directory structure.

1.1 Defining the File

A file is a collection of related data stored on a secondary storage device. The content of a file is defined

by its creator and can be categorized into two main types:

o Data Files: Can be numeric, character, or binary.

e Program Files: Such as source files or executable files.

1.2 File Attributes

Every file is associated with a set of attributes that describe its properties. While specifics vary between

operating systems, common attributes include:

Attribute Description
Name The symbolic, human-readable identifier for the file.
Type The file's type, used by systems that support different file formats.
Location A pointer to the device and the file's location on that device.
Size The current size of the file.
Protection Access-control information that determines who can read, write, or execute the file.
Time, Date, Timestamps for creation, last modification, and last access, used for protection,
User ID security, and monitoring.

All of this metadata is maintained within the directory structure on the disk. The File Info window in
Mac OS X, for example, displays these attributes, including its "Kind" (type), "Size," "Where" (location),

creation/modification dates, and "Sharing & Permissions."
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1.3 Common File Types

Files are often classified by their function, with file extensions used to identify their type.

File Type Usual Extension(s) Function
Executable exe, com, bin, or none A ready-to-run machine-language program.
Object obj, o Compiled machine language that has not yet been linked.
Source code c, cc, java, pas, asm, a Source code in various programming languages.
Batch bat, sh A file of commands for the command interpreter.
Text txt, doc Textual data and documents.
Word o )
wp, tex, rtf, doc Files in various word-processor formats.
processor
Library lib, a, so, dll Libraries of routines for programmers.
Print or view ps, pdf, jpg ASCII or binary files formatted for printing or viewing.
. ) Related files grouped into a single file, sometimes
Archive arc, zip, tar
compressed.
o mpeg, mov, rm, mp3, . . . o .
Multimedia A binary file containing audio or audio/visual information.

avi

1.4 File Structure

The internal structure of a file can be determined by either the operating system or the program using it.
An OS may require executable files to conform to a specific structure to know where to load them into

memory. Common structures include:

¢ None: A simple sequence of bytes or words.
e Simple Record Structure: Organized as lines or as records of fixed or variable length.

e Complex Structures: Such as formatted documents or relocatable load files.

2. File Operations and Management

An operating system must provide a set of operations to allow users to store and retrieve data safely and

efficiently.
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2.1 Basic File Operations

There are six basic file operations, with two additional ones—Open and Close—that are crucial for system

performance.

e Create: Finds space in the file system and creates a new entry in the directory.

e Write: A system call specifies the file name and the information to be written to it.

e Read: A system call specifies the file name and the memory location for the next block of
data.

o Seek: Repositions the file pointer within the file.

e Delete: Searches the directory for the file and erases its entry.

e Truncate: Erases the contents of a file while retaining its attributes.

e Open(Fi): Searches the directory on disk for the file entry and moves its content to memory
to avoid repeated disk searches for subsequent operations.

e Close(Fi): Moves the content of the file's entry from memory back to the directory structure

on disk.

2.2 Managing Open Files

To avoid the overhead of searching the directory for every file operation, the OS maintains an open-file
table in memory containing information about all currently open files. The key pieces of data needed to

manage open files are:

e File Pointer: Tracks the last read/write location for each process that has the file open.

¢ File-Open Count: A counter of how many times afile is open across all processes. When this
count reaches zero, the file's entry is removed from the open-file table.

e Disk Location: Information needed to locate the file on disk is kept in memory to speed up
operations.

e Access Rights: Each process opens a file in a specific access mode (e.g., read-only). This

information is stored so the OS can allow or deny subsequent I/O requests.

3. Data Access Methods

Once information is stored in files, it must be accessed and read into memory. There are several methods

for accomplishing this.
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3.1 Sequential Access

This is the most common access method, where information in the file is processed in order, one record
after another. Editors and compilers typically access files in this manner. A pointer maintains the current

position within the file for the next read or write operation.

3.2 Direct Access (Relative Access)

This method is useful for immediate access to large amounts of information, such as in databases.

e Thefileisviewed as a numbered sequence of fixed-length logical records.
e Programs can read and write these records rapidly in any order without having to process
preceding records.

e There are no restrictions on the order of reading or writing blocks.

3.3 Indexed Access Methods

These methods are often built on top of direct access to further optimize retrieval.

e Anindexfileis created, which stores an index (e.g., a key like a last name) that points to the
actual data items in another file (the relative file).

o For very large files, the index file itself can become too large. The solution is a multi-level
index, where a primary index file points to blocks within a secondary index file, which in
turn points to the data.

e The IBM Indexed Sequential-Access Method (ISAM) is a classic example, using a small

master index that points to a larger secondary index.

4. Directory Structures and Organization

A directory is a collection of nodes containing information about all files. Both the directory structure

and the files reside on disk, often organized into partitions.

4.1 Directory Operations and Goals

Operating systems must support several key directory operations: searching for a file, creating a file,
deleting a file, listing a directory, renaming a file, and traversing the file system. The design of a directory

structure is driven by three main goals:
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1. Efficiency: Locating a file quickly.
2. Naming: Allowing users convenience, such as permitting two different users to have files
with the same name.

3. Grouping: Enabling the logical grouping of files by properties (e.g., all Java programs).

4.2 Models of Directory Structures

e Single-Level Directory: All files are contained in a single directory. This is simple to
implement but suffers from major limitations, as all files must have unique names and there
is no way to group related files.

o Two-Level Directory: A master file directory (MFD) contains separate user file directories
(UFDs) for each user. This solves the naming problem, as different users can have files with
the same name. It also provides user isolation but makes it difficult for users to cooperate
and share files. It offers no additional grouping capabilities within a user's directory.

o Tree-Structured Directories: This hierarchical model features aroot directory, with everyfile
having a unique path name. It provides efficient searching and logical grouping capabilities
through the use of subdirectories. Key concepts include the current directory, absolute
path names (starting from the root), and relative path names(starting from the current
directory). Deleting a non-empty directory is handled differently by various systems; for
instance, MS-DOS requires a directory to be empty, while UNIX can remove an entire subtree.

e Acyclic-Graph Directories: This structure extends the tree model by allowing directories to
share subdirectories and files via links (pointers). This is powerful for collaboration, as
changes made by one user are visible to others sharing the file. However, it introduces
challenges such as aliasing (a file having multiple absolute paths) and dangling pointers if
a shared file is deleted. A common solution is to delete only the link, preserving the file until
all references to it are gone.

e General Graph Directory: By allowing links to be added to an existing tree structure, cycles
canbeintroduced, turning the directory into a general graph. This poses a significant problem
for deletion, as a file's reference count may never reach zero due to a cycle. Solutions to
manage this complexity include allowing links only to files (not subdirectories),
using garbage collection to identify and reclaim unreferenced disk space, or employing

a cycle detection algorithm before adding a new link.
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5. File System Protection

Protection mechanisms are essential to prevent accidental or malicious destruction of information and

to ensure data privacy. The operating system must provide a means to control access to files.

5.1 Controlled Operations

Protection can be applied to various types of file operations, including:

e Read e Append
e Write e Delete
e Execute e List

5.2 Protection Mechanisms

e Access-Control Lists (ACLs): An ACL can be associated with each file and directory,
specifying which users are allowed what type of access. The Windows 7 properties dialog is
an example of ACL management. While precise, ACLs can be problematic due to their
potential length, the complexity of constructing and managing them, and the variable-sized
directory entries they require.

e Access Groups: A more general and common scheme groups users into classes. The UNIX
model, for example, uses three classes:

1. Owner: The user who created the file.

2. Group: A set of users who are sharing the file and need similar access.

3. Universe (or Others): All other users in the system. Permissions are often specified
as Read (R), Write (W), and Execute (X) for each of these three classes.

o Passwords: Another approach involves associating a password with each individual file or

directory to control access.

File-System Interface Study Guide

Quiz: Short-Answer Questions

1. What are the two primary components of a file system, and where does the file system typically

reside?

Shoug Alomran 121



CS 330 Summary

2. Listand briefly describe four common file attributes that an operating system maintains.

3. Whatis the purpose of an open-file table, and why is it used by the operating system?

4. Explain the difference between the delete and truncate file operations.

5. Contrast the sequential access and direct access methods for reading information from a file.

6. Describe the structure of a two-level directory and identify one of its main advantages over a

single-level directory.

7. In a tree-structured directory, what is the difference between an absolute path name and a

relative path name?

8. What is a "dangling pointer" in the context of an acyclic-graph directory, and how can this

problem be solved?

9. Identify three types of operations that file protection mechanisms can control.
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10. Describe the general scheme for file protection used in UNIX, which involves three classes of

users.

Essay Questions

1. Discuss the evolution of directory structures from the single-level model to the acyclic-graph
model. For each structure (single-level, two-level, tree-structured, acyclic-graph), describe its
organization, the problems it solves compared to its predecessor, and any new limitations or

complexities it introduces.

2. Explain the complete lifecycle of a file operation from the perspective of the operating system,
beginning with an open call. Describe the roles of the directory structure, the open-file table, the
file pointer, file-open count, and access rights in managing the file while itis being read or written,

and conclude with the c1ose operation.

3. Compare and contrast the three file access methods presented: sequential, direct, and indexed.
Detail how each method works, identify the file structures best suited for each, and provide

examples of applications where each method would be the most efficient choice.

4. Analyze the concept of file protection in a multi-user environment. Elaborate on the
implementation, advantages, and disadvantages of using an Access-Control List (ACL) versus

the owner/group/universe model found in systems like UNIX.
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5. Examine the challenges that arise when implementing general graph directories, particularly
those that allow cycles. Discuss the problem of garbage collection and cycle detection,
explaining why a simple reference count is insufficient for determining when a file can be safely

deleted.

Answer Key

1. Afile system consists of a collection of files for storing related data and a directory structure that
provides information about all the files. The file system resides on secondary storage, such as
disks.

2. Fourcommon file attributes include: Name (the human-readable identifier), Location (a pointer
to the file's location on a device), Size (the current size of the file), and Protection (controls for
reading, writing, and executing). Other attributes are type, time, date, and user identification.

3. An open-file table is a table kept by the operating system that contains information about all
currently openfiles. Itis used to avoid the performance cost of repeatedly searching the directory
structure on disk for a file's entry each time it is accessed.

4. The delete operation searches the directory for a named file and erases its directory entry,
effectively removing the file. The truncate operation erases the contents of a file but keeps its
attributes and its entry in the directory.

5. Sequential access processes information in a file in order, one record after another, which is
common for editors and compilers. Direct access allows a program to read or write fixed-length
logical records rapidly in any order without having to read preceding records, which is useful for
databases.

6. A two-level directory features a master file directory (MFD) and a separate user file directory
(UFD) for each user. Its main advantage is that it solves the naming problem of single-level
directories, allowing different users to have files with the same name.

7. An absolute path name begins at the root directory and specifies the complete path down
through subdirectories to a specific file. A relative path name defines a path starting from the
current directory, not from the root.

8. A'"dangling pointer" can be created in an acyclic-graph directory when a shared file is deleted,
leaving links that point to a non-existent location. The solution is to preserve the file until all
references (links) to it have been deleted; the file is only truly deleted when its reference count
becomes zero.

9. File protection mechanisms can control operations such as Read (viewing file
contents), Write (modifying file contents), and Execute (running a program file). Other
controlled operations include append, delete, and list.
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10. The UNIX protection scheme uses three classes of users: owner access, group access,
and universe access (all other users). For each class, permissions for read (R), write (W), and
execute (X) can be set, providing a concise method for managing access rights.
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Term

Absolute Path Name

Access Methods

Access-Control List

(ACL)

Acyclic-Graph
Directory

Direct Access

(Relative Access)

Directory Structure

File

File Attributes

File Pointer

File System

General Graph
Directory

Index File
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Glossary of Key Terms
Definition

A path that begins at the root directory and specifies the full path down through
subdirectories to a specified file.

The ways in which information stored in files can be accessed and read into memory, such
as sequential or direct access.

A list associated with each file and directory that specifies the username and the type of
access allowed for each user.

A directory structure that extends the tree structure by allowing directories to share
subdirectories and files, creating a graph with no cycles.

An access method where a file is viewed as a numbered sequence of fixed-length logical
records, allowing programs to read or write records in any order.

A collection of nodes containing information about all files in the system. It resides on
disk along with the files.

A collection of related data that is normally stored on a secondary storage device.
Information about a file, such as its name, type, location, size, protection settings, and
creation/modification times. This information is kept in the directory structure.

A pointer that tracks the last read/write location as a current position within an open file.
It is maintained on a per-process basis.

The system component that consists of a collection of files and a directory structure. It
resides on secondary storage.

A directory structure that allows for cycles by adding links to an existing tree structure,
which can complicate deletion and traversal.

A file that stores an index into another file, which can be used to build access methods on

top of direct access.
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Link

Master File Directory
(MFD)

Open-File Table

Protection

Relative Path Name

Sequential Access

Single-Level
Directory

Tree-Structured

Directories

Two-Level Directory

User File Directory
(UFD)
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In an acyclic-graph directory, a pointer to another file or subdirectory, often implemented
as a path name.

In a two-level directory system, the central directory that is searched when a user logs in
and which points to individual user file directories.

A table maintained by the OS in memory that contains information about all currently
open files, used to avoid repeated disk searches.

The mechanism provided by an operating system to control who can perform operations
(e.g., read, write, execute) on files and directories.

A path that defines a route to a file or directory starting from the current directory.

An access method where information in the file is processed in order, one record after
another. It is the most common access method.

The simplest directory structure where all files are contained in the same directory, leading
to naming and grouping limitations.

A directory structure organized as a tree with a root directory, where every file has a unique
path name. It allows for logical grouping via subdirectories.

A directory structure with a master directory and a separate directory for each user,

isolating users from one another.

In a two-level directory system, a private directory for each user that contains their files.
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Chapter 12

File System Implementation: A Comprehensive Briefing

Executive Summary

This document provides a detailed analysis of the core principles and methodologies involved in file
system implementation, as outlined in the provided source materials. The implementation of a file system
is fundamentally concerned with two critical functions: managing the storage of files and directories on a

persistent medium like a disk, and efficiently tracking the allocation and deallocation of storage space.

To achieve these functions, file systems rely on a dual-structure approach. On-disk data structures—
such as the Boot Control Block, Volume Control Block (superblock), and File Control Blocks (FCBs or
inodes)—ensure data persistence and system recovery. Concurrently, in-memory data structures—
including mount tables, directory caches, and system-wide open-file tables—are used to optimize

performance and provide rapid access to file system information.

A central challenge in file system design is the method of allocating disk blocks to files. Three

primary allocation methods are examined, each presenting a unique set of trade-offs:

e Contiguous Allocation: Simple and fast for sequential access but suffers from external
fragmentation and inflexibility, as files cannot easily grow.

¢ Linked Allocation: Solves fragmentation issues by linking scattered blocks but is inefficient
for random access and introduces overhead for pointers. The File Allocation Table (FAT) is a
notable variation that centralizes pointers for improved performance.

¢ Indexed Allocation: Provides efficient random access by using an index block to store
pointersto afile's data blocks, overcoming the limitations of linked allocation but introducing
its own overhead. UNIX systems employ a sophisticated combined scheme with multiple

levels of indirection to support very large files.

Finally, effective free-space management is essential for allocating new blocks as files are created or
expanded. Four distinct techniques are detailed: the Bit Vector, which offers simplicity and efficiency in
finding contiguous blocks; the Linked List, which avoids space waste but is slow to traverse; and modified
list approaches like Grouping and Counting, which enhance efficiency by storing multiple free block

addresses together or tracking contiguous runs of free blocks.
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1. Core Concepts of File System Implementation

The primary objective of file system implementation is to provide a detailed framework for local file
systems and directory structures, alongside a thorough analysis of block allocation and free-block

management algorithms.

1.1. Fundamental Requirements

Any file system implementation must address two core responsibilities:

1. File and Directory Tracking: It must maintain a record of all files and directories stored
within the system. This includes mapping file data to the specific disk blocks or sectors where
itis physically located.

2. Free-Space Tracking: It must keep track of all disk blocks or sectors that are currently

unused (free), making them available for future allocation.

To meet these requirements, implementations utilize two distinct categories of data structures: on-disk

structures for persistence and in-memory structures for performance.

2. File System Data Structures

2.1. On-Disk Structures

These structures are stored on the physical disk volume and are essential for the file system's persistence
and integrity. The specific layout can vary between operating systems, but generally includes the following

components:

e Boot Control Block (Boot Sector): This block contains the necessary information for the
system to boot an operating system from the volume. It is typically the first block of a volume
that contains an OS.

e Volume Control Block (Superblock): This structure holds high-level details about the entire
volume or partition, such as:

o Totalnumber of blocks o Pointers or arrays for managing
o Number of free blocks free blocks

o Blocksize
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e Directory Structure: This is used to organize the files and directories, starting with the root
directory. In UNIX-based systems, the directory structure includes file names and their
associated inode numbers.

e File Control Block (FCB): Known as aninode in most UNIX systems, the FCB is a per-file

structure that contains metadata and attributes about a single file. A typical FCB stores:

Attribute Description
File Permissions Access control information (read, write, execute).
File Dates Timestamps for creation, last access, and last write.
File Owner, Group, ACL Ownership and Access Control List information.
File Size The total size of the file.
File Data Blocks Direct pointers to the data blocks or pointers to other structures that contain them.

2.2. In-Memory Structures

To improve performance and avoid constant disk I/O, the operating system maintains several file system

structures in main memory (RAM).

e Mount Table: Contains information about each mounted volume, listing all devices currently
integrated into the file system.

e Directory Structure Cache: Holds information about recently accessed directories to speed
up path lookups.

¢ System-Wide Open File Table: Contains a copy of the FCB for every open file across the
entire system.

e Per-Process Open-File Table: Each process has its own table containing pointers to the
system-wide table for the files it has opened.

o Buffers: A pool of memory used to cache file system blocks as they are read from or written

to the disk.

The interaction between these structures is illustrated by file operations. When a file is opened, the
system searches the on-disk directory structure, loads the file's FCB into the in-memory system-wide open-
file table, and creates an entry in the process's open-file table. Subsequent read operations use an index into

the process's table to quickly locate the file's data.
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3. Disk Allocation Methods

Disk allocation methods define how disk blocks are assigned to files. The central task is mapping the logical

block sequence of a file to the physical block locations on the disk.

3.1. Contiguous Allocation

In this method, each file occupies a set of contiguous blocks on the disk. The file's location is defined simply

by its starting block number and its length in blocks.

e Advantages:

o

Simplicity: Only the starting address and length are needed.

e Disadvantages:

o

External Fragmentation: Unused space is broken into small, non-contiguous
chunks, making it difficult to allocate space for new files.

Inflexibility: Files cannot easily grow once created.

Size Estimation: The size of a file must be known in advance.

Compaction: May require a time-consuming compaction process to consolidate

free space.

e Mapping Logical to Physical Addresses:

o

Given a logical address (LA) within a file and a block size, the physical location is
calculated as follows:

" (o = 1A / DiskBlockSize (Logical block number within the file)

" R = LA % DiskBlockSize (Displacement within that block)

= Physical Block Address = Starting Block + Q
Example: For a file starting at block 6 with a block size of 1024 bytes, a request for

logical address 2500 is mapped as:

= Q = 2500 / 1024 = 2
" R = 2500 % 1024 = 452

» Thedatais located in physicalblock 6 + 2 = g, at an offset of 452 bytes.

3.2. Linked Allocation

This method treats each file as a linked list of disk blocks, which can be scattered anywhere on the disk.

Each block contains a pointer to the address of the next block in the sequence.
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¢ Advantages:
o No External Fragmentation: Any free block can be used.
o Dynamic Growth: Files can grow easily by requesting a new block from the free-
space manager and linking it to the end of the file.
o Disadvantages:
o Sequential Access Only: To find the i-th block, one must traverse the list from the
beginning, making random access highly inefficient.
o Pointer Overhead: Space within each block is used to store the pointer, meaning the
available data size is less than the block size and is no longer a power of two.
o Reliability: Loss of a pointer can corrupt the entire file from that point forward.
e Mapping Logical to Physical Addresses:
o To find a logical address (LA), the system calculates which block in the chain is
needed:

L] Q = LA / (BlockSize - PointerSize)

o The system must then traverse the linked list ¢ times from the start of the file to find

the correct physical block.

3.2.1. File Allocation Table (FAT)

The FAT system is a widely used variation of linked allocation (e.g., in MS-DOS). It moves the pointers
from the individual data blocks into a centralized table located at the beginning of the volume. The table
has one entry for each disk block, and the directory entry for a file points to the first block's entry in the
FAT. This entry, in turn, contains the block number of the next block.

¢ Advantages over standard linked allocation: Pointers are centralized, allowing the entire
FAT to be cached in memory, which significantly speeds up list traversal. Data blocks are fully
available for data, restoring their size to a power of two.

o Disadvantage: While faster, it still does not support efficient direct (random) access.

3.3. Indexed Allocation

Indexed allocation solves the random-access problem of linked allocation by bringing all pointers for a
file together into a single location: an index block. Each file has its own index block, which is an array of

disk-block addresses. The i-th entry in the index block points to the i-th block of the file.
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¢ Advantages:
o Supports random access directly.
o Eliminates external fragmentation.
o Allows for dynamic file growth.
o Disadvantages:
o Overhead: A dedicated index block is required for every file, which constitutes
wasted space for very small files.
e Mapping Logical to Physical Addresses:
o Mappingis direct and efficient:
" 0 =LA / BlocksSize (Thisgistheindexinto the index block)

» The address of the required data block is found at index block[Q].

3.3.1. Combined Scheme: UNIX UFS

The UNIX File System (UFS) uses a sophisticated combined indexing scheme to efficiently handle files of

all sizes. The file's inode contains pointers to:

e Direct Blocks: The first 12 block addresses are stored directly in the inode for fast access to
small files.

¢ Single Indirect Block: A pointer to an index block, which in turn contains pointers to data
blocks.

¢ Double Indirect Block: A pointer to a block that contains pointers to single indirect blocks.

e Triple Indirect Block: A pointer to a block that contains pointers to double indirect blocks.
This multi-level structure allows for addressing an enormous number of data blocks while

maintaining low overhead for smallfiles.

4. Free-Space Management

A file system must maintain a free-space list to track all available blocks. Four common methods exist

for this purpose.

4.1. Bit Vector (Bitmap)

The free-space list is implemented as a bit map, where each bit represents a single disk block. A bit

value of 1 indicates a free block, while 0 indicates an allocated block.
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¢ Advantages:
o Simplicity: The structure is straightforward to understand and implement.
o Efficiency: Finding the first free block or a sequence of n consecutive free blocks is
efficient.
o Disadvantages:
o Space Overhead: The bitmap itself consumes disk space. For a 1 TB disk with 4 KB
blocks, the bitmap requires 32 MB.
o Memory Requirement: It is inefficient unless the entire bitmap can be kept in
memory.

¢ Finding a Free Block: The block humber can be calculated with the formula: (number of
bits per word) * (number of 0O-value words) + offset of first 1 bit

o Example: With 8-bitwords and a bit vector starting 00000000 00000000 00010000. ..,

the first free block is block 19 (calculatedas s * 2 + 3 = 19).

4.2. Linked List (Free List)

All free blocks are linked together, with a pointer in a special location (e.g., the superblock) pointing to

the first free block. Each free block then contains a pointer to the next free block.

e Advantages:
o No Space Waste: No extra space is required beyond the pointers stored within the
free blocks themselves.
o Disadvantages:
o Inefficient Traversal: Reading the entire list requires significant I/0 time, as each
block must be read from disk to find the next one.

o Contiguous Space: Finding contiguous blocks is difficult and inefficient.

4.3. Grouping

This is a modification of the linked list approach. The first free block stores the addresses of n-1 other

free blocks, plus a pointer to the next block that contains another group of free block addresses.

o Advantage: The addresses of a large number of free blocks can be found quickly by reading

just one block, which is much more efficient than the standard linked-list traversal.
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4.4. Counting

This method tracks contiguous chunks of free blocks. The free-space list contains entries, where each
entry consists of the disk address of the first free block in a contiguous run and a count of how many free

blocks follow it.

¢ Advantage: If the disk has many contiguous free regions, this list will be significantly shorter

than a list of individual block addresses, saving space.

Study Guide: File System Implementation

Quiz: Short-Answer Questions

Instructions: Answer the following questions in two to three sentences, based on the provided source

material.

1. What are the two primary responsibilities of a file system implementation, and what two general

types of structures are used to accomplish this?

2. Describe the purpose of a Volume Control Block (also known as a superblock) in an on-disk file

system structure.

3. What key information is typically stored within a per-file File Control Block (FCB)?

4. Explain the main advantages and disadvantages of the Contiguous Allocation method for files.

5. How does the Linked Allocation method solve the problems of contiguous allocation, and what

is its primary drawback regarding file access?
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6. Whatis a File Allocation Table (FAT), and how does it improve upon the standard linked allocation

method?

7. How does Indexed Allocation support efficient random access to file data, a feature lacking in

standard linked allocation?

8. Describe the combined allocation scheme used by the UNIX File System (UFS).

9. Explain how the Bit Vector (or bitmap) method works for managing free disk space.

10. What is the "Grouping" method for free-space management, and how does it improve the

efficiency of finding free blocks compared to a simple linked list?

Essay Questions

Instructions: Prepare a detailed, essay-format response for each of the following prompts.

1. Compare and contrast the three primary disk allocation methods: Contiguous, Linked, and
Indexed. Discuss the trade-offs of each method concerning file growth, external and internal

fragmentation, and support for sequential versus random access.
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2. Analyze the role and interaction of the different in-memory file system structures, including the
mount table, directory-structure cache, system-wide open-file table, and per-process open-file
table. Explain how these structures work together to improve file system performance and

manage file access for multiple processes.

3. Describe the four methods for free-space management: Bit Vector, Linked List, Grouping, and
Counting. For each method, explain its implementation, its primary advantages, and its potential
disadvantages regarding space overhead and efficiency in allocating single versus contiguous

blocks.

4. Explain the complete process of mapping a Logical Address (LA) within a file to a Physical
Address on the disk for both Contiguous Allocation and Linked Allocation. Use the formulas
provided in the source material and create a hypothetical example for each to illustrate the

calculation.

5. Detail the structure of the UNIX UFS allocation scheme as presented in the source material.
Explain why a combined scheme with direct, single indirect, double indirect, and triple indirect
blocks is necessary and how it effectively balances performance for small files with the capacity

to manage very large files.
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Answer Key

10.

A file system implementation must keep track of the files and directories, specifically which disk
blocks store the file data. It must also keep track of the free blocks on the disk. To do this, it uses
on-disk structures for persistent storage and in-memory structures for faster access and
management.

A Volume Control Block contains details about a specific volume or partition. This includes
criticalinformation such as the total number of blocks, the number of free blocks, the block size,
and pointers or arrays that manage free blocks.

A typical File Control Block (FCB) contains many details about a specific file. This includes file
permissions, creation/access/write dates, the file owner and group, the file size, and pointers to
the actual file data blocks on the disk.

Contiguous Allocation is simple, only requiring a starting location and length to access a file's
data. However, its major problems are that files cannot easily grow, it suffers from external
fragmentation, and it may require system downtime for compaction to reclaim space.

Linked Allocation solves the problems of contiguous allocation by linking non-contiguous blocks,
thus eliminating external fragmentation and the need for compaction. Its primary drawback is
that it only supports sequential access, as finding a specific block requires traversing the pointer
chain from the beginning of the file, which can involve many I/O operations.

A File Allocation Table (FAT) is a variation of linked allocation where the pointers connecting a
file's data blocks are stored together in a single table at the beginning of the volume. This makes
traversal much faster than reading each data block to find the next pointer and allows the FAT to
be cached in memory for even better performance.

Indexed Allocation solves the random access problem by bringing all the pointers for a single
file's data blocks into one location called an index block. To find the ith block of a file, the system
only needs to look up the jith entry in the file's index block to get the direct address, eliminating
the need to traverse a chain of pointers.

The UNIX File System (UFS) uses a combined indexed allocation scheme. The file's inode
contains direct pointers to the first 12 data blocks for fast access to small files. For larger files, it
uses single, double, and triple indirect blocks, which are blocks that contain pointers to other
pointer blocks, allowing it to address a vast number of data blocks.

The Bit Vector method represents the free-space list as a bit map where each bit corresponds to
adisk block. If a bitis 1, the corresponding block is free; if the bitis 0, the block is allocated. This
approach is relatively simple and efficient for finding consecutive free blocks.

Grouping is a modification of the linked-list approach where the first free block stores the
addresses of n other free blocks. The first n-1 of these are available for use, while the last address
points to another block containing more free block addresses. This allows a large number of free
block addresses to be found quickly without traversing a long chain.
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Term

Allocation Method

Bit Vector (Bitmap)

Boot Control Block

Compaction

Contiguous Allocation

Directory Structure

External Fragmentation

FAT (File Allocation
Table)

FCB (File Control Block)

Free-Space Management

Grouping
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Glossary of Key Terms
Definition

A technique for allocating disk space to files to ensure effective disk utilization and quick
file access. The main methods are contiguous, linked, and indexed.

A free-space management technique where a series of bits represents all blocks on the
disk. A bit value of '1' typically indicates a free block, and '0' indicates an allocated block.
An on-disk structure, usually the first block of a volume, that contains the information
needed by the system to boot an operating system from that volume.

The process of moving file blocks to consolidate free space and eliminate external
fragmentation. It can be performed off-line (requiring downtime) or on-line.

An allocation method where each file occupies a set of contiguous blocks on the disk. It
is defined by a starting block number and a length.

An on-disk structure used to organize all the files in a file system, starting with the root
directory. In UNIX, it includes inode numbers associated with file names.

A problem where free disk space is broken into small, non-contiguous blocks, which may
be too small to satisfy a file allocation request even though the total free space is
sufficient.

A variation of linked allocation where the pointers for all file blocks are stored in a table
at the beginning of the disk volume, indexed by block number.

An on-disk, per-file structure (called an inode in UNIX) that contains metadata about a
file, such as permissions, dates, owner, size, and pointers to its data blocks.

The process by which a file system keeps track of available blocks or clusters on a disk
so they can be allocated to new files.

A free-space management method where the first free block contains the addresses of

several other free blocks, improving the speed of finding available space.
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In indexed allocation, a block that contains an array of pointers to a file's actual data
blocks.

An allocation method where each file has one or more index blocks containing the
addresses of its data blocks, allowing for efficient random access.

The term used in most UNIX systems for the File Control Block (FCB).

Data structures held in main memory to manage the file system and improve
performance. Examples include the mount table and open-file tables.

Wasted space within an allocated block or cluster because the file data does not fill it
completely.

An allocation method where a file is stored as a linked list of disk blocks, which can be
scattered anywhere on the disk. Each block contains a pointer to the next block in the
file.

An address within a file, viewed as a sequence of logical blocks or bytes, starting from
offset 0. This address must be mapped to a physical disk address.

An in-memory structure that contains information about each mounted volume or device
in the system.

Persistent data structures stored on the disk volume that define the file system. Examples
include the boot control block, volume control block, and FCBs.

An in-memory table, unique to each process, that contains pointers to the entries in the
system-wide open-file table for all files opened by that process.

The actual address of a data block on the physical disk.

An in-memory table containing a copy of the FCB for every open file in the entire system.

A file system that uses a combined indexed allocation scheme, employing direct blocks,

single indirect, double indirect, and triple indirect blocks to address file data.
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An on-disk structure (also known as a superblock) that contains details for a volume or

Volume Control Block
partition, such as total blocks, free blocks, and block size.
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